Entrust PKlaaS User Guide

Entrust PKI as a Service

Welcome to the user guide for Entrust PKI as a Service (PKlaaS), the cloud-based PKI as a service by Entrust.

* About this guide

* Introduction

® Checking your subscriptions

® Assigning subscriptions to partitions

® Accessing your partitions

* Managing users

* Managing certificate profiles

* Managing certificate authorities

* Managing certificates

® Automating ACME enrollment

* Automating MDM Intune enrollment

* Automating MDM Jamf enrollment

* Automating MDM Workspace ONE enrollment
® Automating MDM lvanti enrollment

¢ Automating MDM IBM MaaS360 enrollment
* Automating WSTEP enrollment

* Managing end-entities

® Auditing enrollment events

* Migrating an on-prem gateway to PKlaaS

* Integrating third-party tools with the CA Gateway API
® Revoking certificates in bulk

® Obtaining support

About this guide

This document provides a complete customer guide for Entrust PKlaaS.

* Documentation feedback
® Other documents

® Revision information

* Acronyms

Revision information
See the following table for the changes in each document issue.

|Issue|Date|Section|Description |--|--|-- |1.1]Jan 2026|Running Certbot|Document missing parameters |1.0|Dec
2025|Initial release of this document

Other documents

See the table below for other relevant documentation on Entrust PKI as a Service.
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Document

URL

Entrust PKI as a Service https://www.entrust.com/digital-security/certificate-

Product Page

solutions/products/pki/managed-services/pki-as-a-service

Entrust PKI Terms and

Conditions

https://www.entrust.com/legal-compliance/terms-conditions/entrust-pki

Documentation feedback

Complete the form at https://go.entrust.com/documentation-feedback to rate and provide feedback about

product documentation.

Any information you provide goes directly to the documentation team and is used to improve and correct the

information in our guides.

Acronyms

See below a definition of acronyms that may appear in this document.

Acronym Description

ACME Automatic Certificate Management Environment
ADCS Microsoft Active Directory Certificate Services
ADDS Microsoft Active Directory Domain Services
AES Advanced Encryption Standard

AlA Authority Information Access

API Application Programming Interface

CA Certificate Authority

CAGW Entrust CA Gateway

CEG Entrust Certificate Enrollment Gateway

CEP Certificate Enrollment Policy

CLI Command-line Interface

CLM Certificate Lifecycle Management

CMC Certificate Management over CMS

CMP Certificate Management Protocol

CMS Cryptographic Message Syntax

CN Common Name

CPS Certification Practice Statement

CRL Certificate Revocation List
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Acronym Description

CSR Certificate Signing Request (PKCS #10)

CSS Certificate Status Server

cT Certificate Transparency

DER Distinguished Encoding Rules

DHCP Dynamic Host Configuration Protocol

DN Distinguished Name

DNS Domain Name System

ECC Elliptic Curve Cryptography

ECDSA Elliptic Curve Digital Signature Algorithm

EEE End Entity Enrollment

EST Enrollment over Secure Transport

FIPS Federal Information Processing Standard
FQDN Fully Qualified Domain Name

HSM Hardware Security Module

IdP |dentity Provider

JDK Java Development Kit

LDAP Lightweight Directory Access Protocol

LDAPS LDAP over SSL

LRA Local Registration Authority

MDM Mobile Device Management

MDMWS Entrust Mobile Device Management Web Services
MS-WSTEP  WS-Trust X.509v3 Token Enrollment Extensions Protocol (WSTEP)
MS-XCEP X.509 Certificate Enrollment Policy Protocol (CEP)
NIST National Institute of Standards and Technology
OA Operational Authority

OCsP Online Certificate Status Protocol

OID Object Identifier

OTP One-time Passcode

OVA Open Virtual Appliance

P12 PKCS #12
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Acronym Description

PA Policy Authority

PEM Privacy Enhanced Mail

PKCS Public Key Cryptography Standards
PKI Public Key Infrastructure

PKlaaS PKI as a Service

PKIX Public Key Infrastructure X.509

PQ Post-Quantum

RA Registration Authority

RBAC Role-Based Access Control

RDN Relative Distinguished Name

REST Representational State Transfer

RFC Request for Comment

RHEL Red Hat Enterprise Linux

RPO Recovery Point Objective

RTO Recovery Time Objective

S/MIME Secure/Multipurpose Internet Mail Extensions
SAN Subject Alternative Names

SCEP Simple Certificate Enrollment Protocol
SHA Secure Hash Algorithms

SIEM Security Information and Event Management
SSL Secure Sockets Layer

TLS Transport Layer Security

TPM Trusted Platform Module

UEM Unified Endpoint Management

URL Uniform Resource Locator

V2G Vehicle-to-Grid

VM Virtual Machine

WHFB Windows Hello for Business

Introduction
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Entrust PKlaaS is a highly secure PKI that is quick to deploy, scales on demand, and runs where you do
business — the cloud. As explained in the following sections, Entrust PKlaaS secures use cases through
turnkey approaches, solving customer problems while maintaining simplicity by reducing the number of
services, applications, and software they need to run on their premises.

* (Capabilities
® QOperation
* Governance
® Quotas

* Compliance
* Definitions

Capabilities
Entrust PKlaaS capabilities cover the following areas.

* Certificate authority instantiation
* Certificate issuance
* C(Certificate management

* Certificate status checking

Certificate authority instantiation
PKlaaS provides the following Certificate Authority (CA) instantiation capabilities.

e CAtypes

* CA key and signature algorithms
® Secure CA key management

® CA creation time

¢ CA validity period

CA types

Each customer may have one or more subordinate issuing CAs. You can:

® Create an online root CA and add issuing CAs subordinate to this root CA.
* Add an issuing CA signed by an external root CA a1(1 for example, your on-premise Microsoft root CA.

Secure CA key management

All CA private keys are stored in Entrust nShield Connect XC High HSMs FIPS140-2 level 3.
CA creation time

CAs are automatically provisioned in ~60 seconds after submitting your request.

CA validity period

CA certificates have a default validity period of 20 years for root CAs and 10 years for subordinate issuing CAs.
You can select a different period when creating each CA.
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A An issuing CA should have a minimum lifespan of 3 years to support some features. For example, to
automate Intune/MDM enrollment using an Entrust Hosted Certificate Enroliment Gateway, an issuing CA
must have at least 3 years of remaining lifespan when the Enrollment Gateway is created.

Certificate issuance
Entrust PKlaaS capabilities for certificate issuance include the following.

* C(Certificate profiles

® Subscriber key algorithms
¢ Validity period

® Enrollment by CSR

® Subject Alt Names

* Extensions

® Proof of possession

Certificate profiles

PKlaaS certificate issuance is always in the context of a certificate profile. These profiles are:

¢ Defined within the Entrust PKlaaS service.
* Referenced by name in the certificate issuance requests.

As described in PKlaaS subscriber certificate profiles, Entrust tunes the profiles to specific use cases:

* CA Gateway API
* On-premises Certificate Enrollment Gateway (CEG)

Subscriber key algorithms

PKlaaS supports RSA and EC subscriber certificate key algorithms. PKlaaS is validated to sign certificates that
use the following algorithms for their public key.

e ECDSA P-256
e ECDSA P-384
e ECDSA P-521
* RSA 2048
* RSA 3072
* RSA 4096

Validity period

The certificate validity period cannot go beyond the expiry date of the issuing CA.

i The validity period value defaults to 3 years when not specified in the request.

Enrollment by CSR
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All certificate issuance requests use the CSR format.

i The calling application is responsible for generating a private key for the certificate.

Subject Alt Names

Subject Alt Names (SANSs) are supplied in the request field, separate from the CSR.

Some third-party services like Venafi require to automatically supply SANs using the common names for TLS
server certificates. To automatically supply SANs using common names, the privatess| group provides the
following profiles.

Extensions

Certificate extensions are supplied in the request, separate from the CSR. Use the following API field to supply
extensions.

optionalCertificateRequestDetails.extensions

Proof of possession

The Proof of Possession (POP) check automatically validates that the caller has possession of the private key.

i The POP check is always performed during certificate request validation.

Certificate management
To manage certificates, Entrust PKlaaS provides:

* The web portal described in this guide.
* The API described in https://api.managed.entrust.com/doc/#operation/certificate-events

Certificate status checking
PKlaasS provides the following certificate status-checking functions.

® Entrust PKlaaS Certificate Revocation Lists
® Entrust PKlaaS OCSP service

Entrust PKlaaS Certificate Revocation Lists

PKlaaS publishes Certificate Revocation Lists (CRLs) with the following settings.

71265


https://api.managed.entrust.com/doc/#operation/certificate-events

Entrust PKlaaS User Guide

CRL setting Value

allCRL validity 7 daysarir

CRL extensions , ,

Signing key CA key

CRL type full CRL

Maximum size 22 MB

CA type root and issuing CAs

CRL issuance and update modes are the following.

Mode

Period

Automatic

Every 24 hours

Include the "publish now" option on revocation requests to the API

Within 15 minutes of
receiving the request

Revoke an end-entity certificate using the PKlaaS Ul or the Entrust

Certificate Enrollment Gateway (CEG)

CRLs are available at the following URLs.

Within 15 minutes of the

revocation

Region URL
us afn
EU
PQ Lab
Where is your account identifier, and is the certificate authority identifier.

Entrust PKlaaS OCSP service

The Online Certificate Status Protocol (OCSP) supports:

Nonce extension

Archive Cutoff extension

Multiple OCSP certificates per request

Signed/Unsigned requests

Delegated keys

OCSP may be configured for both roots and issuing CAs

OCSP services are available at the following URLs.

Region URL

us
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Region URL

EU

PQ Lab
Where is your account identifier, and is the certificate authority identifier.

Operation
Entrust PKlaaS implements the following operational procedures.

® Physical locations

® Access control and trusted roles
* CA key management

* Audit logging

* Disaster recovery

For the Entrust PKlaaS terms and agreements, see https://www.entrust.com/legal-compliance/entrust-
certificate-services-repository

Physical locations
In each region, Entrust has implemented two physical data centers with failover between the two.

Region Data centers

us alll1Dallas (TX), Denver (CO)

EU Munich (Germany), Frankfurt (Germany)

Cloud-based components use multiple availability zones for high availability and a second region for disaster
recovery.

Access control and trusted roles

The HSM and Activation Data are located in either:

e ATier lll, SSAE-18 data center.
* A two-person controlled safe located in a facility.

The personnel with a Trusted Role:

Can backup, store, and recover CA Private Keys using dual control in a physically secured environment.

Receive alarm notifications on any violation of the rules for accessing the HSM or a CA.
* Are trained for their specific role and must undergo background investigations.

Cannot change the product code.

CA key management
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When a customer requests to provision a new CA, an API-based process generates the CA key pair within
HSMs in a physically secured environment.

Audit logging

Significant security events in the CAs are automatically time-stamped and recorded as internal audit logs.
Audit logs are:

® Periodically archived.
® Constantly monitored by the Entrust Security Information and Event Management (SIEM) system.

Additionally:

* The operations and security teams review the alerts generated by possible policy violations and other
significant events.

® You can see the basic audit logs related to your Entrust PKlaaS account in the Enterprise Ul using the
Reports function.

Disaster recovery

To mitigate the event of a disaster, Entrust PKlaaS utilizes:

* Two data centers in each region (US and EU) with highly available HSMs

* Secure on-site and off-site storage of backup HSMs containing copies of all CA private keys
* Real-time database replication between primary and secondary cloud regions

* Daily database backups in both the primary and secondary cloud regions

* Weekly backup of critical data to a secure off-site storage facility

Governance

Defining the governance model for an enterprise-level PKl is a long and challenging process involving teams
across the organization. Entrust provides a pre-defined set of policies and practices governing these PKls to
save you time and expense. See the following sections for a summary.

® Entrust responsibilities
® Customer responsibilities

i See RFC 647 for a general description of the policy and practices framework.

Entrust responsibilities
In Entrust PKlaaS, Entrust has the following responsibilities.

¢ Root CA

* |ssuing CAs

® Policy Authority

® Operational Authority

Root CA
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The root CA serves as your PKI trust anchor. This CA is a dedicated root CA for your company alone to use.
Root CAs are not shared. You define the common name of your root, though we ask for a naming relationship
with your company so that we can support you more easily. Your root CAs will issue certificates to your issuing
CAs and OCSP services.

Issuing CAs

You may have one or more issuing CAs. Entrust PKlaaS will support any number of use cases (and associated
certificate profiles) on one issuer, or you can split the responsibility to multiple issuing CAs.

You will define Registration Authorities (RAs) that can issue certificates for all use cases supported by the
issuing CA, so if you wish to have some division of responsibility, you may want to set up more than one
issuing CA. These issuing CAs are subordinate to your root and issue certificates for subscribers.

Policy Authority

Entrust is the Policy Authority and is responsible for overseeing and setting policy and practices applicable to
the operation of the Certification Authorities.

Operational Authority

Entrust manages all root and issuing CA systems hosted and operated on your behalf, as part of Entrust
PKlaaS. These systems issue and manage

e (ertificates
¢ Certificate Revocation Lists (CRLs)
® OCSP responses

As the Operational Authority (OA), Entrust is responsible for all the operations of the CAs per the CPS.

Customer responsibilities
In Entrust PKlaaS, customers have the following responsibilities.

® Registration Authority
® Subscribers
* Relying parties

Registration Authority

In Entrust PKlaaS, you and your company are the Registration Authority (RA). The RA is the person or entity
that decides whether to issue a certificate in response to a Subscriber request. Specifically, RAs:

1. Verify the identity of the applicants. They are responsible for the applicant registration, identification,
and authentication processes.
2. Submit certificate issuance requests on their behalf.

i To perform RA tasks, you will typically use software applications, like the Entrust Certificate Enrollment
Gateway, that interface with the Entrust PKlaaS API.
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Subscribers

Subscribers are the end-users and entities that request and use certificates. Typical examples of Subscribers
are

* Employees or contractors and their devices,
* Enterprise servers and infrastructure,
® |oT devices.

A As the RA, you are responsible for determining who may be a subscriber and which people, entities, and
devices may receive certificates.

Relying parties

A relying party is an entity that uses a certificate, for example, to verify an identity. Entrust PKlaaS is tuned to
support enterprise-level, privately trusted certificates. You are responsible for ensuring that relying parties
perform the necessary certificate validity and status checks.

i Entrust PKlaaS supports both CRL and OCSP checks.

Quotas
Entrust PKlaaS enforces the following quotas and limits.
® Region limits
* Rate limits
* Certificate issuance capping
Region limits
PKlaaS currently supports setting up your PKI in the US or EU regions.

® You can set up your whole trust chain (root CA and issuing CA) in the same region.
* Entrust PKlaaS does not support cross-region trust chains; you cannot use a root CA from another
region to sign an issuing CA.

Rate limits
PKlaaS has two tiers of quotas based on your certificate inventory.

Quota Purchased certificates

Standard quota  Less than 1 million

Premium quota 1 million or more

To protect against burst requests and prevent abuse, PKlaaS enforces a request rate limit based on 10-second
intervals.
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Capability Standard quota Premium quota

Certificate creation 100 requests/10 seconds 1000 requests/10 seconds

OCsP 100 requests/10 seconds 1000 requests/10 seconds
CRL 100 requests/10 seconds 1000 requests/10 seconds
All others 100 requests/10 seconds 1000 requests/10 seconds

If the number of requests exceeds the allowed rate limit:

® The APl access is temporarily blocked
* All requests return a 429 HTTP status code with a "TooManyRequests" error message.

Certificate issuance capping

When the number of active certificates reaches the number of PKlaaS certificates purchased for your account,
PKlaaS blocks your account from issuing additional certificates. To issue more PKlaaS certificates, you can
either:

* Revoke some of the active certificates.
* Contact your sales representative to purchase more certificates.

Compliance
The Entrust corporation and the PKlaa$S solution comply with the following certifications.

* Entrust headquarters certifications
¢ Entrust PKlaaS data center certifications

Entrust headquarters certifications

The Entrust headquarters comply with the following ISO certifications at an enterprise-wide level.

® SO 27001 (Information Security Management Systems)
® SO 27701 (Privacy Information Management Systems)
* SO 9001 (Quality Management Systems)

* |SO 14001 (Environmental Management Systems)

For details on these certifications, check:

* https://www.entrust.com/legal-compliance/iso-certifications

* https://www.entrust.com/legal-compliance/security
Entrust PKlaaS data center certifications

The Entrust PKlaa$S solution is hosted by reputable data centers following the best security practices and
complying with security and privacy certifications, including but not limited to:

* Type 1 Attestation HIPAA/HITECH
* SOC2 Type 2
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* S0OC3

* |SO 27001
* HITRUST
¢ PCI-DSS

Definitions
See below for a definition of the main PKlaaS-related concepts.

* Agent

* Applicant

® Activation data

* Agreement

* Certificate

¢ C(Certificate authority

* Certificate authority certificate
* Certificate profile

* Certificate revocation

* Certificate Revocation List

* C(Certificate Signing Certificate
® Certification Practice Statement
* Cryptographic Module

¢ Customer

* Digital signature

* Distinguished Name

* Key pair

® Public cloud

* Object identifier

® Online Certificate Status Protocol
® OCSP responder

® Partition

® PKI] certificate

® Public Key Cryptography

* Public Key Infrastructure

® Region

® Registration Authority

® Relying party

® Repository

® Request for comments

® Subject

® Subject Alternative Name

® Subscriber

® Subscription

® Trusted role

¢ Validity period

e X.500

* X.509
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Agent

An agent is a lightweight, stateless virtual machine deployed in your local environment for Automating WSTEP
enrollment. Since Entrust PKlaaS is clouda’l[Thosted, the agent provides the required local network presence
without requiring the CA itself to be onarilIpremises.

Applicant
An applicant is a person, entity, or organization applying for the issuance or renewal of a certificate.
Activation data

Activation data are values, other than keys, that are required to operate cryptographic modules and that need
to be protected ari1 for example:

* PIN
® passphrases
* manually-held key share

Agreement

An agreement is a legally binding contract for PKlaaS comprising:

* The PKlaaS terms of use.

* The PKlaaS schedule.

® The Entrust General Terms and Conditions provided with the PKlaaS Schedule at
https://www.entrust.com/-/media/documentation/licensingandagreements/certificate-solutions-
general-terms.pdf

* An order for PKlaaS as defined in the General Terms.

Certificate

A certificate is a digital document issued by the CA that, at a minimum, meets the following:

¢ I|dentifies the CA issuing it.

* Names or otherwise identifies a Subject.

* (Contains a Public Key of a Key Pair.

* |dentifies its Operational Period.

* (Contains a serial number and is digitally signed by a CA.

Certificate authority

A Certificate Authority (CA), or simply Authority, is a trusted entity that issues, manages, and revokes
certificates. See below for the supported types.

CA type Own certificate Certified entities

Root Self-signed Intermediate or issuing subordinate CA
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CA type Own certificate Certified entities

Signed by a root or intermediate
subordinate CA

Intermediate Intermediate or issuing subordinate CA

lssui Signed by a root or intermediate End-entities (like servers, clients, or software
ssuin
9 subordinate CA applications)

Certificate authority certificate

A certificate authority certificate is a digital document that verifies the authenticity of the public key owned by
a certificate authority. This certificate is essential because it allows the CA to securely issue, sign, and validate
other digital certificates.

Certificate profile

A certificate profile is a set of properties for the certificates issued by a CA — for example:

* Certificate extensions like the key usage
* The supported key and signature algorithms

For a CA to issue a certificate, the certificate request must indicate a certificate profile enabled in the CA.

i See Authority certificate profiles and Subscriber certificate profiles for a list of the default profiles.

Certificate revocation

Certificate revocation is the permanent invalidation of a certificate from a specific time onward. Revocation
includes:

e Listing the certificate in a CRL.
* Preventing users from accessing the certificate once connected to the central infrastructure.

Certificate Revocation List

A Certificate Revocation List (CRL) is a time-stamped list of the serial numbers of certificates revoked before
their expiration.

Certificate Signing Certificate

A Certificate Signing Certificate is a digital certificate used by a Certificate Authority (CA) to sign other
certificates.

Certification Practice Statement

The Certification Practice Statement (CPS) states the practices for a CA to issue, manage, revoke, renew, or re-
key certificates.

Cryptographic Module
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A Cryptographic Module is a software, device, or utility for:

* Generating key pairs,
¢ Storing cryptographic information.
* Performing cryptographic functions.

Customer
The customer is the entity that has entered into a PKlaaS Agreement with Entrust.
Digital signature

A digital signature is the transformation of an electronic record by one person using private and public key
cryptography so that another person having the corresponding public key can determine whether:

* The record transformation was created using the private key corresponding to the public key.
* The record has been altered since the transformation was made.

Distinguished Name

A Distinguished Name (DN) is a unique identifier for locating a subject in an ITU/CCITT X.500 directory. Entrust
PKlaa$S has no restriction on distinguished names per certificate profile, and all certificate profiles support the
following identifiers.

Alias oID

, 2543

, 2544

. 2545

, 2.54.6

, 2547

' o 2548

) 2549

/ ' 2.54.10

' : ) 2.5.4.11

, 2.5.4.12

2.54.15

2.54.17

25442

, 2.5.4.43

2.54.97
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Alias

oID

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

Key pair

1.3.6.1.4.1.53087.3.6

A key pair comprises two mathematically related cryptographic keys with the following properties.

* A message encrypted with one key can only be decrypted with the other.

* Even knowing one key, it is believed to be computationally infeasible to discover the other key.

These keys are referred to as the private key and the public key, with the following uses.

.. ] Verify
Key Description Sign . Encrypt Decrypt
signature
Sensitive key protected by the subject and kept
Private yP y ) P v X X v
secret
Public  Non-sensitive key disclosed in the certificate X v v X
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Public cloud
The public cloud is a collection of computing services offered by third-party providers over the public Internet.
Object identifier

An Object Identifier (OID) is a unique alphanumeric identifier registered under the ISO registration standard to
reference a specific object or object class. In this document, OIDs uniquely identify certificates and
cryptographic algorithms.

Online Certificate Status Protocol

The Online Certificate Status Protocol (OCSP) is an Internet protocol used for obtaining the revocation status
of a digital certificate. Unlike a Certificate Revocation List (CRL), which requires downloading and checking a
potentially large list of revoked certificates, OCSP allows validating the status of a certificate in real time.

OCSP responder

An OCSP responder is a service that responds to certificate status requests with one of three responses.

e Valid
* |nvalid
e Unknown

Partition

A partition is a dedicated and secure environment within the PKlaaS platform for a customer to manage and
run a PKI. Each partition ensures the customer's data, operations, and resources are separate and protected
while supporting scalability and customization.

To create a partition, assign your Subscription to a Region.

PKI certificate

A PKI certificate is a certificate issued according to the PKlaaS Certification Practice Statement.
Public Key Cryptography

Public Key Cryptography, also known as asymmetric cryptography, is a type of cryptography that uses a Key
pair rather than a single key to secure data authentication and confidentiality.

Public Key Infrastructure

A Public Key Infrastructure (PKI) comprises the architecture, technology, practices, and procedures supporting
a security system that uses certificates and public key cryptography.

Region

Each Entrust PKlaaS region defines:
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* A legal boundary for:
© Regulatory requirements
© Jurisdiction
* A physical location for:
o Performing cryptographic operations
© Storing private keys
© Enforcing dataalllresidency requirements

Typically, you choose a region based on:

Where regulated data is required to reside

The geographic location of your users and devices

Legal and jurisdictional requirements for protecting cryptographic keys
* DisasteralllIrecovery, auditing, and compliance considerations

Assigning your Subscription to a region results in a Partition.
Registration Authority

A Registration Authority (RA) is an individual, organization, or process responsible for verifying the identity of
a subscriber.

Relying party

A relying party is an individual or legal entity that relies on a certificate or any digital signature verified using
that certificate.

Repository

A repository is an online system for storing and retrieving certificates and other information relevant to
certificates, including certificate validity or revocation information.

Request for comments

A Request for Comments (RFC) is a document series for communicating information about the Internet.

* The IAB (Internet Architecture Board) designates some RFCs as Internet standards.
* Most RFCs document protocol specifications like Telnet and FTP.

Subject

The subject is the individual, legal entity, organization, or device identified in a certificate. The subject holds
the private key corresponding to the public Key in the certificate.

Subject Alternative Name

A Subject Alternative Name (SAN) is an X.509 digital certificate extension that allows multiple identities (like
domain names, IP addresses, email addresses, or URIs) to be associated with a single certificate. This feature is
particularly useful for securing multiple domains or subdomains with a single SSL/TLS certificate, providing
flexibility and reducing the need for multiple certificates.
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Subscriber

The subscriber is the person, legal entity, or organization that has applied for and has been issued a
certificate. Before the identity verification and issuance of a certificate, a subscriber is an applicant.

Subscription

A subscription is a prepaid inventory of PKI products purchased by the customer. To utilize this inventory, you
must convert your subscription into a Partition by assigning it to a Region.

Trusted role
A trusted role is a role for employees or contractors with authorized access to or control over PKlaaS.
Validity period

The validity period of a certificate is the intended term of validity of a certificate. This period begins with the
later of the following dates:

¢ The date of issuance stated in the "Issued On" certificate field.
® The date stated in the "Valid From" or "Activation" certificate fields.

The period ends with the earlier of the two dates:
* The expiration date stated in the "Valid To" or "Expiry" certificate fields.

* The revocation date asserted in the CRL. This CRL is published in the distribution point within the
certificate.

X.500

X.500 is a series of computer networking standards covering electronic directory services, like:

* Directory access protocol (DAP)

* Directory system protocol (DSP)

* Directory information shadowing protocol (DISP)

* Directory operational bindings management protocol (DOP)

X.509

X.509 is a standard of the ITU-T (Technical committee of the International Telecommunication Union) for
public key certificates and certification path validation.

Checking your subscriptions

Log into the PKlaaS Supervisor interface to browse the details of your purchased subscriptions.

i As explained in Definitions, a subscription is a prepaid inventory of PKI products purchased by the customer.
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To browse subscriptions:
1. Open the https://super.pkiaas.entrust.com URL of the supervisor interface. Supported browsers are:

o Apple Safari
© Google Chrome
© Mozilla Firefox

2. Authenticate using your username and password.
3. Select your preferred method to confirm the authentication request.

o Entrust Identity mobile application
o Token authentication
o QTP authentication

4. Confirm the authentication request to log into the user interface.

@ENTHUST [I<] ¢ @ PKlaaS Supervisor Js
;’ PKlaas Supervisor W SUbSCfiptiUnS
SECTION Show more

£ Subscriptions
< Partitions

Subscriptions Q=

uebec
= M
.m.ﬁt.e.mo

5. Click Subscriptions in the sidebar.
6. Click the name of a subscription to inspect the following subscription details.

© Subscription Identifier
© Status

© Region

© URL

© Inventory
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quebec
Subscription Identifier Status
” .
Region URL

Inventory

PKlaaS CA (Root or Issuing)

Subscription Identifier

The internal identifier of the subscription.

Status
The subscription status:

* Assigned, if the subscription has been assigned to a partition as explained in Assigning subscriptions to
partitions.
* Unassigned otherwise.

Region

The region selected when assigning the subscription to a partition.

i See Definitions for considerations on selecting a region.

URL

The URL for managing the CAs and certificates of the partition as explained in Accessing your partitions.

Inventory

The number of PKlaaS Certificates section displays the number of subscription certificates in,
format. Where:

o is the maximum number of certificates allowed for your subscription.
. is the number of certificates already issued.

i This inventory does not include the certificate signing certificates issued when creating a certificate authority.
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The PKlaaS CA (Root or Issuing) section displays the number of certificate authorities,
format. Where:

. is the maximum number of certificate authorities allowed for your subscription.
. is the number of active certificate authorities.

A\ After Deleting a CA, it takes 24 hours for the CA to be removed from the total number of active CAs.

Assigning subscriptions to partitions

Log into the PKlaaS Supervisor interface to assign your purchased subscriptions to a partition.

i As explained in Definitions, a partition is a dedicated and secure environment within the PKlaa$S platform for
a customer to manage and run a PKI.

To assign a subscription:

1. Open the https://super.pkiaas.entrust.com URL of the supervisor interface. Supported browsers are:

o Apple Safari
© Google Chrome
© Mozilla Firefox

2. Authenticate using your username and password.
3. Select your preferred method to confirm the authentication request.

© Entrust Identity mobile application
o Token authentication
o OTP authentication

4. Confirm the authentication request to log into the user interface.

5. Click Subscriptions in the sidebar.
@ENTHUST 0] < QP ipery Js

e PKlaa5 Supervisor w Subscriptions

SECTION Show more
= Subscriptions

¢ Partitions
b Subscriptions

iew Subscription
MA TSC DEMO
&3

Assign Subscription

MA TSC DEMO

6. Click the three dots "..." to the right of a partition and select Assign Subscription.
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7. Select a region in the Assign Subscription dialog.

Assign Subscription

Regions* ()

United States

@ | agree with the Terms and Conditions

iSee Definitions for considerations on selecting a region.

8. Check the | agree with the Terms and Conditions box and click Assign to create a partition for the
subscription.

9. Click Partitions in the sidebar.

@ ENTRUST 10} ¢ Q@ PKiaa$ Supervis DC
e PKlaaS Supervisor W Partitions
SECTION Show more

= Subscriptions

<» Partitions
Partitions
‘l’ NlA_TSC. I'.?IEM':)I

‘I) EU Deployment 2-APAC TSC

10. Check the following values of each partition.

o The label name, which is the same as the assigned subscription.
© The region selected when assigning the subscription to the partition.
© The partition internal identifier.

11. Click the name of a partition to manage the partition CAs and certificates in the PKI as a Service user
interface.

Accessing your partitions

Log in to the PKI as a Service (PKlaaS) user interface to manage the CAs and certificates of your partitions.

i See Assigning subscriptions to partitions for how to create partitions.
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To access a partition:

1. Open one of the supported browsers: Apple Safari, Google Chrome, or Mozilla Firefox.

2. Navigate to the URL of the PKlaaS interface for your region.

Region URL
United States https://ui.pkiaas.entrust.com
Europe https://ui.eu.pkiaas.entrust.com

Post-quantum lab  https://ui.pglab.pkiaas.entrust.com

A Make sure the URL is whitelisted on your network firewall to avoid connectivity issues.

3. Authenticate using your username and password.
4. Select your preferred method to confirm the authentication request.

© Entrust Identity mobile application
o Token authentication
o QTP authentication

5. Confirm the authentication request to log into the user interface.

6. Select a partition in the Select Partition dialog.

Select Partition

Select a partition to manage

Ottawal (subaQ9b8f70a1)

7. Click Select to display the welcome page.
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@ ENTRUST <] < @ PKiasaService / partitions Js
Q PKl as a Service w
SECTION 1
. Secure your world with PKl as a
Home .
Service
[E Enrolliment Protocols
€ Certificate Authorities + Create a CA and manage its certificates
© Agents + Configure enrollment protocols to enroll devices
+ Register an Agent to deploy local agents in your LAN to set up your

Po User Management

* Manage User Access and CAGW credentials

Manage your subscriptions at the Supervisor

* The license consumption data is refreshed every 30s
PKIl as a Service

Purchased CAs Active CAs

Purchased Certificates Issued Certificates

8. Under Secure your world with PKI as a Service, see a list of the main steps to start up your PKI, with
links to the corresponding Ul sections.

9. In the PKI as a Service box, check the certificate and CAs inventory values already described in
Checking your subscriptions.

Managing users
See below for how to manage PKlaaS users.

* |nviting users
* Managing roles
* Role permissions

i See Managing CA Gateway credentials for how to create user credentials for the CA Gateway API provided
by PKlaasS.

Inviting users
See below for how to add PKlaaS users by sending invitation emails.
To invite a user:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS user interface as a
member of the Owners team.
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2. Select User Management in the sidebar.

@ ENTRUST

Q PKl as a Service

SECTION

(@ Home
[E Enroliment Protocols
€8 Certificate Authorities

@ Agents

Lo User Management

@

¢ @ PKlasaService / partitions / sublcal804863 / um Js

User Management

Show more

Users

s j{'.rhr.'i smith

Active

oc Osc-ar J-Smit.h

Active

3. Click the plus + icon to the right of the Users tab.

4. Fill in the Invite User form fields.

© The Email to which to send the invite.

© The First Name and Last Name as they will be displayed in the user interface.

5. Click Invite to send an email that includes a link to confirm the invitation and generate PKlaaS user

credentials.

i See Managing roles for how to grant permissions to users by granting them roles.

Managing roles

See below for how to grant or remove roles from users.

* Adding users to a role

* Removing users from a role

i See Role permissions for the permissions granted by each role.

Adding users to a role

See below for how to add a user to a role.

To add a user to a role:

1. Follow the steps described in Accessing your partitions to log in to the PKlaa$S interface.

2. Authenticate as a user with the Owners role.

3. Select User Management in the sidebar.
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4. Select the Role tab.

@ ENTRUST 10} ¢ §} PKlasaService / partitions / sublcal804863 / um JS
{3 PKiasaService v User Management
Add users to specific Roles to assign fine grained access control on this porta
SECTION
Show more
@ Home

[E Enroliment Protocols

€2 Certificate Authorities Users Roles CAGW Credentials
View Role

@ Agents a1

Add User
~n Owners

Ba User Management

.9.,:" CA Administrators

D) Certificate Administrators
20 Ca Auditors

,9?‘ Protocol Operators

2 Protocol Auditors

5. Click ACTIONS > Add user for a role.
6. Select the user name from a list of invited users.

7. Click Add.
Removing users from a role

See below for how to remove a user from a role.
To remove a user from a role:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS user interface as a user
with the Owners role.

2. Click User Management in the sidebar.
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@ ENTRUST

Q PKl as a Service

SECTION

(@ Home

(& Enroliment Protocols
€% Certificate Authorities
& Agents

Ffo User Management

M < Q PKl as a Service [/ partitions / sublcalB04863 / um / Js

Add users to specific Roles to assign fine grained access control on this portal

v User Management

Show more

Users Roles CAGW Credentials Q. smith =
(=)}
Sy Owners

9 CA Administrators

3. Click the name of a role to display the list of members.

@ ENTRUST

Q PKl as a Service

SECTION

(@ Home
[E Enroliment Protocols
8 Certificate Authorities
& Agents

Lo User Management

[EI < Q PKl as a Service [ partitions / sublcalB04863 / um / Roles / JS

+ Add User

Can create and manage CAs, enroliment protocols, etc. They cannot access to API

credentials nor issue certificates. Complementary with Certificate Administrator.

o

v CA Administrators

Users Q=

o john smith (jsmith)
=}

jenn.smith@entrust.com

Remove User

4. Click ACTIONS > Remove User for the user you want to remove.

5. Click Remove in the Remove User confirmation dialog.

Role permissions

See below for the list of user roles and the permissions granted by each one.

e QOwners
® CA Administrators

e (Certificate Administrators

¢ CA Auditors
* Protocol Operators
® Protocol Auditors

Owners

Members of the Owners role can perform all supported PKlaaS operations.

® Subscription management

* User management
* CA management

30/265



Entrust PKlaaS User Guide

* Certificate management
* Enrollment management
¢ CA Gateway management

Subscription management
Members of the Owners role can perform all subscription management operations.

Operation Authorized

Checking your subscriptions v

Assigning subscriptions to partitions v

User management
Members of the Owners role can perform all user management operations.

Operation Authorized

Inviting users v

Managing roles Vv

CA management
Members of the Owners role can perform all CA management operations.

Operation Authorized

Browsing CAs

Creating a root CA

Creating an intermediate subordinate CA

Creating an issuing subordinate CA

Importing an external root CA

Downloading a CA certificate

Selecting CA profiles

AN Y Y Y RN YRS

Deleting a CA

Certificate management
Members of the Owners role can perform all certificate management operations.

Operation Authorized

Browsing certificates v
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Operation Authorized
Issuing a certificate from CSR v
Issuing a certificate in a PKCS #12
Changing the certificate status v
Downloading certificates v

Enrollment management
Members of the Owners role can perform all the enrollment management operations.

Operation Authorized

Configuring ACME in PKlaa$S

Configuring Intune in PKlaaS

Configuring Jamf in PKlaaS

Configuring Workspace ONE in PKlaaS

Configuring Ivanti in PKlaaS

v
v
v
v
v
v

Configuring MDM IBM MaaS360 in PKlaaS

CA Gateway management
Members of the Owners role can perform the operation described in Managing CA Gateway credentials.

CA Administrators
Members of the CA Administrators role can perform the following operations.

® Subscription management
® User management

* CA management

* Certificate management
* Enrollment management
¢ CA Gateway management

Subscription management
Members of the CA Administrators role cannot manage subscriptions.

Operation Authorized

Checking your subscriptions X

Assigning subscriptions to partitions X

User management
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Members of the CA Administrators role cannot manage users.

Operation Authorized

Inviting users X

Managing roles X

CA management
Members of the CA Administrators role can perform all the CA management operations.

Operation Authorized

Browsing CAs

Creating a root CA

Creating an intermediate subordinate CA

Creating an issuing subordinate CA

Importing an external root CA

Downloading a CA certificate

Selecting CA profiles

<lalalalalala]s

Deleting a CA

Certificate management
Members of the CA Administrators role can perform the following certificate management operations.

Operation Authorized

Browsing certificates v

Issuing a certificate from CSR

Changing the certificate status

X
Issuing a certificate in a PKCS #12 X

X

v

Downloading certificates

Enrollment management

Members of the CA Administrators role can perform all the enroliment management operations.

Operation Authorized
Configuring ACME in PKlaa$S v
Configuring Intune in PKlaaS v
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Operation Authorized

Configuring Jamf in PKlaaS v

Configuring Workspace ONE in PKlaaS

Configuring Ivanti in PKlaaS

<la|s

Configuring MDM IBM MaaS360 in PKlaaS

CA Gateway management

Members of the CA Administrators role can perform the operation described in Managing CA Gateway
credentials.

Certificate Administrators
Members of the Certificate Administrators role can perform the following operations.

® Subscription management
® User management

¢ CA management

* (Certificate management

* Enrollment management
* CA Gateway management

Subscription management
Members of the Certificate Administrators role cannot manage subscriptions.

Operation Authorized

Checking your subscriptions X

Assigning subscriptions to partitions X

User management
Members of the Certificate Administrators role cannot manage users.

Operation Authorized

Inviting users X

Managing roles X

CA management
Members of the Certificate Administrators role can perform the following CA management operations.

Operation Authorized
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Operation Authorized

Browsing CAs

Creating a root CA

Creating an intermediate subordinate CA

Creating an issuing subordinate CA

Importing an external root CA

Downloading a CA certificate

Selecting CA profiles

XIX[|S|X[X[|[X|[X]|S

Deleting a CA

Certificate management
Members of the Certificate Administrators role can perform all certificate management operations.

Operation Authorized

Browsing certificates v

Issuing a certificate from CSR

Changing the certificate status

v
Issuing a certificate in a PKCS #12
v
v

Downloading certificates

Enrollment management

Members of the Certificate Administrators role can only inspect the enrollment configuration.

Operation Authorized
Configuring ACME in PKlaaS Read-only
Configuring Intune in PKlaaS Read-only
Configuring Jamf in PKlaaS Read-only
Configuring Workspace ONE in PKlaaS Read-only
Configuring Ivanti in PKlaaS Read-only

Configuring MDM IBM MaaS360 in PKlaaS  Read-only

CA Gateway management

Members of the Certificate Administrators role cannot perform the operation described in Managing CA
Gateway credentials.
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CA Auditors
Members of the CA Auditors role can perform the following operations.

® Subscription management
* User management

* CA management

* Certificate management

® Enrollment management

¢ CA Gateway management
Subscription management
Members of the CA Auditors role cannot manage subscriptions.

Operation Authorized

Checking your subscriptions X

Assigning subscriptions to partitions X

User management
Members of the CA Auditors role cannot manage users.

Operation Authorized

Inviting users ) ¢

Managing roles X

CA management
Members of the CA Auditors role can perform the following CA management operations.

Operation Authorized

Browsing CAs

Creating a root CA

Creating an intermediate subordinate CA

Creating an issuing subordinate CA

Importing an external root CA

Downloading a CA certificate

Selecting CA profiles

XIX|[X|X[X[|X|[X]|S

Deleting a CA

Certificate management
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Members of the CA Auditors role can perform the following certificate management operations.

Operation Authorized

Browsing certificates v

Issuing a certificate from CSR

Changing the certificate status

X
Issuing a certificate in a PKCS #12 X

X

v

Downloading certificates

Enrollment management

Members of the CA Auditors role can only inspect the enrollment configuration.

Operation Authorized
Configuring ACME in PKlaa$S Read-only
Configuring Intune in PKlaaS Read-only
Configuring Jamf in PKlaaS Read-only
Configuring Workspace ONE in PKlaaS Read-only
Configuring Ivanti in PKlaaS Read-only

Configuring MDM IBM MaaS360 in PKlaaS ~ Read-only

CA Gateway management

Members of the CA Auditors role cannot perform the operation described in Managing CA Gateway
credentials.

Protocol Operators

Members of the Protocol Operators role can perform the following operations.

® Subscription management
* User management

¢ CA management

* Certificate management

* Enrollment management
* CA Gateway management

Subscription management
Members of the Protocol Operators role cannot manage subscriptions.

Operation Authorized
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Operation Authorized

Checking your subscriptions X

Assigning subscriptions to partitions X

User management
Members of the Protocol Operators role cannot manage users.

Operation Authorized

Inviting users X

Managing roles X
CA management

Members of the Protocol Operators role can perform the following CA management operations.

Operation Authorized

Browsing CAs

Creating a root CA

Creating an intermediate subordinate CA

Creating an issuing subordinate CA

Importing an external root CA

Downloading a CA certificate

Selecting CA profiles

X|IX[X|X[X|X|X]|S

Deleting a CA

Certificate management

Members of the Protocol Operators role can perform all certificate management operations.

Operation Authorized

Browsing certificates v

Issuing a certificate from CSR

Changing the certificate status

X
Issuing a certificate in a PKCS #12 X

X

v

Downloading certificates

Enrollment management
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Members of the Protocol Operators role can only inspect the enrollment configuration.

Operation Authorized

Configuring ACME in PKlaaS

Configuring Intune in PKlaaS

Configuring Jamf in PKlaaS

Configuring Workspace ONE in PKlaaS

Configuring Ivanti in PKlaaS

v
v
v
v
v
v

Configuring MDM IBM MaaS360 in PKlaaS

CA Gateway management

Members of the Protocol Operators role cannot perform the operation described in Managing CA Gateway
credentials.

Protocol Auditors
Members of the Protocol Auditors role can perform the following operations.

® Subscription management
® User management

* CA management

* Certificate management
* Enrollment management

¢ CA Gateway management
Subscription management
Members of the Protocol Auditors role cannot manage subscriptions.

Operation Authorized

Checking your subscriptions X

Assigning subscriptions to partitions X

User management
Members of the Protocol Auditors role cannot manage users.

Operation Authorized

Inviting users X

Managing roles X

CA management
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Members of the Protocol Auditors role can perform the following CA management operations.

Operation Authorized

Browsing CAs

Creating a root CA

Creating an intermediate subordinate CA

Creating an issuing subordinate CA

Importing an external root CA

Downloading a CA certificate

Selecting CA profiles

X|X[X[|X[X|X|X]|S

Deleting a CA

Certificate management
Members of the Protocol Auditors role can perform the following certificate management operations.

Operation Authorized

Browsing certificates v

Issuing a certificate from CSR

Changing the certificate status

X
Issuing a certificate in a PKCS #12 X

X

v

Downloading certificates

Enrollment management

Members of the Protocol Auditors role can only inspect the enrollment configuration.

Operation Authorized
Configuring ACME in PKlaa$S Read-only
Configuring Intune in PKlaaS Read-only
Configuring Jamf in PKlaaS Read-only
Configuring Workspace ONE in PKlaaS Read-only
Configuring Ivanti in PKlaaS Read-only

Configuring MDM IBM MaaS360 in PKlaaS  Read-only

CA Gateway management
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Members of the Protocol Auditors role cannot perform the operation described in Managing CA Gateway
credentials.

Managing certificate profiles
See below for how to browse and create certificate profiles.

* Browsing certificate profiles
® Customizing subscriber profiles

i See Selecting CA profiles for how to assign or unassign certificate profiles to a certificate authority.

Browsing certificate profiles
See below for how to browse certificate profiles.
To browse certificate profiles:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners
© CA Administrators

2. Click Certificate Authorities in the sidebar.

3. Click the Certificate Profiles Admin tab.

@ENTHUST < 8 P ervice [ partit blcald04863 / Cenrtificate Authorit Js
0 PKlasaService - Certificate Authorities

SECTION Chow more

@ Homa

@ Envolimant Protocols

Certificate Profiles Admin  Erw
8 Certificate Authorities
@ Agents E intune-digital-signature
Mo User Mansgemant Wiew Certificate Profile
E est-digital-signature Clone Certificate Profile

4. Browse the list of certificate profiles:

o A System profile is one of the predefined certificate profiles described in Authority certificate
profiles and Subscriber certificate profiles.

© A Custom profile is a certificate profile configured by the user as explained in Customizing
subscriber profiles.

5. Click the three dots to the right of a profile and select View Certificate Profile to display the Certificate
profile fields.
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Authority certificate profiles
Entrust PKlaa$S profiles for issuing authority certificates are organized into the following groups.

® basic
® external
* intermediate

® issuing
issuing
Entrust provides the profiles for certificate issuing authorities.

® (Certificate fields
e (Certificate critical extensions

e (Certificate non-critical extensions

A This profile is not exposed nor configurable.

Certificate fields

The profile set the following certificate fields.
Field basic-ca-subord
Issuer Customer's online root or issuing CA
Subject No constraint

Validity period  Less than or equal to 10 years

Certificate critical extensions
The profile set the following certificate critical extensions.

Extension Value

Basic Constraints

Extended Key Usage  Never present

Key Usage . ,

Certificate non-critical extensions

The profile set the following non-critical certificate extensions.
Extension Value
AlA Supplied when the customer enables OCSP on CA creation
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Extension Value

Authority Key

. Matches the of the signing certificate
Identifier
CRL
Distribution Always present
Points
OCSP Never present

Subject Key A«The leftmost 160-bits of the SHA-256 hash of the value of the BIT STRING
Identifier subjectPublicKeyA» as described in RFC 7093 section 2

Subscriber certificate profiles
Entrust PKlaa$S profiles for issuing subscriber certificates are organized into the following sets.

* cmp

® codesigning
* esim

® est

® intune

* mdmws
* mobile
* multiuse
® privatessl
* scep

® smartcard
® smime

* v2g

* wstep

i See Definitions for a description of Certificate profile.

wstep

Entrust PKlaaS provides the following Active Directory (WSTEP) certificate profiles.

These profiles support the following features.

* Use cases
* Key usages
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Request extensions
Certificate fields
Certificate extensions

Distinguished names
Use cases

All Active Directory (WSTEP) certificate profiles support the following use cases.

¢ CA Gateway API
* PKlaaS gateway
® On-prem Enrollment Gateway

Key usages
See below the Key Usage extension values supported by each WSTEP profile.

Profile Key Usage

Digital Signature

Digital Signature, Key Encipherment

Key Encipherment

Digital Signature, Non-Repudiation

Digital Signature, Non-Repudiation, Key
Encipherment

Request extensions
All WSTEP profiles support the following non-critical extensions in request.

Extension name Extension OID

Application Policies

Certificate Policies

Extended Key Usage

MSTemplateName

MSTemplateOID

Smime Capabilities

Certificate fields

The profile sets the following certificate fields.
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Field Value
Issuer Customer's subordinate issuing CA.
Subject No constraint

Validity period  Defaults to 1 year if not specified.

Certificate extensions

The Active Directory (WSTEP) certificate profiles set the following certificate extensions.

Extension Critical Value
AlA No Supplied if the customer enables OCSP when creating the CA
Authority Key _— o
o No Matches the of the signing certificate
Identifier
Basic
. Yes
Constraints
CRL
Distribution No Always present
Points
Subject
Alternative No No constraints
Name
Subject Key N A«The leftmost 160-bits of the SHA-256 hash of the value of the BIT STRING
o N
Identifier subjectPublicKeyA» as described in RFC 7093 section 2

Distinguished names

Entrust PKlaaS has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles
support the following identifiers.

Alias oID
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Alias oD

Certificate profile fields

See the table below for a description of the profile configuration fields

i Some fields support both Ul and JSON configuration, some do not.
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Ul field JSON Value Mandatory
The unique identifier of the certificate
. profile, as a string of 2 to 64 characters
Profile ID  -- o Yes
consisting of lowercase letters and
numbers.
Every profile
The name of the group to which the must be
Profile certificate profile belongs, as a string of 2 associated
Group to 64 characters consisting of lowercase with one,
letters and numbers. and only
one, group.
g o Select at
Default The type of certificate authorities the
) ) ) . least one
CA Types profile supports, as a list of Type identifiers. ‘
ype.
o The validity period for the issued
Validity . L )
) certificates, as a time interval in ISO 8601 Yes
period
format.
The key usages permitted for certificates
« issued using the profile, as a list of key
e
U Y usage object identifiers. Use the JSON field  Yes
sages
g to add key usages not included in the
drop-down list.
The extended key usages permitted for
Extended certificates issued using the profile, as a list
key of key usage object identifiers. Use the No
Usages JSON field to add key usages not included
in the drop-down list.
The X.509 extensions permitted on request, N
-- o
as a list of the extension object identifiers.
to ignore unknown extensions on
) ] No, defaults
-- request; to reject requests with ;
o)
unknown extensions.
The basic constraints for the issued
-- certificates, as the sequence described in No

Customizing subscriber profiles

Section 4.2.1.9 of the RFC 5280.

See below for cloning Subscriber certificate profiles to create custom ones.

A Authority certificate profiles cannot be cloned or modified.
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To create certificate profiles:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

°© Owners
o CA Administrators

2. Click Certificate Authorities in the sidebar.

3. Click the Certificate Profiles Admin tab.

@ENTHUST 10} ¢ Q P ervice / partit ib1cal804863 / Certificate Autheriti Js
Q PKissaSenice v Certificate Authorities

SECTION Show more

@ Home

@ Enrollmant Protocols

Certificate Profiles Admin  Erw
lsﬂ‘ Certificate Authorities
@ Agents E intune-digital-signature
P User Management Wiew Certificate Profile
E est-digital-signature Clone Certificate Profile

4. Click the three dots to the right of the profile you want to use as a template.
5. Select Clone Certificate Profile.
6. In the Clone Certificate Profile form, edit the Certificate profile fields. You can:

© Fill in the Ul fields.
© Toggle the Edit the Raw Profile Information switch and edit the profile JSON specification.

7. Click Clone to complete the profile creation.

Managing certificate authorities
Create and manage the certificate authorities hierarchy of your PKlaaS subscription.

* Browsing CAs

* Creating a root CA

* Importing an external root CA

* Creating an intermediate subordinate CA
* (reating an issuing subordinate CA

® Certifying a CA with an external root CA
* Selecting CA profiles

* Downloading a CA certificate

® Deleting a CA

Browsing CAs
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See below to browse and inspect the details of all certificate authorities (CAs) in your PKI.
To browse certificate authorities:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the roles described under Role permissions.

2. Click Certificate Authorities in the sidebar.

@ENTRUST [

i

Js

@ PKiasaService v Certificate Authorities

SECTION Shew mars
(& Home

[@ Envoliment Protocols

€% Certificate Authorities

B Agents &e oot2

By User Management

@ issuer2
@ oot

E.e issuer

3. In the Certificate Authorities tab, click the name of a certificate authority.

4. Click the downwards arrow icon to display the full details of the CA.
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Subordinate CA 1

Type

suing Subordinate Authority

CA Identifier

Certificate Status Services
CRL: Disablad

CA Certificate

Serial Number

I. s .I .‘._.:. _:-J'_'-\_...I'_'..::j‘: _‘I-'_ "-.'-.{ I.' '..'i. e

Issuer

CN=root-1

Expiry Date

Tue May OB 2035 15:48:43 GMT+

CSummear Time

Signature Algorithm
1512WithRSAEncryption

Key Usages

digitalSignature keyCertSign,.cF

Subject Key Identifier

fcfeSeddb?c0R7ceehaBd252

5. Check the following values.

Type

Type

Status

CA Identifier

Subject

Certificate status service
URLs

CA Certificate

b

SHA-256 Fingerprint

3aCase bL4e4d1blUal8s301ed38ablas 52481

f74506eb569f3

Valid From

Thu May 08 2025 15:49:34 GMT+0

Public Key Type

Basic Constraints

Authority Key Identifier

i See RFC 5280 for more details on the standard certificate extensions.

The type of certificate authority.
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Type Description

Creation procedure

root Root certificate authority

Creating a root CA

externalKey External root certificate authority

Importing an external root CA

intermediate  Intermediate subordinate certificate authority

Creating an intermediate subordinate CA

subord Issuing subordinate certificate authority

Status

The activation status of the certificate authority.

CA Identifier

The identifier assigned to the certificate authority on creation.

Subject

Creating an issuing subordinate CA

The Subject's Distinctive Name (DN) of the Certificate authority certificate.

Certificate status service

The activation status of the CRL and OCSP services.
URLs

The CA Gateway endpoint for the certificate authority.
CA Certificate

The settings of the Certificate authority certificate.

Setting Description

Serial Number The serial number (SN) of the CA certificate

SHA-256 Fingerprint The SHA-256 fingerprint of the CA certificate

Issuer The Distinguished Name of the entity that issued the CA certificate
Valid from The time and date when the CA certificate was issued

Expiry Date The time and date when the CA certificate will expire

Public key type The public key algorithm of the CA certificate

Signature Algorithm The signature algorithm of the CA certificate

The basic constraints for the CA certificate (see RFC 5280 for details on basic

Basic Constraints .
constraints)

Key Usage The key usages for the CA certificate
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Setting

Description

Authority Info Access
OCsP

The URL of the OCSP responder service informing on the CA certificate status

Authority Info Access
CA lIssuers

The locations from which the issuer certificate can be obtained

Authority Key
Identifier

The key identifier of the entity that issued the CA certificate

Subject Key Identifier

The key identifier for the certificate subject

CRL Distribution
Points

Creating a root CA

The URLs from which to download the CRLs (Certificate Revocation Lists)
informing on the CA certificate status

A root Certificate Authority (CA) is the topmost entity in a hierarchy of digital certificates that establishes trust

in a Public Key Infrastructure (PKI). The root CA issues and signs certificates for intermediate or issuing

subordinate CAs, which in turn can issue certificates to end-users, servers, or devices.

To create a root CA:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with

any of these roles:

o Owners

o CA Administrators

2. Click Certificate Authorities in the sidebar.

SECTION

@ Horms

El Envolirment Protocods
€3 Certificate Authorities
B Agents

By User Management

w Certificate Authorities

E?' root2
@ issuer2
@ rootl

@ 1sSuert

3. Click the plus + icon to the right of the Certificate Authorities tab.

4. Select Root Authority in the Create Authority list.
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CA Type* ()

Root Authority

Root Authority
External Root Authority
Intermediate Subordinate Authority

Subordinate Authority

5. Complete the following values.

o CA Identifier

© Friendly Name

© Signing Key Details
© Expiry Date

o Certificate Profiles
© Subject

6. Click Create.

7. Check the details of the created CA — for example, the Serial Number of the Certificate Signing
Certificate.

CA Identifier

Write a unique identifier for the new CA in your PKI hierarchy. This identifier:

® Must be 2-18 characters long
® (Can only include lowercase letters, numbers, hyphens ('-'), and underscores ('_")

i After deleting a CA, wait 24 hours before creating a CA with the same identifier.

Friendly Name

Write a descriptive name for the CA in your PKlaaS partition.

Signing Key Details

Select a combination of cryptosystem and hash algorithm for the new CA to sign certificates.

Key . . VA key . .
Label ) Signature algorithm VA signature algorithm
algorithm type

RSA-2048+PKCS15-

SHAZ56 RSA2048 sha256WithRSAEncryption  RSA2048  sha256WithRSAEncryption
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Key ] . VA key ] .
Label . Signature algorithm VA signature algorithm
algorithm type
RSA-2048+PSS- . .
RSA2048 sha256WithRSAPSS RSA2048  sha256WithRSAPSS
SHA256
RSA-3072+PKCS15- . . : .
SHAZ56 RSA3072 sha256WithRSAEncryption  RSA2048  sha256WithRSAEncryption
RSA-3072+PSS- i _
RSA3072 sha256WithRSAPSS RSA2048  sha256WithRSAPSS
SHA256
RSA-4096+PKCS15- . . : .
SHAS12 RSA4096 sha512WithRSAEncryption  RSA2048  sha256WithRSAEncryption
RSA-4096+PSS- i _
RSA4096 sha512WithRSAPSS RSA2048  sha256WithRSAPSS
SHA512
ECDSAP256+SHA256  ECDSAP256  ecdsa-with-SHA256 RSA2048  sha256WithRSAEncryption
ECDSAP384+SHA384 ECDSAP384  ecdsa-with-SHA384 RSA2048  sha256WithRSAEncryption
ECDSAP521+SHA512  ECDSAP521  ecdsa-with-SHA512 RSA2048  sha256WithRSAEncryption
ML-DSA-44 ML-DSA-44  ML-DSA-44 RSA2048  sha256WithRSAEncryption
ML-DSA-65 ML-DSA-65  ML-DSA-65 RSA2048  sha256WithRSAEncryption
ML-DSA-87 ML-DSA-87  ML-DSA-87 RSA2048  sha256WithRSAEncryption
Hash-SLH-
Hash-SLH-DSA-
_ DSA-SHA2-  Hash-SLH-DSA-SHA2- _ _
SHA2-128s-With- . . RSA2048  sha256WithRSAEncryption
128s-With-  128s-With-SHA256
SHA256
SHA256
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-128f-With- ) ] RSA2048  sha256WithRSAEncryption
128f-With- 128f-With-SHA256
SHA256
SHA256
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-192s-With- . . RSA2048  sha256WithRSAEncryption
192s-With-  192s-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA-
, DSA-SHA2-  Hash-SLH-DSA-SHA2- . ,
SHA2-192f-With- . i RSA2048  sha256WithRSAEncryption
192f-With- 192f-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-256s-With- ] ] RSA2048  sha256WithRSAEncryption
256s-With-  256s-With-SHA512
SHA512
SHA512
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Key . . VA key . .
Label . Signature algorithm VA signature algorithm
algorithm type
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-256f-With- . , RSA2048  sha256WithRSAEncryption
256f-With-  256f-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA- DSA-
, Hash-SLH-DSA-SHAKE- _ ,
SHAKE-128s-With- SHAKE- _ RSA2048  sha256WithRSAEncryption
. 128s-With-SHAKE128
SHAKE128 128s-With-
SHAKE128
Hash-SLH-
Hash-SLH-DSA- DSA-
. Hash-SLH-DSA-SHAKE- . .
SHAKE-128f-With- SHAKE- , RSA2048  sha256WithRSAEncryption
. 128f-With-SHAKE128
SHAKE128 128f-With-
SHAKE128
Hash-SLH-
Hash-SLH-DSA- DSA-
. Hash-SLH-DSA-SHAKE- . .
SHAKE-192s-With- SHAKE- , RSA2048  sha256WithRSAEncryption
. 192s-With-SHAKE256
SHAKE256 192s-With-
SHAKE256
Hash-SLH-
Hash-SLH-DSA- DSA-
, Hash-SLH-DSA-SHAKE- , _
SHAKE-192f-With- SHAKE- . RSA2048  sha256WithRSAEncryption
. 192f-With-SHAKE256
SHAKE256 192f-With-
SHAKE256
Hash-SLH-
Hash-SLH-DSA- DSA-
' Hash-SLH-DSA-SHAKE- , '
SHAKE-256s-With- SHAKE- i RSA2048  sha256WithRSAEncryption
. 256s-With-SHAKE256
SHAKE256 256s-With-
SHAKE256
Hash-SLH-
Hash-SLH-DSA- DSA-
, Hash-SLH-DSA-SHAKE- , ,
SHAKE-256f-With- SHAKE- _ RSA2048  sha256WithRSAEncryption
i 256f-With-SHAKE256
SHAKE256 256f-With-
SHAKE256
SPHINCS +-
SPHINCS+-SHA2- SPHINCS+-SHA2-128f- _ ,
) SHA2-128f- ] RSA2048  sha256WithRSAEncryption
128f-simple ol simple
simple
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Key . . VA key . .
Label . Signature algorithm VA signature algorithm
algorithm type
SPHINCS +-
SPHINCS+-SHA2- SHA2- SPHINCS+-SHA2-128s- ) )
. . RSA2048  sha256WithRSAEncryption
128s-simple 128s- simple
simple
SPHINCS +-
SPHINCS+-SHA2- SPHINCS +-SHA2-192f- . .
) SHA2-192f- . RSA2048  sha256WithRSAEncryption
192f-simple . simple
simple
SPHINCS +-
SPHINCS+-SHA2- SHA2- SPHINCS+-SHA2-192s- ) )
. . RSA2048  sha256WithRSAEncryption
192s-simple 192s- simple
simple
SPHINCS +-
SPHINCS+-SHA2- SPHINCS +-SHA2-256f- . .
) SHA2-256f- . RSA2048  sha256WithRSAEncryption
256f-simple . simple
simple
SPHINCS +-
SPHINCS+-SHA2- SHA2- SPHINCS+-SHA2-256s- ) )
. . RSA2048  sha256WithRSAEncryption
256s-simple 256s- simple
simple
Falcon-512 Falcon-512 Falcon-512 RSA2048  sha256WithRSAEncryption
Falcon- . .
Falcon-1024 1004 Falcon-1024 RSA2048  sha256WithRSAEncryption
MLDSA44-
MLDSA44-RSA2048- MLDSA44-RSA2048- . .
RSA2048- RSA2048  sha256WithRSAEncryption
PKCS15 PKCS15
PKCS15
MLDSA44-
MLDSA44-RSA2048- .
psc RSA2048- MLDSA44-RSA2048-PSS RSA2048  sha256WithRSAPSS
PSS
MLDSA44-
MLDSA44-ECDSA- . ,
pasE ECDSA- MLDSA44-ECDSA-P256 RSA2048  sha256WithRSAEncryption
P256
MLDSA65-
MLDSA65-RSA3072- MLDSA65-RSA3072- . .
RSA3072- RSA2048  sha256WithRSAEncryption
PKCS15 PKCS15
PKCS15
MLDSA65-
MLDSA65-RSA3072- .
psc RSA3072- MLDSA65-RSA3072-PSS RSA2048  sha256WithRSAPSS
PSS
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Key . . VA key . .
Label . Signature algorithm VA signature algorithm
algorithm type
MLDSA65-
MLDSA65-RSA4096- MLDSA65-RSA4096- , ,
RSA4096- RSA2048  sha256WithRSAEncryption
PKCS15 PKCS15
PKCS15
MLDSA65-
MLDSA65-RSA4096- .
pes RSA4096- MLDSA65-RSA4096-PSS RSA2048  sha256WithRSAPSS
PSS
MLDSA65-
MLDSA65-ECDSA- ) i
P384 ECDSA- MLDSA65-ECDSA-P384 RSA2048  sha256WithRSAEncryption
P384
MLDSA87-
MLDSA87-ECDSA- . .
p384 ECDSA- MLDSA87-ECDSA-P384 RSA2048  sha256WithRSAEncryption
P384

Expiry Date

Select an expiration date for the Certificate Signing Certificate of the new CA.

A\ After the expiration date, the CA becomes unusable unless the certificate has been renewed.

Certificate Profiles

Select the profiles the new root CA will support for issuing subordinate CA certificates.

To select the certificate profiles of a root CA:

1. Select one or more profile groups.

o See Authority certificate profiles for a reference of the system profiles for issuing authority

certificates.

o See Managing certificate profiles for how to create custom profiles.

2. Click + to expand the profiles on the selected groups.

3. Mark the boxes of the profiles you want to enable.

Subject

Enter a value for each attribute of the certificate subject. The resulting Distinguished Name will uniquely

identify the Certificate Signing Certificate of your new CA a(l(] for example:

CN=MyRootCA, 0O=MyOrganization, L=MyCity, ST=MyState, C=US
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i Only the Common Name subject attribute is mandatory.

Importing an external root CA

Instead of Creating a root CA in PKlaaS, you can import an existing root CA.

To import an external root CA:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with

any of these roles:

o Owners
o CA Administrators

2. Click Certificate Authorities in the sidebar.

@ENTRUST [

i

@ PKiasaService v Certificate Authorities

SECTION Show mare

(& Home

@ Envoliment Protocols

¢ Cortificate Authorities

B Agents @

By User Management

&
&

&

root2
issuer2
reotl

1sSuert

3. Click ADD in the Certificate Authorities tab.

4. Select External Root Authority in the CA Type list.

CA Type* ()

Root Authority

Root Authority

External Root Authority

Intermediate Subordinate Authority

Subordinate Authority

5. Complete the following values.

o CA Identifier
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© Friendly Name
© Root CA Certificate

6. Click Create.

7. Check the details of the created CA.
CA Identifier

Write a unique identifier for the new CA in your PKI hierarchy. This identifier:

® Must be 2-18 characters long
® Can only include lowercase letters, numbers, hyphens (*-'), and underscores ('_')

i After deleting a CA, wait 24 hours before creating a CA with the same identifier.

Friendly Name

Write a descriptive name for the CA in your PKlaaS partition.

Root CA Certificate

Click Choose File and select the file containing the Certificate Signing Certificate of the external CA.

Creating an intermediate subordinate CA
An intermediate subordinate Certificate Authority (CA):

® Operates under the authority of either a root CA or other intermediate subordinate CA.
* |ssues digital certificates for issuing subordinate CAs or for other intermediate subordinate CAs.

See below for how to create an intermediate subordinate CA.
To create an intermediate subordinate CA:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners
o CA Administrators

2. Click Certificate Authorities in the sidebar.
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CRYPTOGRAPHIC SECURITY PLATFORM

HH .
- @ENTRUST PKl as a Service -
(@ Home . -
€8 Certificate Authorities Cer-tlflcate AUthorltles
@ Agents You can create and manage Certificate Authorities (CAs), their certificates and enrolment protocols from here.
Po User Management See Managing certificate authorities.
Wt Authority
Certifuzate Authonties CREJ\TEJ,- ertificate Profiles Adman E ment Prot Create Authority
Issue Certificate
@ Root CA1 Delete Certificate Authority (" ACTIONS )

3. In the content pane, select ACTIONS > Create Authority for either:

o Aroot CA.
© An intermediate subordinate CA (as intermediate subordinate CAs can be the parent of other

intermediate subordinate CAs).

Alternatively, you can click the top ADD button and select Intermediate Subordinate Authority in the
CA Type list.

CA Type* (O

Root Authority w

Root Authority
External Root Authority
Intermediate Subordinate Authority

Subordinate Authority

4. Complete the following values.

o CA Ildentifier

© Friendly Name

© Parent Authority Identifier
© Signing Key Details

© Expiry Date

© Enable CRL

o Certificate Profiles

o Subject

5. Click Create.
6. Check the details of the created CA.

7. If the Parent Authority Identifier corresponds to an external root CA, follow the steps in Certifying a CA
with an external root CA.

CA Identifier
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Write a unique identifier for the new CA in your PKI hierarchy. This identifier:

® Must be 2-18 characters long

® (Can only include lowercase letters, numbers, hyphens (-'), and underscores ('_")

i After deleting a CA, wait 24 hours before creating a CA with the same identifier.

Friendly Name

Write a descriptive name for the CA in your PKlaaS partition.

Parent Authority Identifier

Select the root or intermediate subordinate CA that will sign the Certificate Signing Certificate of the new

intermediate subordinate CA.

i This field is read-only if the parent CA was selected at the start of the intermediate subordinate CA creation.

Signing Key Details

Select a combination of cryptosystem and hash algorithm for the new CA to sign certificates.

Key ] . VA key ] .
Label . Signature algorithm VA signature algorithm

algorithm type
RSA-2048+PKCS15- ) ) , _
SHAZ56 RSA2048 sha256WithRSAEncryption  RSA2048  sha256WithRSAEncryption
RSA-2048+PSS- ) _

RSA2048 sha256WithRSAPSS RSA2048  sha256WithRSAPSS
SHA256
RSA-3072+PKCS15- . . . .
SHAZ56 RSA3072 sha256WithRSAEncryption  RSA2048  sha256WithRSAEncryption
RSA-3072+PSS- ) _

RSA3072 sha256WithRSAPSS RSA2048  sha256WithRSAPSS
SHA256
RSA-4096+PKCS15- . . . .
SHAS12 RSA4096 sha512WithRSAEncryption ~ RSA2048  sha256WithRSAEncryption
RSA-4096+PSS- ) ,

RSA4096 sha512WithRSAPSS RSA2048  sha256WithRSAPSS
SHA512
ECDSAP256+SHA256  ECDSAP256  ecdsa-with-SHA256 RSA2048  sha256WithRSAEncryption
ECDSAP384+SHA384 ECDSAP384  ecdsa-with-SHA384 RSA2048  sha256WithRSAEncryption
ECDSAP521+SHA512  ECDSAP521  ecdsa-with-SHA512 RSA2048  sha256WithRSAEncryption
ML-DSA-44 ML-DSA-44  ML-DSA-44 RSA2048  sha256WithRSAEncryption
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Key ] . VA key ] .
Label . Signature algorithm VA signature algorithm
algorithm type
ML-DSA-65 ML-DSA-65  ML-DSA-65 RSA2048  sha256WithRSAEncryption
ML-DSA-87 ML-DSA-87  ML-DSA-87 RSA2048  sha256WithRSAEncryption
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . ,
SHA2-128s-With- . i RSA2048  sha256WithRSAEncryption
128s-With-  128s-With-SHA256
SHA256
SHA256
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-128f-With- ) ] RSA2048  sha256WithRSAEncryption
128f-With- 128f-With-SHA256
SHA256
SHA256
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-192s-With- . . RSA2048  sha256WithRSAEncryption
192s-With-  192s-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-192f-With- . . RSA2048  sha256WithRSAEncryption
192f-With- 192f-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA-
_ DSA-SHA2-  Hash-SLH-DSA-SHA2- _ _
SHA2-256s-With- ) ] RSA2048  sha256WithRSAEncryption
256s-With-  256s-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA-
_ DSA-SHA2-  Hash-SLH-DSA-SHA2- _ _
SHA2-256f-With- . . RSA2048  sha256WithRSAEncryption
256f-With-  256f-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA- DSA-
_ Hash-SLH-DSA-SHAKE- _ _
SHAKE-128s-With- SHAKE- . RSA2048  sha256WithRSAEncryption
. 128s-With-SHAKE128
SHAKE128 128s-With-
SHAKE128
Hash-SLH-
Hash-SLH-DSA- DSA-
_ Hash-SLH-DSA-SHAKE- _ _
SHAKE-128f-With- SHAKE- . RSA2048  sha256WithRSAEncryption
. 128f-With-SHAKE128
SHAKE128 128f-With-
SHAKE128

62 /265



Entrust PKlaaS User Guide

Key . . VA key . .
Label . Signature algorithm VA signature algorithm
algorithm type
Hash-SLH-
Hash-SLH-DSA- DSA-
. Hash-SLH-DSA-SHAKE- . .
SHAKE-192s-With- SHAKE- . RSA2048  sha256WithRSAEncryption
i 192s-With-SHAKE256
SHAKE256 192s-With-
SHAKE256
Hash-SLH-
Hash-SLH-DSA- DSA-
. Hash-SLH-DSA-SHAKE- . .
SHAKE-192f-With- SHAKE- _ RSA2048  sha256WithRSAEncryption
. 192f-With-SHAKE256
SHAKE256 192f-With-
SHAKE256
Hash-SLH-
Hash-SLH-DSA- DSA-
, Hash-SLH-DSA-SHAKE- . .
SHAKE-256s-With- SHAKE- _ RSA2048  sha256WithRSAEncryption
. 256s-With-SHAKE256
SHAKE256 256s-With-
SHAKE256
Hash-SLH-
Hash-SLH-DSA- DSA-
_ Hash-SLH-DSA-SHAKE- _ _
SHAKE-256f-With- SHAKE- _ RSA2048  sha256WithRSAEncryption
. 256f-With-SHAKE256
SHAKE256 256f-With-
SHAKE256
SPHINCS+-
SPHINCS+-SHA2- SPHINCS+-SHA2-128f- _ _
. SHA2-128f- . RSA2048  sha256WithRSAEncryption
128f-simple . simple
simple
SPHINCS +-
SPHINCS+-SHA2- SHA2- SPHINCS+-SHA2-128s- _ _
. . RSA2048  sha256WithRSAEncryption
128s-simple 128s- simple
simple
SPHINCS+-
SPHINCS+-SHA2- SPHINCS+-SHA2-192f- _ _
. SHA2-192f- . RSA2048  sha256WithRSAEncryption
192f-simple . simple
simple
SPHINCS +-
SPHINCS+-SHA2- SHA2- SPHINCS+-SHA2-192s- _ _
. . RSA2048  sha256WithRSAEncryption
192s-simple 192s- simple
simple
SPHINCS +-
SPHINCS+-SHA2- SPHINCS+-SHA2-256f- _ _
. SHA2-256f- . RSA2048  sha256WithRSAEncryption
256f-simple . simple
simple

63 /265



Entrust PKlaaS User Guide

Key . . VA key . .
Label . Signature algorithm VA signature algorithm
algorithm type
SPHINCS +-
SPHINCS+-SHA2- SHA2- SPHINCS+-SHA2-256s- ) )
. . RSA2048  sha256WithRSAEncryption
256s-simple 256s- simple
simple
Falcon-512 Falcon-512 Falcon-512 RSA2048  sha256WithRSAEncryption
Falcon- ) )
Falcon-1024 1004 Falcon-1024 RSA2048  sha256WithRSAEncryption
MLDSA44-
MLDSA44-RSA2048- MLDSA44-RSA2048- . .
RSA2048- RSA2048  sha256WithRSAEncryption
PKCS15 PKCS15
PKCS15
MLDSA44-
MLDSA44-RSA2048- .
psc RSA2048- MLDSA44-RSA2048-PSS RSA2048  sha256WithRSAPSS
PSS
MLDSA44-
MLDSA44-ECDSA- , '
pasE ECDSA- MLDSA44-ECDSA-P256 RSA2048  sha256WithRSAEncryption
P256
MLDSA65-
MLDSA65-RSA3072- MLDSA65-RSA3072- . .
RSA3072- RSA2048  sha256WithRSAEncryption
PKCS15 PKCS15
PKCS15
MLDSA65-
MLDSA65-RSA3072- ,
psc RSA3072- MLDSA65-RSA3072-PSS RSA2048  sha256WithRSAPSS
PSS
MLDSA65-
MLDSA65-RSA4096- MLDSA65-RSA4096- , _
RSA4096- RSA2048  sha256WithRSAEncryption
PKCS15 PKCS15
PKCS15
MLDSA65-
MLDSA65-RSA4096- ,
- RSA4096- MLDSA65-RSA4096-PSS RSA2048  sha256WithRSAPSS
PSS
MLDSA65-
MLDSA65-ECDSA- , ,
p384 ECDSA- MLDSA65-ECDSA-P384 RSA2048  sha256WithRSAEncryption
P384
MLDSA87-
MLDSA87-ECDSA- . .
p384 ECDSA- MLDSA87-ECDSA-P384 RSA2048  sha256WithRSAEncryption
P384

Expiry Date

Select an expiration date for the Certificate Signing Certificate of the new CA.
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A\ After the expiration date, the CA becomes unusable unless the certificate has been renewed.

Enable CRL

Check this box to enable the generation of CRLs (Certificate Revocation Lists).

i A Certificate Revocation List (CRL) is a list of digital certificates that the issuing Certificate Authority (CA)
revoked before expiration.

Certificate Profiles

Select the profiles the new intermediate subordinate CA will support for issuing subordinate CA certificates.
To select the certificate profiles of an intermediate subordinate CA:
1. Select one or more profile groups.

o See Authority certificate profiles for a reference of the system profiles for issuing authority
certificates.
© See Managing certificate profiles for how to create custom profiles.

2. Click + to expand the profiles on the selected groups.

3. Mark the boxes of the profiles you want to enable.
Subject

Enter a value for each attribute of the certificate subject. The resulting Distinguished Name will uniquely
identify the Certificate Signing Certificate of your new CA ari(] for example:

CN=MyIntermediateCA, O=MyOrganization, L=MyCity, ST=MyState, C=US

i Only the Common Name subject attribute is mandatory.

Creating an issuing subordinate CA

An issuing subordinate Certificate Authority (CA):
® Operates under the authority of either a root CA or an intermediate subordinate CA.
* |[ssues digital certificates to end entities like servers, devices, or users.

See below for how to create an issuing subordinate CA.

To create an issuing subordinate CA:

65 /265



Entrust PKlaaS User Guide

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners
o CA Administrators

2. Click Certificate Authorities in the sidebar.

CRYPTOGRAPHIC SECURITY PLATFORM

L @ENTRUST PKl as a Service

(@ Home

e Wy w
€8 Certificate Authorities Cer-tlflcate AUthorltles
@ Agents ‘You can create and manage Certificate Authorities (CAs), their certificates and enrollment protocols from here.
Fo Uses Management Sen M._.':.\.:_:lf':__; certificate authorties,
Wi Authority
Certifuzate Authonties @ ertificate Profiles Admar E el Prot Create Authority
Issue Cartificate
@ Ruot.CA1 . ) . o Delete Certificate Authority (" ACTIONS )

3. In the content pane, select ACTIONS > Create Authority for a root or intermediate CA. Alternatively,
you can click the top ADD button and select Subordinate Authority in the CA Type list.

CA Type* (0

Root Authority W

Root Authority
External Root Authority
Intermediate Subordinate Authority

Subordinate Authority

4. Complete the following values.

o CA Identifier

© Friendly Name

© Parent Authority Identifier
© Signing Key Details

© Expiry Date

© Enable CRL

© Enable OCSP

© Certificate Profiles

© Subject

5. Click Create.
6. Check the details of the created CA.

7. If the Parent Authority Identifier corresponds to an external root CA, follow the steps in Certifying a CA
with an external root CA.
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CA Identifier

Write a unique identifier for the new CA in your PKI hierarchy. This identifier:

® Must be 2-18 characters long

® (Can only include lowercase letters, numbers, hyphens ('-'), and underscores ('_")

i After deleting a CA, wait 24 hours before creating a CA with the same identifier.

Friendly Name

Write a descriptive name for the CA in your PKlaaS partition.

Parent Authority Identifier

Select the root CA that will sign the Certificate Signing Certificate of the new subordinate CA.

i This field is read-only if the root CA was selected at the start of the subordinate CA creation.

Signing Key Details

Select a combination of cryptosystem and hash algorithm for the new CA to sign certificates.

Key ] ] VA key . .
Label ] Signature algorithm VA signature algorithm

algorithm type
RSA-2048+PKCS15- . . : .
SHA256 RSA2048 sha256WithRSAEncryption  RSA2048  sha256WithRSAEncryption
RSA-2048+PSS- . ,

RSA2048 sha256WithRSAPSS RSA2048  sha256WithRSAPSS
SHA256
RSA-3072+PKCS15- . . : .
SHAZ56 RSA3072 sha256WithRSAEncryption  RSA2048  sha256WithRSAEncryption
RSA-3072+PSS- i _

RSA3072 sha256WithRSAPSS RSA2048  sha256WithRSAPSS
SHA256
RSA-4096+PKCS15- . . : .
SHAS12 RSA4096 sha512WithRSAEncryption  RSA2048  sha256WithRSAEncryption
RSA-4096+PSS- i _

RSA4096 sha512WithRSAPSS RSA2048  sha256WithRSAPSS
SHA512
ECDSAP256+SHA256  ECDSAP256  ecdsa-with-SHA256 RSA2048  sha256WithRSAEncryption
ECDSAP384+SHA384 ECDSAP384  ecdsa-with-SHA384 RSA2048  sha256WithRSAEncryption
ECDSAP521+SHA512  ECDSAP521  ecdsa-with-SHA512 RSA2048  sha256WithRSAEncryption
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Key ] . VA key ] .
Label . Signature algorithm VA signature algorithm
algorithm type
ML-DSA-44 ML-DSA-44  ML-DSA-44 RSA2048  sha256WithRSAEncryption
ML-DSA-65 ML-DSA-65  ML-DSA-65 RSA2048  sha256WithRSAEncryption
ML-DSA-87 ML-DSA-87  ML-DSA-87 RSA2048  sha256WithRSAEncryption
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . ,
SHA2-128s-With- . i RSA2048  sha256WithRSAEncryption
128s-With-  128s-With-SHA256
SHA256
SHA256
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-128f-With- ) ] RSA2048  sha256WithRSAEncryption
128f-With- 128f-With-SHA256
SHA256
SHA256
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-192s-With- . . RSA2048  sha256WithRSAEncryption
192s-With-  192s-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA-
. DSA-SHA2-  Hash-SLH-DSA-SHA2- . .
SHA2-192f-With- . . RSA2048  sha256WithRSAEncryption
192f-With- 192f-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA-
_ DSA-SHA2-  Hash-SLH-DSA-SHA2- _ _
SHA2-256s-With- ) ] RSA2048  sha256WithRSAEncryption
256s-With-  256s-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA-
_ DSA-SHA2-  Hash-SLH-DSA-SHA2- _ _
SHA2-256f-With- . . RSA2048  sha256WithRSAEncryption
256f-With-  256f-With-SHA512
SHA512
SHA512
Hash-SLH-
Hash-SLH-DSA- DSA-
_ Hash-SLH-DSA-SHAKE- _ _
SHAKE-128s-With- SHAKE- . RSA2048  sha256WithRSAEncryption
. 128s-With-SHAKE128
SHAKE128 128s-With-
SHAKE128
Hash-SLH-
Hash-SLH-DSA- DSA-
_ Hash-SLH-DSA-SHAKE- _ _
SHAKE-128f-With- SHAKE- . RSA2048  sha256WithRSAEncryption
. 128f-With-SHAKE128
SHAKE128 128f-With-
SHAKE128
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Key ] . VA key ] .
Label . Signature algorithm VA signature algorithm
algorithm type
Hash-SLH-
Hash-SLH-DSA- DSA-
_ Hash-SLH-DSA-SHAKE- . ,
SHAKE-192s-With- SHAKE- i RSA2048  sha256WithRSAEncryption
. 192s-With-SHAKE256
SHAKE256 192s-With-
SHAKE256
Hash-SLH-
Hash-SLH-DSA- DSA-
. Hash-SLH-DSA-SHAKE- . .
SHAKE-192f-With- SHAKE- _ RSA2048  sha256WithRSAEncryption
i 192f-With-SHAKE256
SHAKE256 192f-With-
SHAKE256
Hash-SLH-
Hash-SLH-DSA- DSA-
. Hash-SLH-DSA-SHAKE- . .
SHAKE-256s-With- SHAKE- _ RSA2048  sha256WithRSAEncryption
i 256s-With-SHAKE256
SHAKE256 256s-With-
SHAKE256
Hash-SLH-
Hash-SLH-DSA- DSA-
, Hash-SLH-DSA-SHAKE- . .
SHAKE-256f-With- SHAKE- , RSA2048  sha256WithRSAEncryption
. 256f-With-SHAKE256
SHAKE256 256f-With-
SHAKE256
SPHINCS +-
SPHINCS+-SHA2- SPHINCS +-SHA2-128f- . .
) SHA2-128f- . RSA2048  sha256WithRSAEncryption
128f-simple . simple
simple
SPHINCS +-
SPHINCS+-SHA2- SHA2- SPHINCS+-SHA2-128s- ) )
. . RSA2048  sha256WithRSAEncryption
128s-simple 128s- simple
simple
SPHINCS +-
SPHINCS+-SHA2- SPHINCS +-SHA2-192f- . .
) SHA2-192f- . RSA2048  sha256WithRSAEncryption
192f-simple . simple
simple
SPHINCS +-
SPHINCS+-SHA2- SHA2- SPHINCS+-SHA2-192s- ) )
. . RSA2048  sha256WithRSAEncryption
192s-simple 192s- simple
simple
SPHINCS +-
SPHINCS+-SHA2- SPHINCS +-SHA2-256f- ) )
) SHA2-256f- . RSA2048  sha256WithRSAEncryption
256f-simple . simple
simple
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Key . . VA key . .
Label . Signature algorithm VA signature algorithm
algorithm type
SPHINCS+-
SPHINCS+-SHA2- SHA2- SPHINCS+-SHA2-256s- ) )
, , RSA2048  sha256WithRSAEncryption
256s-simple 256s- simple
simple
Falcon-512 Falcon-512  Falcon-512 RSA2048  sha256WithRSAEncryption
Falcon- ) )
Falcon-1024 1024 Falcon-1024 RSA2048  sha256WithRSAEncryption
MLDSA44-
MLDSA44-RSA2048- MLDSA44-RSA2048- . .
RSA2048- RSA2048  sha256WithRSAEncryption
PKCS15 PKCS15
PKCS15
MLDSA44-
MLDSA44-RSA2048- ,
psc RSA2048- MLDSA44-RSA2048-PSS RSA2048  sha256WithRSAPSS
PSS
MLDSA44-
MLDSA44-ECDSA- , _
pasE ECDSA- MLDSA44-ECDSA-P256 RSA2048  sha256WithRSAEncryption
P256
MLDSA65-
MLDSA65-RSA3072- MLDSA65-RSA3072- _ ,
RSA3072- RSA2048  sha256WithRSAEncryption
PKCS15 PKCS15
PKCS15
MLDSA65-
MLDSA65-RSA3072- ,
psc RSA3072- MLDSA65-RSA3072-PSS RSA2048  sha256WithRSAPSS
PSS
MLDSA65-
MLDSA65-RSA4096- MLDSA65-RSA4096- _ _
RSA4096- RSA2048  sha256WithRSAEncryption
PKCS15 PKCS15
PKCS15
MLDSA65-
MLDSA65-RSA4096- .
psc RSA4096- MLDSA65-RSA4096-PSS RSA2048  sha256WithRSAPSS
PSS
MLDSA65-
MLDSA65-ECDSA- , '
p384 ECDSA- MLDSA65-ECDSA-P384 RSA2048  sha256WithRSAEncryption
P384
MLDSA87-
MLDSA87-ECDSA- . .
P384 ECDSA- MLDSA87-ECDSA-P384 RSA2048  sha256WithRSAEncryption
P384

Expiry Date

Select an expiration date for the Certificate Signing Certificate of the new CA.
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A\ After the expiration date, the CA becomes unusable unless the certificate has been renewed.

Enable CRL

Check this box to enable the generation of CRLs (Certificate Revocation Lists).

i A Certificate Revocation List (CRL) is a list of digital certificates that the issuing Certificate Authority (CA)
revoked before expiration.

Enable OCSP

Check this box to enable an OCSP (Online Certificate Status Protocol) service that checks the validity status of
the certificates issued by this CA.

A\ This option is only present when creating a subordinate CA and requires a valid OCSP license.

When creating a subordinate CA with OCSP enabled:

* The CA issues a certificate to sign the OCSP responses.

* The certificates issued by the CA include the URL of the OCSP service. See Browsing certificates for how
to inspect this URL in the certificate details.

* The OCSP service cannot be disabled.

Certificate Profiles

Select the profiles the new subordinate CA will support for issuing subscriber certificates.
To select the certificate profiles of a subordinate CA:
1. Select one or more profile groups.

o See Subscriber certificate profiles for a reference of the system profiles for issuing subscriber
certificates.
o See Managing certificate profiles for how to create custom profiles.

2. Click + to expand the profiles on the selected groups.
3. Mark the boxes of the profiles you want to enable.

Subject

Enter a value for each attribute of the certificate subject. The resulting Distinguished Name will uniquely
identify the Certificate Signing Certificate of your new CA ari(] for example:

CN=MyRootCA, 0=MyOrganization, L=MyCity, ST=MyState, C=US
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i Only the Common Name subject attribute is mandatory.

Certifying a CA with an external root CA

After Creating an intermediate subordinate CA or Creating an issuing subordinate CA, follow the steps below
if the parent CA is a root external CA.

To certify a CA with an external root CA:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners
o CA Administrators

2. Click Certificate Authorities in the sidebar.

@ENTRUET [ Qa P i Js
@ Pias a Service w Certificate Authorities
SECTION Show more
(& Home
[@ Envoliment Protocols
€9 Cortificate Authorities
B Agents Eg oot2
Fo User Management
@ issuer?
@ reotl
@ 5suer]

3. In the CA grid, select the name of the intermediate or issuing CA.

4. Click the three dots to the right of the CA name.
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J5
Coramicad Certificate Reguest
. mpart Cortihcate Authonty Certricate
Subordinate CA 2 )
e Certificate Authority
Type Status
CA ldentifier Subject
Certificate Status Senvices URLs

L2

5. Select Download Certificate Request to download the Certificate Signing Request (CSR) generated for
the subordinate CA.

6. Issue the subordinate CA certificate by signing the downloaded CSR with the private key of the external
root CA. Make sure this certificate meets the RFC5280 requirements a1[] for example:

© The certificate includes the Basic Constraints extension with the ca boolean set to

© The certificate includes the Key Usage extension with the bit set.

o The certificate includes other enabled bits, such as for signing Certificate Revocation
Lists (CRLs).

7. Select Import Issuing Certificate Authority to upload the subordinate CA certificate.
Selecting CA profiles

After creating a CA, you can modify the list of certificate profiles the CA supports.

i See Managing certificate profiles for how to browse and create certificate profiles.

To select the certificate profiles of a certificate authority:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners
o CA Administrators

2. Click Certificate Authorities in the sidebar.

3. In the Certificate Authorities tab, click the name of the certificate authority.
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@ ENTRUST 10
@ PKiasaService -
SECTION
(&) Homsa

@ Envolirment Protocols
¢ Cortificate Authorities
B Agents

By User Management

Q . partit 6c7efa3 JS
Certificate Authorities

Show mare

Certificate Authorities (3)
@3 root2

@ issuer2

Eg rootl

@ issuer]

4. On the CA details page, select the Certificate Profiles tab to list the certificate profiles supported by

the CA.
@ ENTRUST 18
g PKEl as a Service w
SECTION
@ Home

@ Enroliment Protocols
&8 Certificate Authorities
@ Agents

fa User Management

5. You can.

JS

Subordinate CA 2

Type Status
CA Identifier Subject
Certificate Status Services URLs
Issued Certificates  Certificate Profiles (& Q¥

E est-digital-signature

View Certificate Profile

E est-digital-signature-key-encipherment Delete Certificate Profile

© Click the plus + icon right to the Certificate Profiles tab to select or deselect profiles.

© Click the three dots to the right of a profile and select View Certificate Profile for a profile to
browse the Certificate profile fields.

o Click the three dots to the right of a profile and select Delete Certificate Profile to remove it
from the list of profiles supported by the CA.

Downloading a CA certificate

As explained in the previous sections, the Certificate Signing Certificate of a certificate authority can be:
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* A self-signed certificate generated by Entrust PKlaaS when Creating a root CA.

* A certificate issued by a root CA when Creating an intermediate subordinate CA or a Creating an issuing
subordinate CA.

* A certificate manually imported from file when Importing an external root CA.
See below for downloading this certificate.

To download the certificate signing certificate of a CA:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners
o CA Administrators
o Certificate Administrators

2. Click Certificate Authorities in the sidebar.

3. In the Certificate Authorities tab, click the name of the certificate authority.

@ENTRUST [

i

JS

@ PKiasaService v Certificate Authorities

SECTION Show mae
(&) Homsa
[@ Envolirment Protocols

¢ Cortificate Authorities

B Agents @ root2
By User Management
@ issuer2
@
@ 1550er]

4. On the CA details page, click the three dots to the right of the authority name.
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J5
Cowmniosd Certificate Reguest
. mpart Cortihcate Authonty Certricate
Subordinate CA 2
st Cartificate Authonty
Type Status
CA ldentifier Subject
Certificate Status Services URLs

L2

5. Select Download Certificate.
Deleting a CA
When deleting a certificate authority:

¢ All certificates issued for end-entities or other certificate authorities become unusable. Specifically,
when deleting a root certificate authority, all its subordinate certificate authorities and all certificates
issued by these subordinate certificate authorities become unusable.

* You must wait 24 hours before creating a CA with the same identifier. During these 24 hours, your
number of active CAs will still include this CA.

See below for deleting a certificate authority.

To delete a certificate authority:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners
o CA Administrators
o Certificate Administrators

2. Click Certificate Authorities in the sidebar.

3. In the Certificate Authorities tab, click the name of the certificate authority.
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@ ENTRUST 18 g PK
@ PKiasaService - Certificate Authorities
SECTION Shorw mare
(&) Homsa
@ Envolirment Protocols
Certificate Authorities (3)
€3 Cortificate Authositios
B Agents gg root2
By User Management )
@ issuer2
Eg rootl
@ issuer]

4. On the CA details page, click the three dots to the right of the authority name.

Domamiomd Cartihcatle Heguest
. mpart Cortificate Authorty Certrficate
Subordinate CA 2
Cedete Cartificate Authornty
Type Status
CA ldentifier Subject
Certificate Status Serices URLs

5. Select Delete Certificate Authority.

6. Click Delete in the confirmation dialog.

Managing certificates

Issue and manage certificates with the certificate authorities of your PKlaaS subscription.

* Browsing certificates

* Issuing a certificate from CSR

® |ssuing a certificate in a PKCS #12
* Changing the certificate status

* Downloading certificates

Browsing certificates

PKlaaS keeps track of all the issued certificates. That is:
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* The certificates manually issued as explained in:
© |ssuing a certificate from CSR
© |Issuing a certificate in a PKCS #12
* The certificates automatically enrolled as explained in:
© Automating ACME enrollment
© Automating MDM Intune enrollment
© Automating MDM Jamf enrollment
© Automating MDM Workspace ONE enrollment
© Automating MDM lIvanti enrollment
© Automating MDM IBM MaaS360 enrollment

See below to browse and inspect the details of all these certificates.

To browse certificates:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the roles described under Role permissions.

2. Click Certificate Authorities in the sidebar.

@ENTRUST [

i

JS

@ PKiasaService v Certificate Authorities
SECTION Shaw mare
@ Home

[@ Envolirment Protocols

¢ Cortificate Authorities

B Agents @ root2
By User Management
@ issuer2
@
@ 1550er]

3. In the Certificate Authorities tab, click the name of a certificate authority to display the list of issued
certificates.
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£ Q PKl as a Service / partitions / subb076c7efB83 /

issuerl

Type

ssuing Subordinate Authority
CA Identifier

issuer]

Certificate Status Services
CRL: Enabled

OCSP: Enabled

Issued Certificates (80  Certificate Profiles

Certific

ate Authorities / CAs / issuerl /

Status

Active

Subject
CHN=issuerl

URLs

CAGW: https://cagw.dev pkihub.com/cagw/vi/certificate-

authorities/subS076c7ef83-issuerl

CRL: http:f/erl dev pkihub.com/er/sub5076cTef83/issuerl ferler

OCSP: http://ocsp.dev pkihub.com/c

Expires in 7 days
Expires in 30 days

Expired Certificates

CN=a125316174417 testcertificates.com, ST=CSR State, L=0Ottawa, OU=ABC IT, O=ABC, C=ZA

issuer] " |ssued

(& Expires in 11 months and 22 days

00che9a3ed2fdal58f41705d437da16b%a4 B intune digital-signature

CMN=sub5076c7ef83 issuerl, OU=Validation Authorities, O=5ub5076c7ef83

issuerl v lssued
DOB1BO575f7535¢7 /e TOdee558a5450f e

4. In the search box, enter a search key or click the three dots "..." and select a predefined filter.

o Expires in 7 days
© Expires in 30 days
o Expired Certificates

@ Expires in 21 days and 22 hours

Js

5. In the certificate grid, click the three dots “..." to the right of a certificate and select View Certificate.
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¢ 9 PKl as a Service [/ partitions / sub5076c/ef83 / Certificate Authorities [/ CAs / issuerl /
issuerl -

Type Status

Issuing Subordinate Authority Active

CA |dentifier Subject

issueri CM=issuer]

Certificate Status Services URLs

CRL: Enabled CAGW: https://cagw dev. pkihub.com/cagw/vl/certificate-

QCSP; Enabled authorities/sub5076c7ef83~issuer]
CRL:
http:/fcrl.dev.pkihub.com/fcrl/sub5076c7ef83/fissuer/crl.cr
OCSP
http:/focsp.dev.pkihub.com/focsp/sub5076c7efB 3/ issuer]

Issued Certificates () Certificate Profiles

<«

View Certificate
Revoke Certificate

Suspend Certificate

JS

CN=a125316174417 testcertificates.com, ST=CSR State, L=0Ottawa, OU=ABC
ssuerl & Exp

00chefaled?fda858f41705437da16b9adE intune-d gital-signature

v |ssued

CMN=sub5076c7ef83_issuerl, OU=Validation Authorities, O=sub5076c7ef83

ssuerl

008180575f7535¢c77c70deest

v |ssued

6. Check the following certificate details.

o Status

© Profile ID

o Serial Number

o Issuer

o Valid From

© Expiry Date

© Public Key Type

o Signature Algorithm

o Subject Alternative Names
© Basic Constraints

© Key Usages

© Extended Key Usages

© Authority Info Access OCSP
© Authority Info Access CA Issuers
© Authority Key Identifier

© Subject Key Identifier

© CRL Distribution Points

o Certificate Policies

5 Expires in 21 days and 23 hours

i See RFC 5280 for more details on the standard certificate extensions.
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Status

The validity status of the certificate.

Status Description
Issued The certificate is valid
Revoked The certificate is no longer valid

Suspended  The certificate is no longer valid, but its validity can be restored
See Changing the certificate status for how to change the validity status of a certificate.
Profile ID
The certificate profile selected when issuing the certificate.

Serial Number

The serial number (SN) of the issued certificate.

Issuer

The subject distinctive name of the CA certificate used to issue the certificate.
Valid From

The time and date when the certificate was issued.

Expiry Date

The expiry date selected when issuing the certificate.

Public Key Type

The type and size of the certificate public key.

Signature Algorithm

The hash and encryption algorithms used to sign the certificate.

Subject Alternative Names

The Subject Alternative Names (SAN) selected when issuing the certificate.
Basic Constraints

The type of holder to whom the certificate has been issued.
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Value Holder

CA A certificate authority

EndEntity  An end-entity, like a device or a corporate user

Key Usages

The purpose of the key contained in the certificate -- for example:

* encipherment
® signature
* certificate signing

Extended Key Usages

One or more purposes for which the certified public key may be used, in addition to or in place of the basic
purposes indicated in the Key Usage extension.

Authority Info Access OCSP

The URL of the OCSP service for checking the certificate validity status.

i This value is set to when this service is not enabled for the CA.

Authority Info Access CA Issuers

Information for accessing the information service of the CA that issued the certificate.

i This value is set to when this service is not enabled for the CA.

Authority Key Identifier

The identifier of the public key corresponding to the private key used to sign the certificate.
Subject Key Identifier

The identifier of the certificate public key.

CRL Distribution Points

The URLs for downloading the CRLs (Certificate Revocation Lists) generated by the CA that issued the
certificate.

i This value is set to when the CRL service is not enabled for the CA.
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Certificate Policies

A sequence of one or more policy information terms, each of which consists of an object identifier (OID) and

optional qualifiers.

Issuing a certificate from CSR

See below for the certificate authority to process a PKCS #10 Certificate Signing Request (CSR) for a locally

generated key pair.

To issue a certificate for server-generated keys:

1. Generate a key pair and a CSR on your local machine using your preferred tools.

2. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with

any of these roles:

o Owners

o Certificate Administrators

3. Click Certificate Authorities in the sidebar.

@ENTRUST [

i

@  PKiasa Senvice - Certificate Authorities
SECTION Show mace
& Homa
[@ Envoliment Protocols
€9 Cortificate Authosities
B Agents E'E.' root2
Bo User Managarment
@ issuer?
@ rootl
@ issuer

4. In the Certificate Authorities tab, click the name of the certificate authority that will issue the

certificates.
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@ ENTRUST 10| a
@ PxiassSevicn . Subordinate CA 1
SECTION
& Homs Type Status

[ Envcliment Protocols

€} Centificate Authorities CA Identifeer Subject
B Agents
Certificate Status Services URLs
Fa User Managerment
¥
ssued Certifcates (3)
CH=MDM R& Certificate, OU=sub-1 CA, O=sublcal@304863
EE]

5. Click the plus + icon to the right of the Issued Certificates tab.

6. Select Client-Side Generated Key Certificate (X.509 cert) in the Certificate type list.

Certificate Type* ()

Client Side Generated Key Certificate (X.509 cert)

Server Side Generated Key Certificate (PKCS #12)

7. Complete the following values.

o Certificate profile

© Certificate Signing Request
© Use Subject from CSR

o Subject

© Subject Alternative Names

Certificate profile

Select one of the Subscriber certificate profiles for the certificate authority to issue this certificate.

Js5

i The list only includes the certificate profiles selected when Creating an issuing subordinate CA.

Certificate Signing Request
Paste the encoded text of a Certificate Signing Request (CSR) you have locally generated for a key pair.
Use Subject from CSR

Check this box if you want the issued certificate to have the same Subject's Distinguished Name (DN) as the
CSR pasted in the Certificate Signing Request field.
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i When checking this box, the Subject field is read-only and displays the DN set in the CSR.

Subject

Write the Distinguished Name (DN) of the certificate Subject in RFC 5280 syntax. For example, if the certificate
subject is a corporate employee:

CN=John Doe, OU=Sales, O=Example Corp, L=San Francisco, ST=California, C=US

If the certificate subject is a corporate domain:

CN=serverl.example.com, CN=server2.example.com, OU=IT, O=Example Corp, L=Chicago,
ST=I1llinois, C=US

Subject Alternative Names

Add optional Subject Alternative Names (SANs) for the certificate subject. Typically, SANs extend the domain
names or IP addresses set in the Subject field of a TLS certificate. For example:

San Type SAN Value

DNS Name

DNS Name

DNS Name

DNS Name

DNS Name

DNS Name

IP Address

IP Address

Issuing a certificate in a PKCS #12
See below for the certificate authority to generate a PKCS #12 file containing:

* A key pair generated by Entrust PKlaaS.
¢ The issued certificate.
® The CA certificate chain of the issued certificate.

To issue a PKCS #12:

1. Generate a key pair and a CSR on your local machine using your preferred tools.
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2. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with

any of these roles:

o Owners

o Certificate Administrators

3. Click Certificate Authorities in the sidebar.

@ENTRUST [

i

@ PKiasaService v Certificate Authorities
SECTION Shaw mare
@ Home

[@ Envolirment Protocols

¢ Cortificate Authorities

B Agents @ root2
By User Management
@ issuer2
@
@ 1550er]

4. In the Certificate Authorities tab, click the name of the certificate authority that will issue the

certificates.

@I—.‘NTHLJET 1] ¢ 0

@ PxlasaSenicn - Subordinate CA 1
SECTION
& Hows Type:

[ Ervclmant Protocols
&} Cetificate Authorities CA Idantifier

B Agems

ssued Cortificatos (5

Certificate Status Services

Status
Subpect

URLs

CH=MDM RA Certificate, OU=5ub-1CA, O=sublcal804863

JS

J5

A Root certificate authorities are not granted profiles to issue PKCS #12 files.

5. Click the plus + icon to the right of the Issued Certificates tab.

6. Select Server-Side Generated Key Certificate (PKCS #12) in the Certificate type list.
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Certificate Type* (i)

Client Side Generated Key Certificate (X.509 cert)

Server Side Generated Key Certificate (PKCS #12)

7. Complete the following values.

(o]

Certificate profile
PKCS #12 Password
Subject

(o]

[e]

o

Subject Alternative Names
8. Click Issue.

9. Check the certificate details and click Download your PKCS #12 to download the issued PKCS #12 file.

A\ Entrust PKlaaS does not store the generated key pair in any way. Therefore, you won't be able to
download the PKCS #12 file after leaving this page.

Certificate profile

Select one of the Subscriber certificate profiles for the certificate authority to issue this certificate.

i The list only includes the certificate profiles selected when Creating an issuing subordinate CA.

PKCS #12 Password

Type and confirm a password to protect the contents of the PKCS #12 file.
Subject

Write the Distinguished Name (DN) of the certificate Subject in RFC 5280 syntax.

Subject example for a corporate employee

Subject example for a corporate domain

Subject Alternative Names
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Add optional Subject Alternative Names (SANs) for the certificate subject. Typically, SANs extend the domain
names or IP addresses set in the Subject field of a TLS certificate. For example:

San type SAN example value

DNS Name

DNS Name

DNS Name

DNS Name

DNS Name

DNS Name

IP Address

IP Address

Changing the certificate status

See below to change the validity status of a certificate.

i The CRL and OCSP services of the issuing CA report the validity status of a certificate. See Browsing
certificates for how to get the URL of these services.

To change the validity status of a certificate:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners

o Certificate Administrators

2. Click Certificate Authorities in the sidebar.
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@ ENTRUST [ ¢ {3 PKIasaService / partitions / subS076¢c7ef83 Js
" s
@ FxiasaSenice v Certificate Authorities
You can create and manage Certificate Authorties (CAs), their certificates and enroliment protocols from here
SECTION Show more
B Home
@ Envoliment Protocols
Certificate Authorities (1)  Certificate Profiles Admin  Enroliment Protocols (Legacy) Qs
& Cortificate Authorities
B Agents @ root2
root2 DOSb002a33The B 4486200 4151267 B Expires in 19 yoars and 11 months
B User Managament
Eg issuer2
Sier 2 72B8ebeS2BA200TITOIGTecI 736450 B Expires in 9 years and 11 months
E; rootl
st 4B 1B IITH0TasDBE0NE290 33574117 B Exp ) yeas B ha
gg issuen
saari O0e B2 1 beflalebSibdb Had BE11ab0 B Expires in 9 years and 11 months

3. In the Certificate Authorities tab, click the name of the certificate authority that issued the certificate.

4. Click the three dots to the right of the certificate.

< Q PKl as a Service / partitions / sub5076c7ef83 / Certificate Authorities / CAs [/ issuerl / JS

issuerl -~

Type Status
Issuing Subordinate Authority Active
CA Identifier Subject
issuerl CM=issuerl
Certificate Status Services URLs
CRL: Enabled CAGW: https://cagw.dev.pkihub.com/cagw/vl/certificate-
OCSP: Enabled authorities/sub5076c7efB83~issuerl
CRL:
http:/fcrl.dev.pkihub.com/fcrl/sub5076c7ef83/fissuer/crl.cr
OCSP:
http:ffocsp.dev.pkihub.com/focsp/subS076c7ef83/issuerl
b4
View Certificate
Issued Certificates ()  Certificate Profiles Revoke Certificate =
Suspend Certificate

CN=a125316174417 testcertificates.com, ST=CSR State, L=Ottawa, OU=ABC o
issuert  |ssued a Exp Unsuspend Certificate e
00cbe9a3ed2fdaB58f41705d37da16b9adlE intune-digital-signature

CN=s5ub5076c7ef83_issuerl, OU=Validation Authorities, O=sub5076c7ef83
issuerl v |ssued @ Expires in 21 days and 23 hours e
008180575f7535¢c77c70deab5B8a5450f8e

5. Select one of the following options.

o Revoke Certificate
o Suspend Certificate
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© Unsuspend Certificate

i See Browsing certificates for a reference of the certificate details.

Revoke Certificate

Select this option to invalidate the digital certificate before its expiration date. See the table below for the

supported Revocation Reason values.

Revocation

Description
reason
Unspecified Unknown revocation reason.
Key The private key associated with the certificate has been compromised, and therefore, the

Compromise

certificate should be revoked to prevent unauthorized use.

CA The certificate authority is compromised, and revoking all the issued certificates mitigates
compromise  risks.

Affiliation The certificate holder is no longer affiliated with the organization that requested the
Changed certificate.

Superseded A newer certificate has replaced the certificate.

Cessation of

The entity or service associated with the certificate is no longer operational.

Operation
Privilege . . . .
. The privileges or rights granted by the certificate have been withdrawn.
Withdrawn
AA The entity responsible for issuing or managing attributes associated with the certificate

Compromise

has been compromised.

Suspend Certificate

Select this option to invalidate the digital certificate for a specified period.

i Unlike certificate revocation, which permanently invalidates a certificate, suspension is typically used when

there is a need to temporarily disable the certificate due to certain conditions or suspicions, but the certificate

may be reinstated later if those conditions are resolved.

Unsuspend Certificate

Select this option to reverse the suspension of a certificate, making it valid again for use.

Downloading certificates

See below to download issued certificates.
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To download a certificate:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the roles described under Managing roles.

2. Click Certificate Authorities in the sidebar.

@ENTRUST g m - tit Bc7ef83 <
@ PKiasaService - Certificate Authorities

SECTION Show mons

(&) Homsa

@ Envoliment Protocols
€8 Certificate Authorities
B Agents € root2

o User Managerment

ﬁg issuer2
Eg rootl

@ 1ssuer]

3. In the Certificate Authorities tab, click the name of the certificate authority that issued the certificate.

4. In the Issued Certificates tab, click the certificate subject name.

EN'TR‘I_IST 10| ¢ g Px P part 3 PR tificate Aut A i =
@ PxlasaSenicn - Subordinate CA1

SECTION

& Hows Type Status

[ Ervclmant Protocols

£ Certificate Authorities CA Idantifier Subject
B Agents
Certificate Status Services URLs
Fo Ui Managmee )
¥
ssued Certificatos (3

CH=MDM RA Certificate, OU=5ub-1CA, O=sublcal804863
ED -

5. In the certificate details page, click the three dots to the right of the certificate subject name and select
Download Certificate.
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- & PKIas a Sery partition b1cal804863 te Authoriti A Y Download Certificate
EN‘rr-‘euE.'r (I

Revoae Certificate
Q' Pl aService . CN=MDM RA Certificate, OU=sub-1CA, O=sub1cal804863 St
SECTION
(@ Home Status Praofile 1D
® Ensoliment Protocols

&8 Cortificate Authorities

Serial Number Issuer
& Agents
Ps User Management Walid From Expiry Date
Public Key Type Signature Algorithm
Subject Alternative Names Basic Constraints
Key Usages Extended Key Usages
Authority Info Access OCSP Authority Info Access CA lssuers
Authority Key Identifier Subject Key ldentifier

CRL Distribution Points Certificate Policies

Automating ACME enrollment

Configure PKlaa$S to process ACME (Automated Certificate Management Environment) enrollment requests
with PKlaaS Certification Authorities.

* ACME requirements
¢ Configuring ACME in PKlaaS
® ACME enrollment with Certbot

ACME requirements
You must meet the following requirements to automate ACME enrollment with a PKlaaS gateway.

* PKlaaS account requirements

* C(Certificate authority requirements
® Operating system requirements

® TLS Cipher requirements

PKlaaS account requirements
You need an Entrust PKlaaS account with privileges to create an issuing certificate authority.
Certificate authority requirements

Make sure you have a subordinate CA with a profile of the privatessl group. You can either:

® Create a new CA with this group, as explained in Creating an issuing subordinate CA.
* Add this group to an existing CA, as explained in Selecting CA profiles.
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Operating system requirements

Enrollment integration for this release is tested and validated on the following operating system versions.

os Version

iPad 16.6

iPhone 16.6

macOS Ventura 13.5.1

Windows 10 and 11

Android 13

ChromeOS  Not supported

TLS Cipher requirements

Enrollment URLs support the following TLS Ciphers.

Configuring ACME in PKlaaS
Create a PKlaaS protocol configuration for ACME enrollment.
To create an ACME configuration in PKlaaS:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the following roles:

° Owners

© Protocol Operators

2. Click Enrollment Protocols in the sidebar.

@ ENTRUST 15} Q
@ PKiasaSenvice v Enrollment Protocols
SECTION
(@ Home
Protocol Configurations (%)
[®] Enrcliment Protocols
&S Certificate Authorities amf-01
@
B Agents
fa Uiser Managemant 8] intune-01

3. Click the plus + icon to the right of the Protocol Configurations tab.
4. Select ACME in the Type list.
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5. Configure the following values in the Create Protocol Config dialog.

Field Value
Protocol Enter a unique identifier for the new configuration in your PKI. This identifier must
Configuration  be 2-18 characters long and can only include lowercase letters, numbers, hyphens
Identifier (40 0-a00), and underscores (a0 0_adn).
Description Enter an optional description of the protocol purpose.
Authority - . . . . .
o Select an issuing subordinate authority with profiles of the privatess| group.

Identifier
Certificate ) ] o
Profil Select a privatess| profile of the selected CA to enroll the certificates.

rofile

6. Click Create.

7. In the confirmation dialog, copy the URL under the ACME Directory URL section.

acme-02
Authority ldentifier Certificate Profile

Description Type

Acme Directory URL

A . !
EAB Keys (+)

L eab-02

8. Click the plus + icon to the right of the EAB Keys tab.

9. In the Create EAB Key Credentials dialog, enter a username that is 2-18 characters long and only
includes lowercase letters, numbers, hyphens (al1(1-al1[7), and underscores (al11_arirl).

Create EAB Key

Friendly name* (&)

Cance

94 /265



Entrust PKlaaS User Guide

10. Click Create.

11. Copy the EAB Identifier and EAB HMAC Key values displayed in the confirmation dialog.

eab-key-02

EAB ldentifier EAB HMAC Key

Protocol Configuration Identifier

A As stated in the confirmation dialog before leaving this page, Entrust PKlaaS will not display the
credential password again.

ACME enrollment with Certbot
See below for an example of ACME enrollment with Entrust PKlaaS and Certbot.

¢ Installing Certbot
® Setting REQUESTS_CA_BUNDLE
® Running Certbot

Installing Certbot
See below for installing Cerbot.

* Installing Certbot on Linux
* Installing Certbot on Windows

Installing Certbot on Linux
To install Certbot in a Linux distribution, you have the following options.

Distribution Command

Most modern Linux distributions

Debian-based systems like Ubuntu

Installing Certbot on Windows

To install Certbot on a Windows platform, we recommend to:

1. Install Python3.
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2. Run the command.

Setting REQUESTS_CA_BUNDLE

For Certbot to trust your root CA certificates set the environment variable to the file
path that contains the certificate.

Platform Command Example

Linux

Windows

Running Certbot

Run the following Certbot command to enroll a certificate using PKlaaS and the ACME protocol.

certbot certonly -d <domain> --server <acme-url> --standalone --no-eff-email --
agree-tos -m <email> --eab-kid <eab-kid>A --eab-hmac-key <eab-hmac-key>

See below for a description of each parameter.

Include the domain in the certificate. This option allows repetition, for example:

-d example.com -d www.example.com

Use the enrollment URL, where is the ACME Directory URL described in
Configuring ACME in PKlaaS.
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Make Certbot start its own lightweight web server to respond to ACME challenges from the certificate
authority and verify that you control the specified domain.

A If another application, such as a Web server, is running and using ports 80 or 443, disable the application.

Automatically agree to the terms of service of the ACMEV2 server.

Use the email address to register the ACME account with Entrust PKiaaS.

i Entrust PKiaaS will not send email messages to this email address.

Do not share the email address with the Electronic Frontier Foundation.
Use the Key Identifier provided by Entrust PKlaaS for External Account Binding (EAB).
Use the HMAC Key provided by Entrust PKlaaS for External Account Binding (EAB).

Automating MDM Intune enrollment

Configure PKlaa$S to operate as an SCEP Server and process MDM (Mobile Device Management) Intune
enrollment requests with PKlaaS-hosted Certification Authorities.

* Intune requirements

* Creating an Intune application in Azure

* Configuring Intune in PKlaaS

* Downloading the Intune certification chain

* Configuring Intune profiles in Azure

® Enrolling user devices with the Intune Company Portal
* Renewing enrolled certificates

® Revoking and removing certificates
See the Microsoft documentation for details on the third-party SCEP integration with Intune.

https://learn.microsoft.com/en-us/mem/intune/protect/certificate-authority-add-scep-overview

Intune requirements
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You must meet the following requirements to automate MDM Intune enrollment with a PKlaaS gateway.

® PKlaaS account requirements

¢ Certificate authority requirements
* Microsoft Azure requirements

® Operating system requirements

* Encryption algorithm requirements
® TLS Cipher requirements

PKlaaS account requirements
You need an Entrust PKlaaS account with privileges to create an issuing certificate authority.
Certificate authority requirements

Make sure you have a subordinate CA with a profile of the intune group. You can either:

* Create a new CA with this group, as explained in Creating an issuing subordinate CA.
* Add this group to an existing CA, as explained in Selecting CA profiles.

Microsoft Azure requirements
You need a Microsoft Azure account with privileges to create and configure an Intune application.
Operating system requirements

This release of the Intune automated enrollment is tested with devices running the following operating

systems.
(01 Tested versions
macOS Ventura 13.2.1
iPhone/iPad 16.3.1
AndroidOS 13

Microsoft Windows 10 and 11

ChromeQOS --

For more details on the supported operating systems, please check the Microsoft documentation:

https://learn.microsoft.com/en-us/mem/intune/fundamentals/supported-devices-browsers
Encryption algorithm requirements

The Intune automated enrollment with a PKlaaS gateway supports the following encryption algorithms.
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TLS Cipher requirements

Enrollment URLs support the following TLS Ciphers.

Creating an Intune application in Azure

Create an application in the Microsoft Azure portal to run the Intune service.

i At the end of this process, you should have the Application (client) ID, Directory (tenant) ID, and Client
secret values required when Configuring Intune in PKlaaS.

To create an Intune application in Azure:
1. Log in to https://portal.azure.com as a user with administrative permissions.
2. Go to Home > App registrations.

Home » TenantMonkey

s TenantMonkey | App registrations  #

Azure Active Directory

-+ Mew registration € Endpeints 2 Troubleshooting () Refresh 4
O Overview

E Preview features
0 Starting June 30th, 2020 we will no longer add any new features to Azure Active
# Diagnose and solve problems provide technical support and security updates but we will no longer provide fea
(MSAL) and Microsoft Graph. Learn more

Manage

Users All applications Owned applications  Deleted applications

ke

ke

Groups
= Start typing a display name or application (client) ID to filter these r...

BE External Identities

i Roles and administrators 4 applications found
& Administrative units Display name T
B Delegated admin partners ABC
& Enterprise applications el Hostedintune
[l Devices Moman-CEG-Eclipse

pkiaas-ceg-intune-appd01

App registrations
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3. Click New registration to display the Register an application page.

Home > TenantMaonkey | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| ABC Intune-SCEP CA v

Supported account types

Wha can use this application or access this API?

(®) Accounts in this arganizational directary anly (TenantMankey anly - Single tenant)
(_-} Accounts in any organizational directory (Any Azure AD directory - Multitenant)

C\,' Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

P .
() Personal Microsoft accounts only

4. In the Name field, type the name of the new Intune application.

5. In the Supported account types list, ensure Accounts in this organizational directory only
(TenantMonkey only - Single tenant) is selected.

6. Click Register to display the details of the new application.

Home > TenantMonkey | App registrations >

!tl ABC Intune-SCEP CA =#

| 0 Search | & fil Delete & Endpaints FE Preview features

B Overview
# Essentials

#i Cuickstart
Display name Client credentials

#" Integration assistant ABC Intune-SCEP CA Add a certificate or secret [y
Apgplication (client) 1D Redirect URIs

Manage £100810f-1646-44ab-8796-51 5006303537 el & Bedirert URI

B Branding & properties Object ID Application 10 LRI
b3cBeoch-hde3-4894-0495-f08188696§a2 Add an Application 10 LRI

B Authentication . o .
(n] ||_'|_I::':,r themant) 10 "'\"qu,lc_]lll: .||:1|)||-:,::I|-:.||| im lecal |:||-;'-:.L|)|".'

Certificates & secrets deaf5884-33ca-4357-b117-adc604e%a14a ABC Intune-SCEP C4

1 Supported account types

My

Token configuration
zation oaly

7. Copy the Application (client) ID and Directory (tenant) ID values in a text file. You will use these
values when Configuring Intune in PKlaaS.

8. Click Add a certificate or secret to display the Certificates & secrets page.
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Heme > TenaniMonkay | App registrations > ABC Intune-SCER CA

ABC Intune-SCEP CA | Certificates & secrets =

Add a client secret

Dascription ABC SCEP O Intune AR Key

2 Search A7 Get teedback?

Expues Recoemmmended: 180 days (6 months)

B Overview Recommended: 130 days (6 months)

&3 Chickstart Crederlials enable confidental applications to identify themsehves to th

. A0 days (3 manths)
schame) For & ligher level of stourance, we recommend wsirg a certific

,_' Inlr\j..'.'.inn asmistant 365 days {12 months)

Manage 545 days {18 manths)

@ Application registratian cortificates, soorets and federated credentials

B Branding 8 properties 730 days {24 marithe)

D Authentication o ) __ |8 Custom
Certificates (90 Client secrets (0 Federated credentials (0)

Certificates & secrets
B seorat 5ir ir.g that the application 1ses to prove its idsnril:r' when redl
1! Taken configuration

& AF| permissions + HMew clisnt sscret

9. Click New client secret to display the Add a client secret dialog.
10. In the Description field, write a description of the new secret.
11. In the Expires drop-down list, select the expiration date of the new secret.
12. Click Add to add the new secret and close the Add a client secret dialog.

13. On the Certificates & secrets page, copy the Value of the new secret in a text file. You will use this
value when Configuring Intune in PKlaaS.

A The secret value will no longer be available after leaving this page.

Home > TenantMonkey | App registrations > ABC Intune-SCER CA

@ Update app

ABC Intune-SCEP CA | Certificates & secrets # - Successfully upe
credentials
£ Search @ &' Got feedback?
B Overview
@i Quickstart ﬂ Got a second to give us some feedback? —+

# Intsgration assistant
Credentials enable canfidential applications ta identify themselves ta the authentication service when receiving tokens at a web ad
Manage scheme). For a higher level of assurance, we recommend using a cerificate (instead of a client secret) as a credential

B Branding & properties
_3 Authentication ﬂ Application registration cerificates, secrets and federated credentials can be found in the tabs below.

Certificates & secrets

il Token configuration Certificates (0) Client secrets (1) Federated credentials ()

= APl permissions . . . . P—
A secret string that the application uses to prove its identity whamn requesting a token. Also can be referred to as application passy

& Fupose an AP

B App roles : Mew client secret

28 Owners Description Expires Value (0 Copy to clipbnard ot 1D
&, Roles and administrators ABC SCEP CA Intune APl Key 8/8/2023 CLUQ80~VRSDMgZkio OXk~FIalEvECa... T3 3dfclebe-2¢
fH Manifest

14. In the navigation sidebar, click APl permissions to display the APl permissions page.
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\

Home > TenantMankey | App registrations > ABC Intune-SCEP C Request AP' permiSSiUHS
- ABC Intune-SCEP CA | API permiss

[} Azure Rights Management
L& Services

/s Azure Service Management

O Sparch & f_j Refresh &g Allow validated users to read and write Programmatic access to much of the
protected content functionality available through
B Overview the Azure portal

dh vou are editing per
i Quickstart

# Integration assistant

Dynamics CRM l Flow Service
ﬂ The “Admin conser D .‘-I"

fnay not reflect the Aceess the capabilities of CRM business Embed flow templates anvd manage
saftware and ERP systerns Tlaws

Manage
B Branding & properties
%) Authentication Configwed FIE‘I'I"I"IiSSi

Applications are authariz

Certificates & secrets ) 1
include all the permissiol

il Token configuration I:I Office 365 Management APls [‘ Onehote
o -+ Add a permission o ) . .
== AP| permissions Retriewa information about user, admin, Create and manage notes, lists,
AP/ Permissians nam system. and palicy actions and events pictures, files, and mare in Cnehlate
@ Expose an AP fram Office 365 and Azure AD activity notehooks
lags

o Blicrosaft Graph (2)

iR App roles

15. Click Add a permission to display the Request APl permissions sidebar.

= oS A Zoarch rescurces, sandces, and docs [G+/ T =i o maurspatncidemo 1.0 []
Microsof Azure o, 5+ i TIRAHTMOMELY PATRICDEN. .

Homie 3 App registratiors 5 ABC inc Request API Permiﬁiohs -
= ABCinc | APl permissions =

€ all APk
Micrasaft Graph

O Sewth ¥ O retimb | B Got fesdbackt &
1 B T VYRS (e

B Ovendew What type of permissans does yowr applicabon regure?

& Quicistart
I The "Rdrrin cossent requined” colisn shows Debegated peimiions Apphcation permisioas
A Inmtegration aesistark COQARZNIEDN, O If OIQANZAtoNS mhive 1his a0p ind? BEPACHTEN FESTE 10 B0 The AP B3 T SRAED I e Your Bppd NI T 85 3 BRCkGround Senile o GREss mthoul
tigradhin unar.

Manags )

Configuied permadsions
= - u P & and
= Brandng & proparties pphcations are sulhorized ta call &5 whenthey s Slect permissions expand 8

ribrtionts all ke persissiord the spphcation seeds. Leair mai
D sutenticaton 3 SEAIT Ryping A permissinn b Siter thiss retuts

Codificanes & sarals b add a permission 7 Grant scmin oorent Bermingian Addimin consent mgquined

FTa— o
! Token condiguration A1 [ Permizinns name Typs % ecesste

hiCEEEREview
S AF permissions wbdieronadt Gesp 1]

G pxpts gn 4P Ve Raad Daksgated 3 aerooys
B Approles

% Rdmimisirativelnit
& Owners

T view and managa consented pamassions for indi

&. Roles and sdminateaton % ngreememaccaptance

B meifen

> Agreemen
Support + Troublesooting
£ Troubleshsoting % APonnactors

B Mew support reuast

> Applatalog
> Apphoation RemoteCesktoplontig

e mpplication (1)

u ApplicationRead all (@
Read all apclications

16. In the Request API permissions sidebar:

1. Click Microsoft Graph.

2. Click Application permissions.

3. Under Select permissions, expand the Application list and select the Application.ReadAll
permissions.

4. Click Add permissions.

17. Click Add a permission to display the Request APl permissions sidebar again.
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1. In the Request APl permissions sidebar:

2. Click Intune.

3. Click Application permissions.

4. Under Select permissions, select the scep_challenge_provider permission.
5. Click Add permissions.

18. On the API permissions page, click Add admin consent for the TenantMonkey for granting these
permissions to the new Intune application.

Configuring Intune in PKlaaS
Create a PKlaaS protocol configuration for MDM Intune enroliment.
To create a MDM Intune configuration in PKlaaS:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the following roles:

o Owners

© Protocol Operators

2. Click Enrollment Protocols in the sidebar.

@ENTRLJST [ Q FPKia ’ partit iblcalBn4863 IS
@ PKiasaSenvice v Enrollment Protocols
SECTION
@ Home
Protocol Configurations (%)

[®] Enrcliment Protocols

&5 Certificate Authorities E jamf-01
B Agents -
S5 User Managemant E intune=-01

3. Click the plus + icon to the right of the Protocol Configurations tab.
4. Select MDM Intune in the Type list.

5. Configure the following values.

Field Value

Protocol Enter a unique identifier for the new configuration in your PKI. This identifier must
Configuration  be 2-18 characters long and can only include lowercase letters, numbers, hyphens
Identifier (a0 -a00), and underscores (aC10_atln).

Intune Tenant  Paste the Directory (tenant) ID value previously obtained when Creating an Intune

ID application in Azure.
Intune App Paste the Application (client) ID value previously obtained when Creating an
ID Intune application in Azure.
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Field Value
Intune App Paste the secret value previously obtained when Creating an Intune application in
key Azure.
Description Enter an optional description of the protocol purpose.
Authority o ) ) ) )
o Select an issuing subordinate CA with profiles of the intune group.

Identifier
Certificate . . o e
Profil Select an intune profile of the CA for issuing the enrolled certificates.

rofile

6. Click Create.

7. In the confirmation dialog, copy the URL of the SCEP URL field.

@ ENTRUST g g w : tior - 4863 1 W . s
Q Pl as a Service - iI"Itl..II"IE-'O"
SECTION
@ Home Protocel Configuration ldentifier Autharity Identifier
@ Erwciimssn oCols : : .
- Intune App 1D Intune Tenant ID
Certificate Prafile ID Inture |ssuer Name
B User Management . . ) . .
Description SCEP URL

Downloading the Intune certification chain
Follow the steps described in Downloading a CA certificate to download the certificates for:

* The subordinate CA described in Configuring Intune in PKlaaS.
* The root CA of this subordinate CA.

You will need these certificates when Configuring Intune profiles in Azure.

Configuring Intune profiles in Azure

In the Microsoft Azure portal, create and configure the required profiles to automate Intune enrollment with a
PKlaaS gateway.

* Creating Intune profiles for Windows in Azure

® (Creating Intune profiles for Android in Azure

® (Creating Intune profiles for macOS in Azure

® Creating Intune profiles for iOS and iPadOS in Azure

See the following Microsoft guides for more details on Azure profile management.

* https://learn.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root
* https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
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* https://learn.microsoft.com/en-us/troubleshoot/mem/intune/certificates/troubleshoot-scep-certificate-
profiles

Creating Intune profiles for Windows in Azure

Create the following profiles to enroll Microsoft Windows devices with Intune.

* A root CA profile
® Anissuing CA profile
® An SCEP profile

To create a Windows profile for Intune:

1. Log in to https://endpoint.microsoft.com as a user with administrative privileges.

2. Go to Devices > Windows > Configuration profiles.

Microsaft Endpaint Manager admin center E

Home » Daevices | Windows » Windows Create a profl'le
* Home

ELl Dachboard

" Windows | Configuration profiles

Platiorm

= All services L Search + Create prafile == Columns () Refresh 4 Bxport 7 Filter \Windawe 10 and later
: Ml Devices B windows devices 0 Search by name Prafile ype
i apps B windows enoliment Profile name | Templates
E A A Windows palicles 02-09_17-44-1675864651-ROCT-CEG-SMOKE ;'-T_Tl_?':fjtff:_‘:i_'l"dSIfO'«i‘; I»' I‘:;-‘"_
Ea [k Compliance policies 02-09_17-44- 1675 1-5CEP-CEG-SMOKE netwerks, sich as configuring W
fn Users .
Lo Configuration prafiles 2a-cegrintune e B tiusted
b Groups . . .
: 3'4-'.'&'SI'-E|Z$\:|||JE£- aa-phisas-hei-root-ca-cert-windows Tn.‘mpl.:'.cnnmc
£ Tenant administration . P,
ER Update rings for Windows 10 and sa-phigas-hei-SCER-windows Trusted cerificate
£ Tt T o aer aa-pkiaas-root-ca-windows
3. Click Create profile.
4. Configure the values described in the following sections.
o Create a profile
© Basics
o Configuration settings
© Assignments
© Applicability Rules
© Review and create
Create a profile
In the Create a profile dialog, select the following values for each Windows profile.
Setting root CA profile issuing CA profile SCEP profile
atlJPlatform Windows 10 and lateralJ[] ~ Windows 10 and lateral1l] ~ Windows 10 and lateralI(]
Profile type Templates Templates Templates
Template name  Trusted certificate Trusted certificate SCEP certificate
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Basics

In the Name field of the Basics page, type the name of the profile al1(] for example:

* ABC Root
* ABC Issuing
* ABC Digital Signature SCEP Cert

Optionally, add a description of the profile purpose.

Microsoft Endpoint Manager admin center

- Home > Devices | Windows > Windows | Configuration profiles »

# Home Trusted certificate

dows 10 and later

=4l Dashboard

= All services

n Basics

Ll Devices

I8 2pps Mame * ABC Foot

‘_, Endpoint security
5 Reports

-
as Users

Description

A Groups
.;,ﬂ‘ Tenant administration

,ip< TII':Jb'r_"_.htJﬂ,‘ll,ir‘.:J + support Flatform

Profile type

Configuration settings

When creating a root or issuing CA profile for Windows, configure the following settings on the
Configuration settings page.

Setting Root CA profile Issuing CA profile

alllCertificate file  The root certificate authority certificate ~ The issuing certificate authority certificate

Destination store Computer certificate store - Root Computer certificate store - Intermediate

A See Downloading a CA certificate to download CA certificates.

When creating an SCEP profile for Windows, configure the following settings on the Configuration settings
page.

Setting Value
Certificate
Select User.
type
Subject The syntax of the certificate subject names. This field supports the variables described in

name format  https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
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Setting Value

Subject
alternative The value of each attribute in the certificate subject alternative name. Optional.
name

Certificate
validity The validity period of the certificates.
period

Key storage . .
Select Enroll to Software KSP for Windows 10 Intune enroliments; select any of the listed

provider )
values for Windows 11.

(KSP)
Key usage The key usage of the enrolled certificates.
Key size .
(bits) Select 2048 (Entrust PKlaaS does not support key sizes below 2048).

its
Hash

. Select SHA-2.
algorithm
Root )
. Select the root CA profile.
certificate
Extended . .
Select Client Authentication.
key usage
SCEP Server . . .
URL Paste one of the URLs obtained when Configuring Intune in PKlaaS.
s
Assignments

On the Assignments page, select the user group of the Intune-enrolled devices.

Microsoft Endpaoint Manager admin center

Ll Home > Devices | Windows > Windows | Configuration profiles »
e Trusted certificate
Bl Dashboard Windews 10 and later
— All services
L@ Devices 'ﬂ Basics a' Configuration settings n Assignmenits
52 Apps Included graups
‘. Endpoint security P-, Add groups
LII Reports Groups Group Members (0 Filter Filter mode
&b Users AA-PEIaS-HCI 0 devices, 1 users Mone Mone
e Groups

Excluded groups
L3 Tenant administration

,'r{ Traubleshaoting + suppan ﬂ When excluding groups, vou cannot mix user and device groups aoross include and exclude. Click here to learn more about excuding growgs.

Applicability Rules
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On the Applicability Rules page, select optional filters for the selected group - for example, the operating
system of the devices.

Review and create

On the Review + create page, check the settings of the new profile and click Create to confirm the profile
creation.

Creating Intune profiles for Android in Azure
Create the following profiles to enroll Microsoft Windows devices with Intune.

* A root CA profile
* Anissuing CA profile
® An SCEP profile

To create an Android profile for Intune:
1. Log in to https://endpoint.microsoft.com as a user with administrative privileges.

2. Go to Devices > Android.

Dashboard > Devices | Android > Android

A Home Android | Configuration

£ Dashboard

= All services R Search £« |
Policies
Ll Devices E Android devices
&55 Apps & Monitor —+ Create ~ () Refresh
‘} Endpoint security “ Device onboarding
Reports ] Enroliment £ Search
aa Users ~ Manage devices |
& Groups Configuration Policy name

&3 Tenant administration E] Compliance

/% Troubleshooting + support “ Manage updates

Android FOTA
deployments

3. Select Manage devices > Configuration and click Create.
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Create a profile X
Platform

‘ Android Enterprise v ‘
Profile type

‘ Trusted certificate v ‘

Import the trusted root certificate from your Certification Authority and assign it to devices
that use SCEP and PCKS certificates to authenticate with your org's resources.
4. In the Create a profile dialog, configure the settings described in the following sections.

o Create a profile

© Basics

© Configuration settings
© Assignments

© Review and create
Create a profile
In the Create a profile dialog, select the following fields for each Android profile.

Setting Root CA profile Issuing CA profile  SCEP profile

alllJPlatform  Android Enterprise  Android Enterprise ~ Android Enterprise

Profile type Trusted certificate ~ Trusted certificate SCEP certificate

Basics

In the Name field of the Basics page, type the name of the profile a1 for example:

* ABC Root
e ABC Issuing
* ABC Digital Signature SCEP Cert

Optionally, add a description of the profile purpose.
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Microsoft Endpoint Manager admin center

: Home » Devices | Windows » Windows | Configuration profiles »
i Home Trusted certificate
=l Dashboard Windows 10 and later
All sendices

CH Devices n Basics
i apps Mame * ABC Root
® Endpoint et Description
A repaorts
&k Users
A Groups
£} Tenant administration
",( Tlr.:db|r.".-h-:.1l:>lir~.g + suppoit Platform

Brofile type

Configuration settings
When creating root or issuing CA profiles, configure the following settings on the Configuration settings page.

Settings Root CA profile Issuing CA profile

allllCertificate file  The root certificate authority certificate  The issuing certificate authority certificate

i See Downloading a CA certificate to download CA certificates.

When creating an SCEP profile for Android, configure the following settings on the Configuration settings
page.

Setting Value
Certificate

Select User.
type
Subject

The syntax of the certificate subject names. This field supports the variables described in

name
¢ ¢ https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
orma
Subject
alternative The value of each attribute in the certificate subject alternative name. Optional.
name
Certificate
validity The validity period of the certificates.
period
Key usage The key usage of the enrolled certificates.
Key size .
(bits) Select 2048 or 4096 (Entrust PKlaaS does not support key sizes below 2048).
its
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Setting Value
Hash
) Select SHA-2.

algorithm
Root )

. Select the root CA profile
certificate
Extended ) o

Select Client Authentication.

key usage
SCEP Server . . .
URL Paste one of the URLs obtained when Configuring Intune in PKlaaS.

s

Assignments

On the Assignments page, select the user group of the Intune-enrolled devices.

Microsaft Endpoint Manager admin center

ﬂ' Home

Edll Dashboard

— All services

CH Devices

2 Apps

‘ Endpoint security
Gal Reports

&k Uszers

a8 Groups

£} Tenant administration

,}{ Troublashooting + support

Home > Devices | Windows > Windows | Configuration profiles >
Trusted certificate

Windows 10 and later

ﬂ Basics G Configuration ssttings n Assignments

Included groups

P-+ Add groups

Groups Group Mambers (0

AA-PEIaasS-HTI 0 devices, 1 users

Excluded groups

Review and create

Filter Filter mode

Maone None

ﬂ When excluding groups, vou cannot mix user and device groups aoross include and exclude, Click here to learn more about excuding growgs.

On the Review + create page, check the settings of the new profile and click Create to confirm the profile

creation.

Creating Intune profiles for macOS in Azure

Create the following profiles to enroll macOS devices with Intune.

* A root CA profile

® Anissuing CA profile
* An SCEP profile

To create a macOS profile for Intune:

1. Log in to https://endpoint.microsoft.com as a user with administrative privileges.

2. Go to Devices > macOS > Configuration profiles.
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Micrasoft Intune admin center P @ 0 A N @
4 Home Jevices | macis macOs 1
Home > T Create a profile .
A Home ! macOS | Configurati
Y Dashboard -
Hatform
= Al services | = search
LB pevices Bl macos devices

—
888 Apps B macos enroliment

. Endpoint security Templates contain groups of settings, organ

ized by functionality. Use a template when you
macOs policies b ¥ I ¥

il - dont want to build policies manually o to configure devices to acoess corporate
- Reports " - meterorks, such as configuring Wik or Vi 2T more
& Compliance policies =
-
A Users —
Lo Configuration profiles A trusted
i Groups N
M shell scripts Template name I
&&F Tenant administration
& Custom sttributes Trusted certificate

.n; Troubleshoaoting + support
B update policies for mac0s

3. Click Create profile.
4. Configure the settings described in the following sections.

o Create a profile
© Configuration settings

(o]

Assignments

[e]

Review and create
Create a profile

On the Create a profile dialog, select the following fields for the SCEP profile.

Setting Root CA profile Issuing CA profile  SCEP profile
allPlatform macOS Enterprise  macOS Enterprise macOS Enterprise
Profile type Templates Templates Templates

Template name  Trusted certificate  Trusted certificate SCEP certificate

Configuration settings

When creating root or issuing CA profiles, configure the following settings on the Configuration settings
page.

Setting Root CA profile Issuing CA profile

alllCertificate file  The root certificate authority certificate  The issuing certificate authority certificate

i See Downloading a CA certificate to download CA certificates.

When creating an SCEP profile, configure the following settings on the Configuration settings page.

Setting Value

112/ 265



Entrust PKlaaS User Guide

Setting Value

Certificate
Select User

type

Subject o : - . . .
The syntax of the certificate subject names. This field supports the variables described in

name

¢ ¢ https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep

orma

Subject

alternative The value of each attribute in the certificate subject alternative name. Optional.

name

Certificate

validity The validity period of the certificates.

period

Key usage The key usage of the enrolled certificates.

Key size .

(bits) Select 2048 or 4096 (Entrust PKlaaS does not support key sizes below 2048).

its
Hash
. Select SHA-2.
algorithm
Root .
. Select the root CA profile.

certificate

Extended . s
Select Client Authentication.

key usage

SCEP Server . - .

URL Paste one of the URLs obtained when Configuring Intune in PKlaaS.

s
Assignments

On the Assignments page, select the user group of the Intune-enrolled devices.

Microsaft Endpaint Manager admin center

 Home

Edll Dashboard

= All services

Ll Devices

&5 Apps

® Endpaint security
Ex) Reparts

A Users

A Groups

L} Tenant administration

& Home > Devices | Windows » Windows | Configuration profiles »

Trusted certificate
Windows 10 and later
O Basicc: @ Configuration settings (3] Assignments
Included groups
P-, Add groups
Groups Group Members (0 Filter Filter mode
AA-PRIaaS-HCI 0 devices, 1 users MNone None

Excluded groups

# Troublesheating + suppart @ When excluding groups, you cannat mix user and device groups aoross include and exclude, Click here to learn more about exchuding growss,
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Review and create

On the Review + create page, check the settings of the new profile and click Create to confirm the profile

creation.

Creating Intune profiles for iOS and iPadOS in Azure
Create the following profiles to enroll iOS and iPadOS devices with Intune.

* A root CA profile
® Anissuing CA profile
* An SCEP profile

To create an iOS or iPadOS profile for Intune:
1. Log in to https://endpoint.microsoft.com as a user with administrative privileges.

2. Go to Devices > i0S/iPadOS > Configuration profiles.

mauridpatnckdemot.o,..
TEMANTMONKET [PATHICKDEM,

Microsoft Intune admin center

% Home » Devices | i05/iPad0S » i05/iPad0s =
" Hevices | 1S/ Fadls > 104 Create a profile =
Home I . . .
# [1, 105/iPadOs | Configuration p
Dashboard
Platform
= AN services D Search 1 Create p
Ll Devices B io5/Pados devices O Searchby  Profile type
&2 Apps B iosieados enrcliment Profile nams Templates w
‘? Endpaint secunty Templates contain groups of settings, onganired by funchonality. Use a template when yo
o e - a@-ins-smers amp contain groups tings, crganzed by funchonality. Ls emplate when you
:| I0S/iPad0s policies i dan't want 1 of want 1a configure devices 1o &ocess corporate
Reports & Compliance policies aa-ips-smers  Petworks, such ag cenfiguring WiFi or VRN, Learn more
aa Lizers
& Configuration profiles sa-phizasio | O trusted
&b Groups
Bt update policies for i05,ivsd0s aa-phiaasro Template name T
£ Tanant administration iendl
83-phiasi-Su  Jrusted certificate

Troubleshoating + suppart
K e 9 A1 05 Roott

3. Click Create profile.
4. Configure the settings described in the following sections.

o Create a profile

© Configuration settings
© Assignments

© Review and create

Create a profile

On the Create a profile dialog, select the following fields for the SCEP profile.

Setting Root CA profile Issuing CA profile  SCEP profile
atlJPlatform i0OS/iPadOS i0S/iPadOS i0S/iPadOS
Profile type Templates Templates Templates

Template name  Trusted certificate  Trusted certificate SCEP certificate
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Configuration settings

When creating root or issuing CA profiles, configure the following settings on the Configuration settings
page.

Setting Root CA profile Issuing CA profile

allCertificate file  The root certificate authority certificate  The issuing certificate authority certificate

i See Downloading a CA certificate to download CA certificates.

When creating an SCEP profile, configure the following settings on the Configuration settings page.

Setting Value
Certificate
Select User
type
Subject o : - . . .
The syntax of the certificate subject names. This field supports the variables described in
name
¢ ¢ https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
orma
Subject
alternative The value of each attribute in the certificate subject alternative name. Optional.
name
Certificate
validity The validity period of the certificates.
period
Key usage The key usage of the enrolled certificates.
Key size )
(bits) Select 2048 or 4096 (Entrust PKlaaS does not support key sizes below 2048).
its
Hash
. Select SHA-2.
algorithm
Root .
s Select the root CA profile.
certificate
Extended . e
Select Client Authentication.
key usage

SCEP Server

URL Paste one of the URLs obtained when Configuring Intune in PKlaaS.
S

Assignments

On the Assignments page, select the user group of the Intune-enrolled devices.
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Microsaft Endpaint Manager admin center

L Hame > Devices | Windows > Windows | Configuration profiles »
Lo Trusted certificate
Ell Dashboard Windows: 10 and later
— All services
CH Devices @ Basicc @ Configuration sstiings @) Assignments
i Apps Included graups
® Endpaint security B, add groups
ET Reports Groups Group Members (1) Filter Filter mode
i Users AA-PElaa5-HII 0 devices, 1 users Maone Mone
e Groups

Excluded groups
L Tenant adminigtration

,ip‘( Troubleshooting + suppon ﬂ When excluding groups, you cannat mix user and device groups aoross include and exclude, Click here to learn more about exciuding groups,

Review and create

On the Review + create page, check the settings of the new profile and click Create to confirm the profile
creation.

Enrolling user devices with the Intune Company Portal

When completing the Intune integration steps, download and install the Intune Company Portal to enroll your
device.

* Enrolling Windows devices with the Intune Company Portal
* Enrolling Android devices with the Intune Company Portal
* Enrolling macOS devices with the Intune Company Portal

® Enrolling iOS devices with the Intune Company Portal

For more details, check the Microsoft Intune documentation at https://learn.microsoft.com/en-
us/intune/intune-service/user-help

Enrolling Windows devices with the Intune Company Portal
Install the Intune Company Portal application to enroll your Windows device with Intune.
To enroll a Windows device with Intune:

1. Download the Intune Company Portal app from the Microsoft Store at
https://apps.microsoft.com/store/detail/company-portal/9WZDNCRFJ3PZ

2. Log in to the application with your Microsoft user credentials.

3. Follow the application instructions to enroll your device with Intune.

4. In the Windows Settings panel of your device, go to User accounts > Sync your settings.

5. Enable the device synchronization.

Enrolling Android devices with the Intune Company Portal
Install the Intune Company Portal application to enroll your Android device with Intune.

To enroll an Android device with Intune:
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1. Download the Intune Company Portal app from the Google Play Store at
https://play.google.com/store/apps/details?id=com.microsoft.windowsintune.companyportal
2. Log in to the application with your Microsoft user credentials.
3. Follow the application instructions to enroll your device with Intune.
4. Wait while the installation process adds the application to:
© The Personal workspace.
© The Work workspace.

Enrolling iOS devices with the Intune Company Portal
Install the Intune Company Portal mobile application to enroll your iOS device with Intune.
To enroll an iOS device with Intune:

1. Download the Intune Company Portal application from the App Store at
https://apps.apple.com/us/app/intune-company-portal/id719171358

2. Log in to the application with your Microsoft user credentials.

3. Follow the application instructions to enroll your device and install the Certificate Management Profile.

Enrolling macOS devices with the Intune Company Portal

Enroll your macOS device with the Intune Company Portal application as explained in
https://learn.microsoft.com/en-us/mem/intune/user-help/enroll-your-device-in-intune-macos-cp

Renewing enrolled certificates

When close to expiring, the Microsoft Intune protocol automatically renews certificates on Windows and
Android devices. However, as reported in https://learn.microsoft.com/en-us/mem/intune/protect/certificates-

profile-scep, the i0OS, iPadOS, and macOS devices have the following issue.

Renewal behavior on iOS/iPadOS and macOS: Certificates can only be renewed during the renewal
threshold phase. In addition, the device has to be unlocked while synching with Intune. If the renewal
was not successful, the expired certificate will remain on the device and Intune does not trigger a
renewal anymore. Also, Intune does not offer an option to redeploy expired certificates. Affected
devices need to be excluded from the SCEP profile temporarily to remove the expired certificate and

request a new one.

Therefore, if iOS, iPad, or macOS device certificates could not auto-renew during the renewal window, you

must:

1. Deselect the device on the Intune Company Portal application.
2. Reenroll the device on the Intune Company Portal.

Revoking and removing certificates
Please refer to the Microsoft Intune documentation for the scenarios in which to remove or revoke certificates.

https://learn.microsoft.com/en-us/mem/intune/protect/remove-certificates
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A PKlaaS Intune Integration supports SCEP certificates only. PKCS #10 and other PKCS certificates are not
supported.

With a periodicity of 24 hours, PKlaaS invokes the Microsoft Intune API to:

1. Fetch the list of certificates that need to be revoked.
2. Revoke all certificates in the list.
3. Update the status of each processed certificate.

Automating MDM Jamf enroliment

Configure PKlaa$S to process MDM (Mobile Device Management) Jamf enrollment requests with PKlaaS
Certification Authorities.

* Jamf requirements
* Configuring Jamf in PKlaaS
* Configuring MDM automation in Jamf

Jamf requirements
You must meet the following requirements to automate MDM Jamf enroliment with a PKlaaS gateway.

* PKlaaS account requirements

* C(Certificate authority requirements
® Operating system requirements

® TLS Cipher requirements

PKlaaS account requirements
You need an Entrust PKlaaS account with privileges to create an issuing certificate authority.
Certificate authority requirements

Make sure you have a subordinate CA with a profile of the mdmws group. You can either:

* Create a new CA with this group, as explained in Creating an issuing subordinate CA.
* Add this group to an existing CA, as explained in Selecting CA profiles.

Operating system requirements

Enrollment integration for this release is tested and validated on the following operating system versions.

os Version

iPad 16.6

iPhone 16.6

macOS Ventura 13.5.1

Windows Not supported
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(o} Version

Android Not supported

ChromeOS  Not supported

Other devices and operating systems listed in the MDM vendor support documents should work, but have not
been tested.

TLS Cipher requirements

Enrollment URLs support the following TLS Ciphers.

Configuring Jamf in PKlaaS

Configure a PKlaaS workflow to process MDM (Mobile Device Management) Jamf enrollment requests with
PKlaaS Certification Authorities.

To configure an MDM Jamf workflow in PKlaaS:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the following roles:

o Owners

© Protocol Operators

2. Click Enrollment Protocols in the sidebar.

@ENTRLJST [T Q Pla v partit IblcalB04863 Js
@ Pl asa Service v Enrcliment Protocols
SECTION
@ Home
Protocol Configurations (&)
[E Enrcliment Protocols
€8 Coertificate Authorities & jamf-01
B Agents .
S User Management E intune-01

3. Click the plus + icon to the right of the Protocol Configurations tab.

4. Configure the following values in the Create Protocol Config dialog.

Field Value

Type Select MDM Jamf
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Field Value

Protocol Enter a unique identifier for the new configuration in your PKI. This identifier must
Configuration  be 2-18 characters long and can only include lowercase letters, numbers, hyphens
Identifier (a0 -a00), and underscores (aL10_atln).

Description Enter an optional description of the protocol purpose.

CA Identifier Select an issuing subordinate authority with profiles of the mdmws group.

Create Protocol Config

Type* @

ACME

MDM Intune

MDM Jamf

MDM Workspace ONE
MDM Ivanti

MDM IBM Maa5360

5. Click Create.

6. In the confirmation window, select the Digital IDs tab.

mdm-config-01

Protocol Configuration Identifier Type
Platform Authority Identifier
Description
End Entities Events Issued Certificates  Digital IDs (2  Credentials O =

@ sub-1=id-01

7. Click the plus + icon to the right of Digital IDs.

8. Configure the following values in the Digital identifier dialog.
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Field Value
Digital , S e
D Enter a unique name of the new digital identifier.
Parent Enter the parent Distinguished Name (DN) for building the RDN of a certificate. This
aren
DN value is appended to the end of the Subject DN after the RDN Format variables have
been processed.
RDN Enter the Relative Distinguished Name (RDN) format to build certificate Subject Names.
Format See Jamf RDN Format for considerations on this value.
CA N . L .
o Select an issuing subordinate authority with profiles of the mdmws group.
Identifier
Profile i
D Select the mdmws profile to process the enrollment requests.

Create Digital ID

Digital ID* & Parent DN* (&)
RDN Format* (3 CA Identifier* (3
Profile ID* (&)

Cancel

9. Click Create.

10. Copy the URLs under the MDM Web Service URL and SCEP URL fields of the confirmation dialog.

sub-1~sub-2
C Identifver Parent Distinguished Name
Prodde 1D RN Forrmat
MDM Web Service URL SCEPURL
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11. In the navigation tree, select the name of the new protocol configuration.
12. Select the Credentials tab.

13. Click CREATE.

14. In the Create MDM Credentials dialog, enter a username that is 2-18 characters long and only
includes lowercase letters, numbers, hyphens (alJ(1-al1(]), and underscores (alJ1_ari[]).

Create MDM Credentials

User Name* (3)

Cance

15. Click Create.
16. Copy the Password value displayed in the confirmation dialog.

user-02

Credential ID

Password

A As stated in the confirmation dialog before leaving this page, Entrust PKlaaS will not display the
credential password again.

Jamf RDN Format

As explained in Configuring Jamf in PKlaa$S, adding a digital identifier requires a Relative Distinguished Name
(RDN) format to build certificate Subject Names. See below for considerations on this value.

e Custom variable names
* Automated renewal
® Request values
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Custom variable names

Subject Names support custom variable names using the syntax al 1] for example:

CN=<varl> <var2> <var3> SampleStaticText

See RDN Variables for how to set the value of each variable in the Jamf portal.

A\ Entrust PKlaaS will only process enroliment requests containing values for all variables.

Automated renewal

Add the variable to support automated certificate renewal ar(1 for example:

CN=<varl> <profileid>

See RDN Variables for how to set the value of this variable in the Jamf portal.
Request values

Jamf enrollment requests will always contain values for the following RDN variables.

* The name of the device user.
* The group of enrolled devices.
* The type of enrolled device.

For example:

CN=<igusername> <iggroup> <devicetype>

i You don't need to inform these variables in the Jamf portal.

Configuring MDM automation in Jamf

If using Jamf as an MDM provider, configure and install a profile as described below.

i Jamf is a cloud service for managing Apple devices like Mac, iPad, or iPhone. When enrolling these devices,
the SCEP Payload must include the settings described in https://support.apple.com/guide/deployment/scep-
payload-settings-dep495a6d79/web
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To configure and install an MDM profile in Jamf:
1. Log in to the Jamf administration portal.
¥4 Pro
Dashboard plars e U

Computers

Jamf Pro Dashboard

b Devices ’ — e o The Jamf Pro Dashboard provides
a visual overview of the things
you care about most in your

— : environment. Add important items

} Setlings 72 . to your Dashboard to quickly and

easily monitor their statuses.

2. Select:

© Computers to create a profile for enrolling Apple computers like MacBooks.
© Devices to create a profile for enrolling iPhones, iPads, etc.

3. Select Configuration profiles in the sidebar and click New.

Pro

Camputers

! 0 computers Configuration Profiles

th Upload
4+ COMPLETED ok FEMDIND ¢ FAILED:

Licensed Software

Canibisit bl isfuisssannil

Configurnaticn
Profiles

4. Configure the Options and Scope settings in the New macOS Configuration Profile form.
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g Pro
Computers : Configuration Profi

< New macOS Configuration Profile

2 Computers

Inventory

Search Inventory

General
Search Volume
Content General

Licensed Software
Accessibility
Nat configured

Content Management i N
— Description

. - 1y slanation of the content or purpe
Policies AD Certificate B lanation of the content or purp

red

Configuration

Profiles .
AirPlay
_ Nat configured
Software Updates
Category

Restricted Software App-To-Per-App VPN -ategory to add the profile to

Mapping

Mac Apps Not configured None

5. Click Save.
6. To enroll devices, users must log in to Jamf and follow the prompts for enrollment.

© Depending on how Jamf was configured, users may or may not be prompted to download and
install CA Certificates.

© Users will be prompted to download and install a profile.

© Wait while the device is enrolled. Certificates will automatically be issued during enrollment.

Options
Configure the following settings in the Options tab of the New macOS Configuration Profile.

* General
e (Certificate
e SCEP

General

Click General on the Options tab and configure the following settings.

Settings Value Mandatory
Name Write a profile name to display on the device
Description Write a description of the profile purpose X
Category Select a profile category X
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Settings Value Mandatory

Level Select Device Level v

Distribution Method  Select Install Automatically v
Certificate

Click Certificate on the Options tab and configure the following settings.

Settings Value Mandatory
Certificate _ o
Write a name for the certificate v
Name
Select
certificate  Click Upload v
option
Upload the certificate of the CA that was selected when adding a Digital ID in
Certificate  section Configuring Jamf in PKlaaS (see Downloading a CA certificate for how v

SCEP

to download a CA certificate).

Click SCEP on the Options tab and configure the following settings.

URL

URL

Name

Redistribute Profile

Subject

Subject Alternative Name Type
Retries

Retry delay

Challenge type

Entrust Web Service URL
Administrator Username
Administrator Password

Verify Password

Digital ID Configuration Name
Group Name

RDN Variables

Key Size

Use as digital signature

Use for key encipherment
Fingerprint

Paste the SCEP URL value obtained when Configuring Jamf in PKlaaS.
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Mandatory: Yes.

Name

Enter the name of the SCEP service to display on the device.
Mandatory: Yes.

Redistribute Profile

Select Never.

Mandatory: Yes.

Subject

Enter the Subject Distinguished Name to include in the Certificate Signing Requests (CSRs). The enroliment
process will ignore this dummy value and use the digital identifier.

a1 See Configuring Jamf in PKlaa$S for how to add a CA digital identifier.

Mandatory: Yes.

Subject Alternative Name Type

Select the type of Subject Alternative Name.
Mandatory: No.

Retries

Select the maximum number of retries after a response.
Mandatory: No.

Retry delay

Select the period between retries.
Mandatory: No.

Challenge type

Select Dynamic Entrust.

Mandatory: Yes.

Entrust Web Service URL
Paste the Web Service URL value obtained when Configuring Jamf in PKlaaS.

Mandatory: Yes.
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Administrator Username
Paste the Credential Identifier value set when Configuring Jamf in PKlaaS.

Mandatory: Yes.

Administrator Password
Paste the Password value that obtained after generating a credential in section Configuring Jamf in PKlaaS.

Mandatory: Yes.

Verify Password
Paste the credential Password value obtained when Configuring Jamf in PKlaaS.

Mandatory: Yes.

Digital ID Configuration Name
Paste the User Name value that was used for adding a credential in section Configuring Jamf in PKlaaS.

Mandatory: Yes.

Group Name
Enter a name for the group.

Mandatory: When the RDN Format of the digital identifier includes the variable. In this case,
Jamf will automatically map this Group Name to the variable.

i See Configuring Jamf in PKlaa$S for how to add digital identifiers.

RDN Variables
Enter a value for each variable added to the RDN Format field when Configuring Jamf in PKlaaS.

* Configuring the profileid variable for automated renewal
® Using Jamf payload variables

® Omitting Jamf preloaded variables

Mandatory: Yes.
Configuring the profileid variable for automated renewal
To support automated certificate renewal, add the following variable.

Variable name Variable value
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Where is the RDN Format value set when Configuring Jamf in PKlaaS.
Using Jamf payload variables
RDN values support the following Jamf payload variables.

Variables Jamf documentation

allJPayload Variables for ) ) )

. . https://learn.jamf.com/bundle/jamf-pro-documentation-
Computer Configuration i ] ] o
current/page/Computer_Configuration_Profiles.ntml#ariaid-title2

Profiles
Payload Variables for Device https://learn.jamf.com/bundle/jamf-pro-documentation-
Configuration Profiles current/page/Mobile_Device_Configuration_Profiles.html#ariaid-title3

Omitting Jamf preloaded variables
Do not set the following variables, as Jamf requests always provide values for them.

Variable Value

The name of the device user.

The group of enrolled devices.

The type of enrolled device.

Key Size
Select one of the following values.

* 2048
* 4096

A Entrust PKlaaS does not support key sizes below 2048.

Mandatory: Yes.

Use as digital signature

Check to use the enrolled certificates for signing data.
Mandatory: No.

Use for key encipherment

Check to use the enrolled certificates for ciphering keys.
Mandatory: No.

Fingerprint
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Paste the SHA-256 fingerprint (in hexadecimal format) of the whole root CA certificate in DER binary encoding
(not in PEM). You can obtain this value from the certificate properties or run the following commands.

oS Command

Windows

macQOS
Mandatory: Yes. It is recommended to always configure this field when possible.

Scope

Configure the following settings on the Scope tab of the New macOS Configuration Profile.

Setting Value Mandatory

allTarget Mobile Devices  Mobile devices to assign the profileto

Target Users Users to distribute the profile to v

Automating MDM Workspace ONE enrollment

Configure a PKlaaS workflow to process MDM (Mobile Device Management) Workspace ONE enrollment
requests with PKlaaS Certification Authorities.

* Workspace ONE requirements
* Configuring Workspace ONE in PKlaaS
* Configuring MDM automation in Workspace ONE

Workspace ONE requirements

You must meet the following requirements to automate MDM Workspace ONE enrollment with a PKlaaS
gateway.

* PKlaaS account requirements

* C(Certificate authority requirements
® Operating system requirements

® TLS Cipher requirements

PKlaaS account requirements
You need an Entrust PKlaaS account with privileges to create an issuing certificate authority.
Certificate authority requirements

Make sure you have a subordinate CA with a profile of the mdmws group. You can either:

* Create a new CA with this group, as explained in Creating an issuing subordinate CA.
* Add this group to an existing CA, as explained in Selecting CA profiles.

Operating system requirements
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Enrollment integration for this release is tested and validated on the following operating system versions.

oS Version

iPad 16.6

iPhone 16.6

macOS Ventura 13.5.1

Windows 10 and 11

Android 13

ChromeOS  Not supported

Other devices and operating systems listed in the MDM vendor support documents should work, but have not
been tested.

TLS Cipher requirements

Enrollment URLs support the following TLS Ciphers.

Configuring Workspace ONE in PKlaaS

Configure a PKlaaS workflow to process MDM (Mobile Device Management) Workspace ONE enrollment
requests with PKlaaS Certification Authorities.

To configure an MDM Workspace ONE workflow in PKlaaS:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the following roles:

o Owners

© Protocol Operators

2. Click Enrollment Protocols in the sidebar.

(jENTRUST [T Q Pla v partit IblcalB04863 Js
@ Pl asa Service v Enrcliment Protocols
SECTION
@ Home
Protocol Configurations (&)
[E Enrcliment Protocols
€8 Coertificate Authorities & jamf-01
B Agents .
Pa User Management E intune-01

3. Click Create.
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4. Configure the settings described in Create Protocol Config dialog.

Field Value
Type Select MDM Workspace ONE
Protocol Enter a unique identifier for the new configuration in your PKI. This identifier: Must

Configuration

be 2-18 characters long, can only include lowercase letters, numbers, hyphens ('-'),

Identifier and underscores ('_").
Description Enter an optional description of the protocol purpose.
CA Identifier Select an issuing subordinate authority with profiles of the mdmws group.

Create Protocol Config

Type*

ACME
MDM Intune

MDM Jamf

MDM Workspace OME

MDM lvanti

MDM IBM MaaS360

5. Click Create.

6. In the confirmation window, select the Digital IDs tab.

mdm-config-01
Protocol Configuration ldentifier Type
Platform Authority Identifier
Description

sub-1~id-01

7. Click CREATE.

Digital IDs (¥} Credentials Q =
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8. Configure the following settings in the Digital identifier dialog.

Field Value

Digital , o e

D Enter a unique name of the new digital identifier.

p ; Enter the parent Distinguished Name (DN) for building the RDN of a certificate. This
aren

DN value is appended to the end of the Subject DN after the RDN Format variables have

been processed.

RDN o , o ,

i ; Enter the Relative Distinguished Name (RDN) format to build certificate Subject Names.
orma

CA - : L .

. Select an issuing subordinate authority with profiles of the mdmws group.

Identifier

Profile ]

D Select the mdmws profile to process the enrollment requests.

Create Digital ID

Digital ID* (&) Parent DN* (&)
RDN Format* (&) CA Identifier* (&)
Profile ID* (&)

Cancel

9. Click Create.

10. Copy the URLs under the Web Service URL and SCEP URL fields of the confirmation dialog.
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sub-1~sub-2
Cik Iheritifoer Parent Distinguished Narme
Profde ID RIDM Forrmak
MDM Web Service URL SCEPURL

11. In the navigation tree, select the name of the new protocol configuration.

12. Select the Credentials tab.

mdm-config-01 Ceios)

Protocol Configuration Identifier Type
Platform Authority Identifier
Description
@ MDM Credential (user-02) has been deleted successiully X

Credantials ?

6{3 user-01 (" ACTIONS )

13. Click CREATE.

14. In the Create MDM Credentials dialog, enter a username that is 2-18 characters long and only
includes lowercase letters, numbers, hyphens (a(11-al107), and underscores (al11_ari[l).

Create MDM Credentials

User Name* (3)

Cancel
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15. Click Create.

16. Copy the Password value displayed in the confirmation dialog.

user-02

Credential ID

Password

A As stated in the confirmation dialog before leaving this page, Entrust PKlaaS will not display the
credential password again.

Configuring MDM automation in Workspace ONE

Configure PKlaaS to process MDM (Mobile Device Management) Workspace ONE enrollment requests with
PKlaaS Certification Authorities.

® Supported protocols for MDM automation in VMware Workspace ONE

* Adding a CA and a Request Template for MDM automation in VMware Workspace ONE
* Adding a profile for trusted certificates in VMware Workspace ONE

* Adding a PKI profile for MDM automation in VMware Workspace ONE

* Adding an SCEP profile for MDM automation in VMware Workspace ONE

® Testing MDM automation in VMware Workspace ONE

Supported protocols for MDM automation in VMware Workspace ONE

When using VMware Workspace ONE as an MDM provider, the enrollment automation supports the following
protocols.

* The PKI protocol for Entrust MDMWS PKCS #12 enrollment.
® The Simple Certificate Enroliment Protocol (SCEP).

See below the profiles of the mdmws group supported by each protocol.

Profile PKI  SCEP
mdmws-digital-signature X v
mdmws-digital-signature-key-encipherment X Vv
mdmws-digital-signature-key-encipherment-clientauth X Vv
mdmws-key-encipherment X Vv
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Profile

SCEP

mdmws-non-repudiation

mdmws-p12-digital-signature

mdmws-p12-digital-signature-key-encipherment

mdmws-p12-digital-signature-key-encipherment-clientauth

mdmws-p12-key-encipherment

mdmws-p12-non-repudiation

See below for additional protocol differences.

Private key

Certificate information
CSR challenge passwords
Enrollment request
Support status

Private key

Key generation has the following protocol-related differences.

With PKI:

SSH RN I IR N

S S BN I N N BN

1. The Entrust CA generates the private key and delivers it to Workspace One as a PKCS #12.

2. Workspace One delivers the resulting private key and certificate to the managed device.

* With SCEP, the managed device generates the private key along with the CSR.

Certificate information

Certificate information has the following protocol-related differences.

* With PKI, Entrust CA provides certificate information using the MDMWS API.

With SCEP, the certificate information is in the CSR.

CSR challenge passwords

CSR challenge passwords have the following protocol-related differences.

® The PKI protocol does not use CSR challenge passwords.

With SCEP:

1. Workspace One requests challenge passwords from the MDMWS API of the Entrust CA.

2. Workspace One provides the challenge password to the managed devices.

3. The devices embed the challenge password into the CSR for SCEP enrollment.

Enrollment request

Enrollment requests have the following protocol-related differences.
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* With the PKI protocol, Workspace One submits the enrollment requests.
* With the SCEP protocol:

© The managed devices submit the enrollment requests to the SCEP endpoint of the Entrust CA.

© Optionally, you can use Workspace One as an SCEP Proxy to perform SCEP against Workspace
One instead of the Entrust CA.

Support status

The PKI protocol is fully supported. However, support for the SCEP protocol is temporarily broken because
Workspace One:

® Sends an incorrect SCEP URL to the managed devices

* Ignores the RDN Format custom variables selected when Configuring Workspace ONE in PKlaaS.

i Entrust is working with Workspace One to fix these issues.

Adding a CA and a Request Template for MDM automation in VMware Workspace ONE
Add a certificate authority and a request template for MDM automation in VMware Workspace ONE.

To add a Certificate Authority and a request template:

1. Log in to your Workspace ONE UEM (Unified Endpoint Management).

CETTIHG Groups > Groups & Settings
TamTE
All Settings = i
{? Groups & Settings
n Configurations
i e Manage advanced console-wide settings
ntegrations
rar
R Groups
Create and Manage « ustom named groups for s
-
DEVICES All Settings
Setup, installation, Console settings, and other a
2 Configurations
i Establish the foundational settings, customizaric
Sol
]

Integrations

Set up and configure the 3rd Party Integration &«

2. In the sidebar menu, go to Groups & Settings > All Settings.
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Setti Nngs SEDEMO assalya

I 5‘,!'5[&“'1 ‘_-.'_-,'SIEI'I'I } Enterprise |I“IE§['H|.' an
Getting Started
Certificate Authorities @

Branding

* Enterprise Integration

Content Gateway Certificate Authorities Request Templates
Certificate Authorities —
© 400 |
Cloud Connector —
Certificate Authority Cerver

Directory Services
Email (SMTP)
VMware Tunne

3. In the All Settings pop-up, go to System > Enterprise integration > Certificate Authorities.

4. Configure the following settings.

o Certificate Authorities
© Requests Templates

Certificate Authorities
In the Certificate Authorities tab:
1. Click ADD.
2. Configure the following CA settings.

© Name

© Description

© Authority Type

© Protocol

o Server URL

© Username

o Password

© SCEP Endpoint URL

3. Click TEST CONNECTION to check the connection with the Entrust CA.

4. Click SAVE to save the new CA settings.
Name
Enter a name for the CA in the VMware environment.

Description
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Enter an optional description for the CA in the VMware environment.
Authority Type
Select Entrust.
Protocol

Select the SCEP or PKI protocols described in Supported protocols for MDM automation in VMware
Workspace ONE.

Server URL

Paste the Web Service URL value generated when Configuring Jamf in PKlaaS. Specifically, use the following
URL formats to support certificate revocation.

Region Supported URL format

us

EU

Username

Paste the Digital ID value described in Configuring Jamf in PKlaaS.

Password

Paste the credential Password value obtained when Configuring Jamf in PKlaaS.

SCEP Endpoint URL

When Protocol is SCEP, paste the SCEP URL value obtained when Configuring Jamf in PKlaaS.

Requests Templates
In the Request Templates tab:

1. Click ADD.
2. Configure a new template for the CA.
3. Click SAVE to save the new template settings.

Name

Enter a name for the template in the VMware environment.

Description

Enter an optional description for the template in the VMware environment.

Certificate Authority
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Select the name of the CA previously created in the Certificate Authorities tab.
Managed CA
Select the same CA name that was used for Configuring Workspace ONE in PKlaaS.
Profile name

Select the same Profile ID value that was selected for Configuring Workspace ONE in PKlaaS.

Configure the same RDN Format variables selected for Configuring Workspace ONE in PKlaaS. You can either:

* Provide static text
® Click 4 and select a Workspace One variable

vart |{DevicePIarform} |
var2 |{Emailﬁxddre55} |
ACITIdIILaImgin g dC'”‘IE,I'r'I ~
_ . . User Email
[EmailUserName} -
Username
User Email
EmailAddress
{ } Address @
{EnrollmentUser} Username
{EnrollmentUserld} User ID -

Adding a profile for trusted certificates in VMware Workspace ONE

Profiles with the User Profile context do not support uploading certificates to the Trusted Root certificate
store. Therefore, you must create a profile with the Device Profile context and the following settings.

A When creating a Workspace One profile with the User Profile context, assign them to the same Smart
Group. This way, the devices managed by the user profile will trust the CA certificate chain of the device

profile.

To add a device profile in Workspace One:

1. In Workspace One, navigate to Resources > Profiles 8& Baselines > Profiles.
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3 Apps

Resources » Profiles & Baselines

FREESTYLE
Profiles & Baselines Profiles
Profiles
MONITOR Baselines Filters b
SDK Profiles Profile Details | Add Profile ads

i

DEVICES

Profile Resources

Sertings

¥

Upload Profile

Batch Import

ey Device Updates

e

RESOURCES
Sensors

2. In the content pane, click Add > Add Profile.
3. Follow the wizard pages described below.

o Add Profile

© Select Device Type
o Select Context

© General

o Credentials

Add Profile

Click on the name of the platform running the enrollment device.

Add Profile

Select a platform to start:

Android Apple i05

W r‘u;c-.r@ Android {Legacy)

Select Device Type
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Click on the type of enrolled device.

Select Device Type

Windows Desktop

Password WI-FI

VPN Credentlals

Restrictions Defender Exploit
Guard

Data Protection windows Hello

Select Context

Click on Device Profile to enroll devices.

Select Context

- 0

User Profile Device Profile

General

Click General in the sidebar menu to configure the following settings in the content pane.

Field Value

alllIName Enter a name for the profile.

Smart Group  Select the smart group containing the managed users or devices.
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a8 EntrustHosted-DualUsage-Windows-Device

| l

Credentials (3]
RESErictians

Defender Exploic
Guard

Data Protection

..........

Anti-virus
Encryptian

Windows Updates
[Legacy)

Windows Updates
Prowy
OEM Updates

SCEP

General

(X)) Workflows that include this profile, use the assignment and deployment settings defined in that warkflow.

Version

=]
]
=1
=

Deploymaent

Assignment Typs

EntrustHosted-Duallsage-Win

hanaged

Auto

Always

ArAdrew

dows-Device

Credentials

Click Credentials in the sidebar menu to configure the user credentials.

Field

Value

SAVE AND PUBLISH CANCEL

Credential Source

Select Defined Certificate Authority.

Certificate

Upload separately the certificates of the root and issuing CAs.

Certificate Store

Select Trusted Root.

Adding a PKI profile for MDM automation in VMware Workspace ONE

See below for creating an MDM automation profile to issue certificates with the PKI protocol.

To add a PKI profile in Workspace One:

1. In Workspace One, navigate to Resources > Profiles & Baselines > Profiles.
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3 Apps

Resources » Profiles & Baselines

FREESTYLE
Profiles & Baselines Profiles
Profiles
MONITOR Baselines Filters b
SDK Profiles Profile Details | Add Profile ads

i

DEVICES

Profile Resources

Sertings

¥

Upload Profile

Batch Import

ey Device Updates

e

RESOURCES
Sensors

2. In the content pane, click Add > Add Profile.
3. Follow the wizard pages described below.

o Add Profile

o Select Device Type
o Select Context

© General

o Credentials

Add Profile

Click on the name of the platform running the enrollment device.

Add Profile

Select a platform to start:

Android Apple i05

W r‘u;c-.r@ Android {Legacy)

Select Device Type
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Click on the type of enrolled device.

Select Device Type

Windows Desktop

Password WI-FI

VPN Credentlals

Restrictions Defender Exploit
Guard

Data Protection windows Hello

Select Context

Click on User Profile to enroll users or Device Profile to enroll devices.

Select Context

- 0

User Profile Device Profile

General

Click General in the sidebar menu to configure the following settings in the content pane.

Field Value

alllIName Enter a name for the profile.

Smart Group  Select the smart group containing the managed users or devices.
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=8 EntrustHosted-DualUsage-Windows-Device

Credentials
RESErictians

Defender Exploit
Guard

Data Protection
Windows Hello
Firewall {Legacy)
Firesvall
ANT-VInUS
Encryptian

ws Updates

Win
[Leg:
Windows Updates
Pronty

OEM Updates

SCEP

General

(X)) Workflows that include this profile, use the assignment and deployment settings defined in that warkflow.

Mame * EntrustHosted-Duallsage-Windows-Device

Deployment Managed “
Assignment Typs Auto =
Allowy Bemaoval Always ”

Managed By Ardreew

Smart Group: S1art typing o add a group =]

Exclusions YES

Credentials

SAVE AND PUBLISH CANCEL

Click Credentials in the sidebar menu to configure the user credentials.

Field Value

Credential § . .
Select Defined Certificate Authority.

Source

Certificate

Upload separately the certificates of the root and issuing CAs.

Certificate
Store

Select Personal or Intermediate for profiles with the User Profile context. Select Trusted
Root for profiles with the User Device context.

Click 4 to create a new credential with the following settings.

Field Value

Credential . . .
Select Defined Certificate Authority.

Source

Certificate
Authority

Select the CA configured in Adding a CA and a Request Template for MDM automation in
VMware Workspace ONE.

Certificate
Template

Select the request template configured in Adding a CA and a Request Template for MDM
automation in VMware Workspace ONE.
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Field Value

Key Location  Specify the location for the issued certificate: Software or Hardware.

Certificate -
Enter the name of the certificate store.
Store

Adding an SCEP profile for MDM automation in VMware Workspace ONE
See below for creating an MDM automation profile to issue certificates with the SCEP protocol.
To add an SCEP profile in Workspace One:

1. In Workspace One, navigate to Resources > Profiles & Baselines > Profiles.

3'2 Apps Resources » Profiles & Baselines
FREESTYLE
Profiles & Baselines '
Profiles
Profiles
LT Baselines Filters b ADD W
SDK Profiles Profile Details | Add Profile ads
. &
Profile Resources Upload Profile
DEVICES
Settings Batch Import

Device Updates

RESOURCES
Sensors

2. In the content pane, click Add > Add Profile.
3. Follow the wizard pages described below.

o Add Profile

© Select Device Type
o Select Context

© General

o Credentials

o SCEP

Add Profile

Click on the name of the platform running the enroliment device.
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Add Profile

Select a platform to start:

Apple 05

Andraid

Windo .r®

Windows Deskiop

Android (Legacy)

Select Device Type

Click on the type of enrolled device.

Select Device Type

Windows Desktop

Password WI-FI

WM Credentlals

Restrictions Defender Exploit
Guard

Data Protection Windows Hello

Select Context

Click on User Profile to enroll users or Device Profile to enroll devices.
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Select Context

User Profile

General

Device Profile

Click General in the sidebar menu to configure the following settings in the content pane.

Field Value

alllJName Enter a name for the profile.

Smart Group  Select the smart group containing the managed users or devices.

a8 EntrustHosted-DualUsage-Windows-Device

Password

Wi-H

VPN

Credentials (3]
Restrictions

Defender Exploic
Guard

Data Protection
Windows Hello
Firewall {Legacy)
Firewall
Anti-Vinus
Encryptian

Windows Updates
[Legacy)

Windows Updates
Birouy
OEM Updates

SCEP

General

(©) Workflows that include this profile, use the assignment and deployment sewmings defined in that workflow.

Mame *

Version

Drescription

Deployment

Assignment Type

Allow Bemaval

Managed By

Srmart Groups

Exclusions

EntrustHosted-Dualllsage-Windows-Device

Managed

Auto

Abways

Andrew

S1art typing 1o #dd & group

YES

Credentials

Click Credentials in the sidebar menu to configure the user credentials.
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Field Value
Credential . . .
Select Defined Certificate Authority.
Source
Certificate  Upload separately the certificates of the root and issuing CAs.
Certificate  Select Personal or Intermediate for profiles with the User Profile context. Select Trusted
Store Root for profiles with the User Device context.
SCEP

Click SCEP in the sidebar menu to configure the following settings in the content pane.

Field Value
Credential . . .
Select Defined Certificate Authority.
Source
Certificate Select the CA configured in Adding a CA and a Request Template for MDM automation in
Authority VMware Workspace ONE.
Certificate Select the request template configured in Adding a CA and a Request Template for MDM
Template automation in VMware Workspace ONE.

Key Location

Specify the location for the issued certificate: Software or Hardware.

Testing MDM automation in VMware Workspace ONE

Test the MDM automation in VMware Workspace ONE after completing the configuration steps.

To test MDM automation in VMware Workspace ONE:

1. Open a browser at https://getwsone.com

2. Download the VMware Workspace ONE Intelligent Hub application.

3. Install the application on the device you want to enroll.

4. Log in to the VMware Workspace ONE Intelligent Hub.

A The user must belong to the Smart Group selected when adding the profile.

5. Click Sync Device.

150/ 265


https://getwsone.com/

Entrust PKlaaS User Guide

Workspace OME Intelligent Hub

Support
555-123-4567
Email Support

Basic Collect Logs

Hub Status

DMSPCEGWSTAAO3 Enrollment

Enrolled server
® Enrolled
. Enrolled group 1D
® Mo compliance set

wowon

Internet access

LUEM server

Sync has completad

Last Sync: 7/24/2023 12:13:45 PM

Device

Serial number

Encryption

Automating MDM lvanti enroliment

Configure PKlaa$S to process MDM (Mobile Device Management) Ivanti enrollment requests with PKlaaS

Certification Authorities.

* |vanti requirements
* Configuring Ivanti in PKlaaS
* Configuring MDM automation in Ivanti Neurons MDM

lvanti requirements
You must meet the following requirements to automate MDM Ivanti enrollment with a PKlaaS gateway.

* PKlaaS account requirements
® Operating system requirements
® TLS Cipher requirements

PKlaaS account requirements
You need an Entrust PKlaaS account with privileges to create an issuing certificate authority.

Operating system requirements
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Enrollment integration for this release is tested and validated on the following operating system versions.

os Version

iPad 17.5.1

iPhone 17.5.1

macOS Ventura 13.5.1

Windows 10

Android 14

ChromeOS  Not supported

Other devices and operating systems listed in the MDM vendor support documents should work, but have not
been tested.

TLS Cipher requirements

Enrollment URLs support the following TLS Ciphers.

Configuring lvanti in PKlaaS

Configure a PKlaaS workflow to process MDM (Mobile Device Management) lvanti enrollment requests with
PKlaaS Certification Authorities.

To configure an MDM Ivanti workflow in PKlaaS:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the following roles:

o Owners

© Protocol Operators

2. Click Enrollment Protocols in the sidebar.

(jENTRUST [T Q Pla v partit IblcalB04863 Js
@ Pl asa Service v Enrcliment Protocols
SECTION
@ Home
Protocol Configurations (&)

[E Enrcliment Protocols

&8 Certificate Authorities & jamf-01
B Agents .
Pa User Management E intune-01

3. Click Create.
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4. Configure the following values in the Create Protocol Config dialog.

Field Value
Type Select MDM Ivanti
Protocol Enter a unique identifier for the new configuration in your PKI. This identifier: Must

Configuration

be 2-18 characters long, can only include lowercase letters, numbers, hyphens ('-'),

Identifier and underscores ('_").
Description Enter an optional description of the protocol purpose.
CA Identifier Select an issuing subordinate authority with profiles of the mdmws group.

Create Protocol Config

Type*

ACME
MDM Intune

MDM Jamf

MDM Workspace OME

MDM lvanti

MDM IBM MaaS360

5. Click Create.

6. In the confirmation window, select the Digital IDs tab.

mdm-config-01

Protocol Configuration ldentifier Type

Platform

Description

sub-1~id-01

7. Click CREATE.

Authority Identifier

Digital IDs (¥} Credentials 3 =
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8. Configure the following values in the Digital identifier dialog.

Field Value

Digital , o e

D Enter a unique name of the new digital identifier.

p ; Enter the parent Distinguished Name (DN) for building the RDN of a certificate. This
aren

DN value is appended to the end of the Subject DN after the RDN Format variables have

been processed.

RDN o , o ,

i ; Enter the Relative Distinguished Name (RDN) format to build certificate Subject Names.
orma

CA - : L .

. Select an issuing subordinate authority with profiles of the mdmws group.

Identifier

Profile ]

D Select the mdmws profile to process the enrollment requests.

Create Digital ID

Digital ID* (&) Parent DN* (&)
RDN Format* (&) CA Identifier* (&)
Profile ID* (&)

Cancel

9. Click Create.

10. Copy the URLs under the Web Service URL and SCEP URL fields of the confirmation dialog.
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sub-1~sub-2
Cik Iheritifoer Parent Distinguished Narme
Profde ID RIDM Forrmak
MDM Web Service URL SCEPURL

11. In the navigation tree, select the name of the new protocol configuration.

12. Select the Credentials tab.

mdm-config-01 Ceios)

Protocol Configuration Identifier Type
Platform Authority Identifier
Description
@ MDM Credential (user-02) has been deleted successiully X

Credantials ?

6{3 user-01 (" ACTIONS )

13. Click CREATE.

14. In the Create MDM Credentials dialog, enter a username that is 2-18 characters long and only
includes lowercase letters, numbers, hyphens (a(11-al107), and underscores (al11_ari[l).

Create MDM Credentials

User Name* (3)

Cancel
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15. Click Create.

16. Copy the Password value displayed in the confirmation dialog.

user-02

Credential ID

Password

A As stated in the confirmation dialog before leaving this page, Entrust PKlaaS will not display the
credential password again.

Configuring MDM automation in Ivanti Neurons MDM

See below for configuring Ivanti Neurons as an MDM provider.

Supported protocols for MDM automation with lvanti Neurons
Adding a PKlaaS$ issuing CA to Ivanti Neurons MDM
Adding the PKlaaS issuing and root CA certificates in Ivanti Neurons MDM

Adding an identity certificate in lvanti Neurons MDM

Supported protocols for MDM automation with Ivanti Neurons
When using Ivanti Neurons for MDM as a provider, the enrollment automation:

® Supports the PKI protocol for Entrust MDMWS PKCS #12 enroliment.
* Does not yet support the Simple Certificate Enroliment Protocol (SCEP). Mobilelron Cloud is addressing
the limitations in its SCEP implementation to ensure full support for all profiles.

See below the profiles of the mdmws group supported by each protocol.

Profile PKI  SCEP
ano ano
ann ann
aln  ann
allaun
atlaun
v atn
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Profile PKI SCEP
v arr
v anmn
v anmo
v ano

Adding a PKlaaS issuing CA to Ivanti Neurons MDM
Add and configure a PKlaa$ issuing certificate authority in lvanti Neurons to automate MDM enrollment.
To add a PKlaaS issuing certificate authority in lvanti Neurons:

1. Log in to the Ivanti Neurons portal.

2. Go to Admin > Infrastructure> Certificate Management.

vant  MDM Admin Infrastructure
Foarmerly Maoksilglron Clowd
Dashboard System Access
Infrastructure App Lists
Users
Identity Audit Trails
Devices
Apple Certificate Management
Apps
Windows Derived Credential Providers
Content
Microsoft Azure Connector
Configurations
Google Help@Work
Policies Firmware Management LDAP
"-‘ Admin Scripts Sentry

3. Click the Add button of the Certificate Authority tab.
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ivanti
neurons MDM

Forresty Mabdlelson Clgwd

Certificate Management

[ Y
Dashboard Show Description

Admin { Infrastructure / Certificate Management

User Provided Certificates

Creating a certifiicate authority (CA) allows you to generate self-signed cerificates to be used b

Note: CAs with assoclated certificates can only be disabled, but not deleted. To delete such CAs, remaove all il

& Users
f Devices Certificate Authority Issued Certificates
[ | | Apps
|9
—  Content
+ Add
® Configurations
STATUS NAME
= Policies .
OoN CEG-AWS
S~ Admin , D CEG-AWS-Taha
o MDMWS-AS

4. Click Continue.

TYPE

Cloud

Cloud

Cloud

Connect to a publicly-trusted Cloud Certificate Authority

Use this option to connect to your public CA's certificate issuance cloud.

5. Configure the following settings.

© Name

o Select Cloud CA

© Description

© Enter URL

o Enter Username

© Enter Password

© Group

o Cache Identities on Ivanti Neurons for MDM
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@ Create a Cloud Certificate Authority

Name | Entrust :
Select Cloud CA Entrust v\
Description )
Enter URL ( 0} )
Enter Username ( 0] ]
Enter Password ( @ )
Group )

Cache Identities on Ivanti Meurons for MDM
Full identities will be stored on Ivanti Neurons for

MDM instead of being generated each time

(e meek )

Name

Enter a friendly name for Entrust CA within Ivanti Neurons MDM.
Mandatory: Yes.

Select Cloud CA

Select Entrust.

Mandatory: Yes.

Description

Add an optional description for the Entrust CA.

Mandatory: Yes.
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Enter URL

Paste the SCEP URL value that was obtained in section Configuring Ivanti in PKlaaS.

Mandatory: Yes.
Enter Username
Paste the User Name that was used to create a credential in section Configuring Ivanti in PKlaaS.
Enter Password

Paste the password that was obtained after creating a credential in section Configuring Ivanti in PKlaaS.

Mandatory: Yes.
Group

Skip this field, as groups are not evaluated for certificate authorities.

Mandatory: Yes.
Cache Identities on Ivanti Neurons for MDM

Keep this option enabled.

A Disabling this option will result in certificates being regenerated each time they are needed.

Mandatory: Yes.

Adding the PKlaaS issuing and root CA certificates in lvanti Neurons MDM
Repeat the steps below to add the certificates of the following certificate authorities.

® The issuing CA described in Adding a PKlaaS issuing CA to Ivanti Neurons MDM.
* The root CA of this issuing CA.

i See Downloading a CA certificate for how to download both certificates.

To add a CA certificate in lvanti Neurons MDM:
1. Log in to the Ivanti Neurons portal.

2. Select Configurations in the navigation sidebar and click Add.
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Al MDM
Fravariy Unbdgieon Qo

B Dushiposd

& Usere

O Deeces

B e

= Caninnt

#  Configurations

= Foides

\ adimin

Conligurations

Configurations

Shaw Description

Filters X [ Search.,
08 o STATUS
&) jmac
=-
- o -
Configuration Typa b
Sawch., ]
— o
) \dentity Certficats
Dy rmiecaly Canso e
12
101 Ghent Serviees (5
[ Identity Certficata (SCEF) ]

L

HAME

AVRILABLE INSTALLED

Windows
ApprOWork

I3antity

Iadid by
Mohilekon
AgEs CA

Tgantity

Issusd by
Filawaunz o o
RAncanryKay

CA

105 MOM -

Bl

Provislaned

3. Click Certificate in the Add Configuration pane.

ivanti

neurons M D M

Formery Mokelelren Cloud

B Dashboard
= lsers
0 Devices
mE Apps
= Content

. Configurations

=2 Policies

Configurations

Add Configuration cancel

Filters

it

0s

Ly

05

@

QS Version

mac

X [ Search Configurations

[Searr:h...

D Android 4+
O Androkd 5+
[T Android G+

g Privacy

Define Privacy settings.

mac| | 5§
I+d
:.: Passcode

Define the passcode
requiremants for devices.

4. Enter a friendly name for the CA certificate in the Name field.
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antl. MDM

Farmily Woliian ol

Crashbosard

Dhrvicas

Aops

Canbent

Conligurations

Policies

Admin

Configurations £ Delails

Add Config Cance

@ Creata Settings

2 Distribute

S‘% Create Certificate Configuration

Adding certificates on devices allows devicas 1o establish trust with sarvers and netwaorks such s website:
systems are already se4 up with publichy verifiable certificates, in which case this feature isn't needed. If the

improves the usar xperience.

P!

MWame

-

| frecquired]

+ Add Dascription

Configuration Setup

Cottilicste da% No Certificate selected

Drag and drop file here
or

Choose File

X508 corificate (cor ] files for inclusion on device

. y
k‘_ Back_),-

5. Click Choose file under Configuration Setup and import the certificate file.

6. Click Next.

7. Select the devices, users, or groups to assign the certificate to.

ivanti

MEUrons MDM

Farmarty Webiska Class

Cashiboarnd

Ulsers

Davicas

Ao

Content

Configurations

Policias

Secdmin

8. Click Done.

Conliguralions J Dedails

Ao Corfig Cancal

Create Setlings

Distributa

iﬁ% Create Certificate Configuration

| (e H

[ Memt |

Adding certificates on devices allows davicas to establish trust with sarvers and networks such as websitas, &1
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s
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il
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o A

Adding an identity certificate in Ivanti Neurons MDM

Add an identity certificate in lvanti Neurons to automate MDM enrollment.

To add an identity certificate in Ivanti Neurons:
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1. Log in to the Ivanti Neurons portal.

2. Select Configurations in the navigation sidebar and click Add.

Al MDM
Fravariy Unbdgieon Qo

B Dushiposd

& Usere

O Deeces

B e

= Caninm

#  Configurations

= Foides

\ adimin

Conligurations

Configurations

Shaw Description
Filtzrs X

Q! e

@

@

mac

Configuration Typa b
Seech., ]

(] taentity Certhcate
[Trvmarmically Chansra e
1)

101 Ghent Serviees (5

[ ldentity Corificata {SCEF)
1%

Search.., ()

[m] ATATUE RAME AVRILABLE
Windows
Apprdaork
™ Idantin
o = e by
Mobileion
Ape CA

Idantity
Issued by

RAncanryKay
CA

105 MOM -

] w Eiulic ] 0

Provislaned

3. Click Identity certificate in the Add Configuration pane.

Add Configuration cancel

Filters

0s

-

\2

0S Version

mac

X

]
",

[Search. .

[ Android 4+
[ Android 5+
[ Android 6+

4. Enter a friendly name for the identity certificate in the Name field.

INSTALLED

Filgwauh2 n [}

[ Search Configurations

Privacy
Define Privacy settings.

mac) | §

S2 identity Certificate

Add certificates to allow devices
to authenticate to server and
network resources.

mac
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Create Identity Certificate Configuration

User-, device-, or group-based certificates can be used tc authenticate access to resources such as web
components like VPN or Wi-Fi. After manually uploading a certificate, you can set your email, Wi-Fi, or V
More...

=

Name

{ [required] 0

+ Add Description

5. Select the following values under Configuration Setup.

o Certificate Distribution

© Source

o Profile ID

© Profile description

© Application description

© Subject Alternate Name Type

© Subject Alternative Name Value
o Target Certificate Store
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Configuration Setup

Certificate Distribution

[ Dynamically Generated

Source

Profile 1D

Profile description

Application
description

Subject Alternate Name
Type

[ Entrust PKlaa$ Issuing CA

e L3
—

[ Select a Profile

[

£l
-

[ DNS Name
The type of a subject alternative name

[ example.com| ]

Subject Alternate Mame Value

Ak
A

(O Allow All Apps to access Private Key

(O Create configuration without issulng test certificate

Windows only

Target Certificate Store

Certificate Distribution

O Device Certificate
() User Certificate

Select Dynamically Generated.

Mandatory: Yes

Source

Select the certificate authority described in Adding a PKlaaS issuing CA to Ivanti Neurons MDM.

Mandatory: Yes

Profile ID

Select the same Profile ID value that was used to create a digital identifier in section Configuring Ivanti in

PKlaaS.

Mandatory: Yes

Profile description
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Enter a description of the enrollment profile.

Mandatory: No
Application description

Enter a description of the intended application for the identity certificate.

Mandatory: No
Subject Alternate Name Type

Select a format for the Subject Alternative Name field in the enrolled certificates.

Mandatory: Select None if the enrolled certificates do not require a Subject Alternative Name field.
Subject Alternative Name Value

Enter a value for the Subject Alternative Name field in the enrolled certificates.

Mandatory: When selecting a value other than None in Subject Alternate Name Type.
Target Certificate Store
When enrolling Windows devices, select the store for installing the certificates.

Option Certificate store

Device Certificate  The store of the aJ[Jlocal machine

User Certificate The store of the current user

Mandatory: When enrolling certificates for Windows devices.

Automating MDM IBM MaaS360 enroliment

Configure PKlaaS to process MDM IBM MaaS360 enrollment requests with PKlaaS Certification Authorities.

e MDM IBM MaaS360 requirements
* Configuring MDM IBM MaaS360 in PKlaaS
* Configuring MDM automation in IBM Cloud

MDM IBM MaaS360 requirements

You must meet the following requirements to automate MDM IBM MaaS360 enrollment with a PKlaaS
gateway.

* PKlaaS account requirements
® Operating system requirements
® TLS Cipher requirements

PKlaaS account requirements
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You need an Entrust PKlaaS account with privileges to create an issuing certificate authority.
Operating system requirements

Enrollment integration for this release is tested and validated on the following operating system versions.

(01 Version
iPad TBD
iPhone TBD
macOS TBD

Windows TBD

Android TBD

ChromeOS TBD

Other devices and operating systems listed in the MDM vendor support documents should work, but have not
been tested.

TLS Cipher requirements

Enrollment URLs support the following TLS Ciphers.

Configuring MDM IBM MaaS360 in PKlaaS

Configure a PKlaaS workflow to process MDM (Mobile Device Management) IBM MaaS360 enrollment
requests with PKlaaS Certification Authorities.

To configure an MDM IBM MaaS360 workflow in PKlaaS:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners
o CA Administrators

2. Click Enrollment Protocols in the sidebar.
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@ENTRUST 18] ¢ @ PKlasaSerice / partit iblcalB04863 Js

B PKlasa Service

£

Enrollment Protocols
SECTION
@ Home

Protocol Configurations (5)
[@ Enrcliment Protocols

B8 Cartificate Authorities E jamf-01
B Agents )
Ps User Managemant E intune-01

3. Click Create.

4. Configure the following values in the Create Protocol Config dialog.

Field Value

Type Select MDM IBM MaaS360

Protocol Enter a unique identifier for the new configuration in your PKI. This identifier: Must
Configuration  be 2-18 characters long, can only include lowercase letters, numbers, hyphens (*-"),
Identifier and underscores ('_").

Description Enter an optional description of the protocol purpose.

CA Identifier Select an issuing subordinate authority with profiles of the mdmws group.

Create Protocol Config

Type*

ACME

MDM Intune

MDM Jamf

MDM Workspace OMNE
MDM Ivanti

MDM IBEM MaaS360

5. Click Create.

6. In the confirmation window, select the Digital IDs tab.
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mdm-config-01

Protocol Configuration ldentifier Type
Platform Authority Identifier
Description

Digital IDs (3)

sub-1~id-01

7. Click CREATE.

8. Configure the following values in the Digital identifier dialog.

Field Value

Digital _ C o

D Enter a unique name of the new digital identifier.

Parent Enter the parent Distinguished Name (DN) for building the RDN of a certificate. This
aren

DN value is appended to the end of the Subject DN after the RDN Format variables have

been processed.

RDN o : - ,

. ; Enter the Relative Distinguished Name (RDN) format to build certificate Subject Names.
orma

CA - . L .

. Select an issuing subordinate authority with profiles of the mdmws group.

Identifier

Profile )

D Select the mdmws profile to process the enrollment requests.
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Create Digital ID

Digital ID* & Parent DN* &)
RDN Format* () CA Identifier* ()
Profile ID* (&)

Cancel

9. Click Create.

10. Copy the URLs under the Web Service URL and SCEP URL fields of the confirmation dialog.

sub-1~sub-2
Cy Identifver Parent Distinguished Name
Profde 1D RIDN Forrmat
MDM Wb Service URL SCEP URL

11. Select the Credentials tab.
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mdm-config-01 Cicros

Protocol Configuration Identifier Type
Platform Authority Identifier
Description
() MDM Credentia %

Credantials v

6'9 user-01 (" ACTIONS }

12. Click CREATE.

13. In the Create MDM Credentials dialog, enter a username that is 2-18 characters long and only
includes lowercase letters, numbers, hyphens (al1(1-al1[), and underscores (al1(1_al[l).

Create MDM Credentials

User Name* (i)

Cancel

14. Click Create.

15. Copy the Password value displayed in the confirmation dialog.

user-02

Credential ID

Password
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A As stated in the confirmation dialog before leaving this page, Entrust PKlaaS will not display the
credential password again.

Configuring MDM automation in IBM Cloud
See below for configuring IBM Cloud as an MDM provider.

® Requirements for MDM automation in IBM Cloud
* Configuring MDM automation with Cloud Extender

Requirements for MDM automation in IBM Cloud

See below the requirements for configuring IBM Cloud as an MDM provider.

¢ C(Certificate Authority
® (Credentials
* |BM MaaS360 Cloud Extender

Certificate Authority

Follow the steps in Managing certificate authorities to:

1. Create a CA hierarchy that includes an issuing subordinate CA.
2. Enable at least one P12 mdmws profile in the issuing subordinate CA.

Credentials

Follow the steps described in Configuring MDM IBM MaaS360 in PKlaaS to create a Digital ID and a
credential.

A Make sure the CA Identifier value matches the identifier of the issuing subordinate CA.

IBM MaaS360 Cloud Extender

Download and install IBM MaaS360 Cloud Extender as explained in:

https://www.ibm.com/docs/en/maas360?topic=guide-configuring-cloud-extender

Configuring MDM automation with Cloud Extender

After downloading and installing IBM MaaS360 Cloud Extender, run the Cloud Extender Configuration Tool to
configure MDM integration.

To configure IBM Cloud as an MDM provider:

1. In the Cloud Extender Configuration Tool, click Certificate Integration.
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& Cloud Extender Configuration Tool - (m} x

HOME IMPORT EXPORT PROXY SETTINGS HELP English (United States) vl

User Authentication User Visibility Exchange HCL Traveler Certificate Integration

Manage H Traveler Settings
2. Click Add New Template to deploy the certificate template options.
% Cloud Extender Configuration Tool - o »

HOME 1M EXPORT PROXY SETTINGS HELP English (United States) vI

Certificate Integration

Securely deploy identity certificates to mobile devices

o Cluster Create
Start

Mo cluster exists: create one for better performance.,

®
Certificate Templates Select your Enterprise Certificate Authority (CA)

(2 Microsoft CA 2 Vlerizon 8] Open Trust
(O Symantec O Entrust (O IDMemic - Mobile Guard
O Generic O EST

Select the purpose of issuing ldentity Certificates

User Authentication for Email. Wi-Fi, VPN, browser or reverse proxy.
Creates Device ldentity Certificates

o) S/MIME encryption and digital signatures or user authentication.

Creates User ldentity Certificates

3. Under Select your Enterprise Certificate Authority (CA), select "Entrust”.

4. Under Select the purpose of the issuing Identity Certificates, select "Creates Device Identity
Certificate".

5. Click Next to configure the Entrust CA settings.
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A Cleud Extender Configuration Teol - O

HOME IMPORT EXPORT PROXY SETTINGS HELP- English (United States) vI

Certificate Integration

Securely deploy identity certificates to mobile devices @
Entrust CA
Q-
Template Mame Example Template Mame
Web Service URL httpsy/mdm.pkiaas.entrust.com/mdm/mdmwsfaccountid)/AdminServiceVa
e Entrust Administrator Username - SampleUserlD
Paszword ssssseee
Managed CA Name sampleCA
Cert Attributes :
Continue
Digital 1D Config Name w
Finish RDM Format
RMM Yariahlac M
6. Fill in the following fields.
Field Value
Template Enter a user-friendly name for this configuration

Web Service Enter the Web Service URL value obtained in section Configuring MDM IBM
URL MaaS360 in PKlaaS. Make sure this URL ends with "AdminServiceV9".

Administrator  Enter the same User Name that was used for creating a credential in section
Username Configuring MDM IBM MaaS360 in PKlaasS.

Enter the password obtained after generating a credential in section Configuring
MDM IBM MaaS360 in PKlaaS.

Password

Managed CA  Enter the same credential CA Identifier selected in section Configuring MDM IBM
Name MaaS360 in PKlaaS.

7. Click Continue to populate the Digital ID list of Digital ID configurations.

8. Select a Digital ID configured to use a PKlaaS CA with an mdmws certificate profile that supports P12.

i Selecting a Digital ID will automatically populate the RDN Format and the RDN Variables fields.

9. In the RDN Format and the RDN Variables fields, replace every occurrence of with the
Subject Name variables described at: https://www.ibm.com/docs/en/maas360?topic=integration-
configuring-certificate-template-entrust

10. Click Next to configure the certificate properties.

174 /265


https://www.ibm.com/docs/en/maas360?topic=integration-configuring-certificate-template-entrust

Entrust PKlaaS User Guide

& Cloud Extender Configuration Tool - 0O x
oo omor mon s ey .
Certificate Integration
Securely deploy identty certficates 1o mobsle devices (D
Certificate Properties
-
Subject Alternate Name | None “|
Search for user by CN O
Revoke certificates when the B Hide
. .
°inmm g devans are execUled ) wipe
B Selective Wipe
M MDM Removal

Finish
| Lo ] EE s [o]

11. Enable all four revocation-related checkboxes to automatically revoke certificates (recommended).

12. Click Next to configure a test certificate request.

@ Cloud Extender Configuration Toal - O X

13. Configure the following values under Test Configuration.

Field Value

Certificate Name o
(csn) Enter a name for the new certificate.
csn

o Enter a value for each variable configured in the RDN Format and RDN
Substitutions . .
Variables fields.

14. Click Save and Test and wait while the test certificate is issued.

15. Click Advanced and configure the renewal settings.
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& Cloud Extender Configuration Tool - O ®

Advanced

Certificate Properties

Cert Renewal in Days Before Expiry

Retry Duration (in Days)

KN

16. Click OK to close the Advanced dialog.

17. Click Save.

Automating WSTEP enrollment
Configure PKlaa$S to process Microsoft WSTEP enrollment requests with PKlaaS Certification Authorities.

e WSTEP integration requirements

* Planning your WSTEP deployment

* Preparing the Active Directory forest for WSTEP
* Downloading an agent

* Installing an agent

* Configuring WSTEP automation in PKlaaS

* Enabling WSTEP for users and devices

* Managing certificate templates

* Managing on-premise Agents

* Troubleshooting WSTEP enrollment issues

WSTEP integration requirements
See below the requirements for automating WSTEP enrollment with a PKlaaS gateway.

* Enrollment protocol requirements
* TLS Cipher requirements

® Agent requirements

* Windows requirements

Enrollment protocol requirements
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Entrust PKlaa$ integrates into Microsoft Active Directory environments and automates enrollment using the
following Microsoft protocols.

* MS-XCEP
e MS-WSTEP

MS-XCEP

MS-XCEP (alJ[1X.509 Certificate Enrollment Policy Protocol) defines the interactions between a requesting
client and a responding server to exchange a certificate enrollment policy.

i A certificate enrollment policy is a collection of certificate templates and certificate issuers available to the
requestor for X.509 certificate enrollment.

See https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-xcep for details on this protocol.
MS-WSTEP

MS-WSTEP (WS-Trust X.509v3 Token Enrollment Extensions) defines the message formats and server behavior
to manually or automatically enroll X.509 certificates for users and computers.

See https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-wstep for details on this protocol.

TLS Cipher requirements

Enrollment URLs support the following TLS Ciphers.

Agent requirements

Automating Windows Auto Enrollment (WSTEP) requires installing an Entrust PKlaaS On-premises agent on
your Local Area Network (LAN). See below for the requirements of this machine.

® Agent network requirements
* Agent Azure requirements
* Agent VMware requirements

A You may use the agent for integrating the on-premises Windows infrastructure of a User with your cloud-
based PKlaa$S instance. You may only use agent in connection with your validly licensed use of Entrust PKlaaS.
You are expected to keep reasonable records relating to at least the number of copies of the software that
you have made, used and distributed, and the environments where they have been deployed.

Agent network requirements

The agent has the following network requirements.
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* Agent connection settings

® Agent outbound access to Active Directory

* Agent outbound access to ssl.com

* Agent outbound access to the Oracle Yum server

* Agent outbound access to the PKlaaS package repository
* Agent outbound access to PKIHub

Agent connection settings
The connection of the agent requires a DHCP server with a configured DNS.
Agent outbound access to Active Directory

Grant the agent outbound access to:

* The Active Directory DNS servers (to query SRV DNS records for the FQDN of Active Directory Domain
controllers).

* The Active Directory LDAP or LDAPS service (to look up information on Microsoft certificate templates,
Active Directory users, and Active Directory machines).

See below for the required outbound ports.

Target port Protocol Application Target service

53 TCP/UDP  DNS Active Directory DNS
389 TCP LDAP Active Directory secured with StartTLS
636 TCP LDAPS Active Directory

A If an attempted LDAPS connection fails, the agent switches to LDAP port 389 and attempts to use StartTLS
(because plaintext LDAP is not supported).

Agent outbound access to ssl.com

Grant the agent the outbound access to the ssl.com services.

URI Target port Protocol Application
443 TCP HTTPS
443 TCP HTTPS

Agent outbound access to the Oracle Yum server
Grant the agent the following outbound access to the Oracle Yum server.

URI Target port Protocol Application

443 TCP HTTPS
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Agent outbound access to the PKlaaS package repository

Grant the agent access to the package repository.

. Target .
Region URI Protocol Application
port
EU 443 TCP HTTPS
us 443 TCP HTTPS
Agent outbound access to PKIHub
Grant the agent access to the PKIHub services.
Region URI Target port Protocol Application
EU 443 TCP HTTPS
443 TCP HTTPS
443 TCP HTTPS
us 443 TCP HTTPS
443 TCP HTTPS
443 TCP HTTPS

Agent Azure requirements

To run the agent on Azure, use a dedicated machine with at least the following resources.

VM size vCPUs RAM (GiB) Datadisk MaxIOPS Local storage (GiB)

alrlfB2s 2 4 4 1280a010] 8 (SCShall

Agent VMware requirements
VMware virtualization platforms must meet the following requirements to run the agent.

* VMware version for running the agent
* VMware machine requirements for running the agent

VMware version for running the agent

You need an environment that supports Virtual Hardware version 14. The following VMware products are
compatible with this version.

e ESXi6.7
® Fusion 10.x
* \Workstation Pro 14.x
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* Workstation Player 14.x
VMware machine requirements for running the agent

The OVA file of the agent requires the following resources:

e 2 cores
* 8 GB of RAM
* 10 GB of disk space

Make sure the VMware environment running the agent provides these resources.

Windows requirements
The Windows environment of the enrolled devices must meet the following requirements.

* Windows user requirements
* Windows network requirements

® Active Directory requirements

Windows user requirements

For Installing the default set of certificate templates, you will need to log into the root domain of the forest as
a user belonging to the following groups.

* Domain Admins
® Enterprise Admins

Windows network requirements
See below for the network requirements for all Windows devices in an Active Directory forest.

® Device outbound access to the Entrust WSTEP service

* Device outbound access to the Entrust certificate validation services

i Connection to the Windows domain is not a requirement for certificate enroliment. After fulfilling the
requirements below, domain-joined devices can enroll for certificates even when not connected to the same
network as the Windows domain.

Device outbound access to the Entrust WSTEP service

Grant any device access to Entrust PKlaaS.

Region URI Target port Protocol Application
EU 443 TCP HTTPS
us 443 TCP HTTPS

Device outbound access to the Entrust certificate validation services
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Grant any device access to the following Entrust certificate validation services

Service Target port Protocol Application
Entrust PKlaaS Certificate Revocation Lists 80 TCP HTTP
Entrust PKlaaS OCSP service 80 TCP HTTP

Active Directory requirements
Each Windows Active Directory (AD) forest must meet the following requirements.

® LDAPS TLS certificate requirements for AD domain controllers
® SRV record requirements for AD LDAP services

LDAPS TLS certificate requirements for AD domain controllers

In each Active Directory domain controller, the TLS certificate for LDAPS must meet the requirements
described in:

https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/enable-ldap-over-ssl-3rd-
certification-authority#requirements-for-an-ldaps-certificate

Specifically, this certificate:

® Must be stored in the NT Directory Services (NTDS) personal certificate store.

® Must contain the FQDN (Fully Qualified Domain Name) of the Domain Controller as a DNS SAN
(Subject Alternative Name).

® Must use the RSA algorithm.

* Must include Server Authentication ( ) as Enhanced Key Usage.

SRV record requirements for AD LDAP services

Service Location (SRV) resource records for the LDAP Service must be valid for all domains in the forest. Verify
this requirement as explained at:

https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/verify-srv-dns-records-have-
been-created

i SRV records do not require extra configuration steps as Active Directory automatically creates and updates
them.

Planning your WSTEP deployment

WSTEP integration requires installing an agent virtual machine on-premises in the customer's LAN. Once
installed, this virtual machine:

* Performs LDAPS queries against the Domain Controllers in an Active Directory forest.
® Establishes an outbound connection with the Entrust Cloud.
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The Windows devices send WSTEP requests directly to the Entrust PKlaaS service hosted in the Entrust cloud.
See below for the main integration scenarios.

* Deploying a single agent for multiple Active Directory forests
* Deploying multiple agents for Active Directory forests in different networks

Deploying a single agent for multiple Active Directory forests

A single agent can handle any number of Active Directory forests, provided it can connect with each one.

—WSTEP

WSTEP—»

PKlaa$S Agent

—WSTEP
LDAP

/N

On-premises customer VLAN

- —\WSTEP—»

Deploying multiple agents for Active Directory forests in different networks

As illustrated by the diagram below, multiple agents are required when a single agent cannot communicate
with all forests.

PKlaas Agent

LDAP LDAP

On-premises customer VLAN On -premises customer VLAN

In any case, configuring multiple Active Directory forests:

® Requires preparing the domain controllers of each Windows forest as explained in this document.
® Requires adding the root domain of each Windows Forest to the Entrust PKlaa$S portal.
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* Does not require two-way transitive trusts.

Preparing the Active Directory forest for WSTEP

To prepare for WSTEP enrollment, perform the following operations in the domain controller of the Windows
Active Directory forest's root domain.

Creating a WSTEP service account

Installing the default set of certificate templates

Downloading the certificate chain

Setting up LDAPS on domain controllers

Creating a WSTEP service account

Create a WSTEP service account for the WSTEP agent and WSTEP server to authenticate all incoming requests
from WSTEP clients.

i Each root domain in the Active Directory forest requires a separate WSTEP service account, as each Active
Directory forest must be configured separately.

To create a WSTEP service account:

1. Log in to a domain controller of the Active Directory forest's root domain as a user who is a member of
both the Domain Admins and Enterprise Admins groups.

A The service account created for the agent must have read permissions on certificate templates, user
objects, and computer objects in LDAP.

2. Select Start > Windows Administrative Tools > Active Directory Users and Computers to open the
Active Directory Users and Computers dialog box.
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] Active Directery Users and Computers — O
File Action View Help
P — = = = | 4@ . o o | B
e | nFE 8 XEBd= BRI B eETE%
] Active Directory Users and Com|| name Type Description
- saved Querlels %Administratu:-r User Built-in account for ad...
v e 5.v.=.:NBer..ic_amp =cem %Allnwed RO.. Security Group... Members in this group c...
- CEImI:uters %Cert Publish... Security Group... Members of this group ...
:__.' Domain Controllers %Clnneahle D... Security Group.. Members of this group t...
@ ForeignSecurityPrincipal %Demed ROD... Security Group.. Mermbers in this group c...
“| Managed Service Accoul %Dumain Ad.. Security Group... Designated administrato...
S — %Dumain Cow.  Security Group.,  All workstations and ser..,
%Dumain Con.. Security Group...  All domain controllers i...
%Dumain Gue.. Security Group... All domain guests
%Dumain Users Security Group...  All domain users
%Enterprise.ﬂx... Security Group...  Designated administrato...
%Enterprise K.. Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
EEGrDup Polic..  Security Group...  Members in this group c...
< > E;;Guest User Built-in account for gue..,

3. Right-click the folder where you want to create the new account.

4. Select New > User to open the New Object a1 User dialog box.

Mew Object - User

; Createin:  serverexample com/Lsers
' |

First name: |

Last name: |

Full name: |

| Initials: I:I
|
|

|User logon name:

|User logon name (pre-Windows 2000):

| | [@server.example.com e

|SEHUEH‘\ | |

< Back

Mext =

ped

5. Enter the First name, Last name, and Full name for the new user account.

6. Enter a Windows User logon name for the user account. Optionally, enter a User logon name (pre-

Windows 2000) for pre-Windows 2000 computers.

7. Click Next to display the password options.
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Mew Object - User >

; Createin:  serverexample com/Lsers
' |

Password: | |

Confirm password: | |

[ ] User must change password at next logon
[ ] User cannot change passwond
[ ] Password never expires

[]Account is disabled

< Back Mext = Cancel

8. Enter a Password for the user account.
9. Enter the password again in the Confirm password field.
10. Deselect User must change password at next logon.

11. Click Next to display the confirmation dialog.

Mew Object - User >

; Createin:  server.example com//Lsers
)

When vou click Finish, the following object will be created:

Full name: PKlaaS Service Account

User Iugun name: pkiaasserviceAccount L‘_’-‘SEWEF.EIEND'E.CDFH

< Back Cancel

12. Record the user logon name of the account. You will use this logon name later to add a Service

Principal Name (SPN) mapping for Kerberos.

13. Click Finish.
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14. Double-click the account you just created to display the properties dialog box.

PKlaas Service Account Properties

? X
Member Of Dial-in Environment Sessions
Remote control Remote Desktop Services Profile COM+
General  Address Account  Profile Telephones  Organization
User logon name:
kiaasServicedccoun (@example.com e
Uszer logon name [pre-windows 2000):
ExaMPLEY pkiaasServicedccount
Logon Hours. . Log On To...
[ ] Unlock account
Account options:
[] Use only Kerberos DES encryption tppes for this account #
[] This account supports Kerberos AES 128 bit encryption.
Thiz account supports Kerberos AES 256 bit encryption.
[ 1 Do not require Kerberos preauthentication v
Account expires
(®) Never
() End of: Sunday . March 31, 2024
0K Cancel Spply Help

15. In the Account tab, check the following boxes under Account options.

© This account supports Kerberos AES 128 bit encryption
© This account supports Kerberos AES 256 bit encryption
16. Click OK.

Installing the default set of certificate templates

If not installed, install the default set of Microsoft certificate templates, as described in the following sections.

* Enabling the Certificate Templates snap-in
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* Installing the default set of Microsoft Certificate Templates using the snap-in

i This section is mainly for new Microsoft Active Directory forest deployments, as they do not include a set of
Microsoft certificate templates.

Enabling the Certificate Templates snap-in

You can enable the Certificate Templates snap-in by simply running the following PowerShell command.

Install-WindowsFeature RSAT-ADCS-mgmt

For example:

EN Administrator Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

{Active Directory Certificate Services Too...

PS5 C:'WUsers\ever

Alternatively, you can enable the Certificate Templates snap-in using the Windows Server Manager wizard.
To enable the Certificate Templates snap-in with the Windows Server Manager:

1. Open the Windows Server Manager al[] for example, by pressing the Windows key on the keyboard
and typing "Server Manager" in the search box.

':_, Server Manager - = .4

Server Manager * Dashboard (= Manage| Tools  View  Help
Add Roles and Features

Remove Roles and Features

m WELCOME TO SERVER MANAGER
Add Servers

_l Local Server Create Serder Group

li All Servers o CU"IriUJ"f' ]_'I-';- |Uf. al server Senver Manager Propertics
W ADDs -

2 DNs QUICK START

oles and features

W File and Stora ge Services b

Add other servers to manage

2. On the top-right of the window, click Manage > Add Roles and Features.

3. In the Select Features dialog, click Next until the Features section is displayed.
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fEa Add Roles and Features Wizard - U A

DESTIMATION SERVER

SE | E‘CT Te r."lle rE'S dmsgcegadaali.example.com

Select one or more features to install on the selected server,

Before You Begin
Installztion Type Features Description
server Selection Active Directory Certificate Services

[W] Remote Server Administration Tools (6 of 44 installed] ; -
Tools includes the Certification

Server Rolss b [] Feature Administration Tools . .
4 [W] Role Administration Taols (6 of 27 installed) Autharity, Certificate Templates,
=== » [W) AD DS and AD LDS Tools 3 of 4 installed) Enterprise PKI, and Online

v [ Hyper-V Management Tools Responder Management snap-ins.

I [] Remote Desktop Services Tools
I [] Windows Server Update Services Tools
SNl ctive Directory Certificate Services Tools
[] Active Directory Rights Management Services
[C] DHCP Server Taols
+ DNS Server Tools (Installed)
[ Fax Server Teaols
I [ File Services Tools
[] Metwork Controller Management Tools
[] Metwork Policy and Access Services Tools
[C] Print and Document Services Tools
I [[] Remote Access Management Tools
[ volume Activation Tools
1 Windows Deolovment Services Tools

< Previous Mext > Install Cancel

4. Check the following box: Remote Server Administration Tools / Remote Administration Tools /
Active Directory Certificate Services Tools.

5. Click Next until the Install button appears, and click the Install button.

6. Wait while the installation is complete before proceeding to the next step.
Installing the default set of Microsoft Certificate Templates using the snap-in

After Enabling the Certificate Templates snap-in, add the snap-in to install the default set of Microsoft
Certificate Templates.

To install the default set of Microsoft Certificate Templates using the snap-in:

1. Log in to the root Active Directory Domain of the Windows forest as a member of both the Enterprise
Admins and Domain Admin groups.

A Users without these privileges cannot access the dialog options described in this section.

2. Open Microsoft Management Console (MMC) ari[] for example, by pressing the Windows key on the
keyboard and typing "MMC." (ending with a period) in the search box.
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Server Manager * Local Server

; Consolel - [Console Root]
E File Action View Favontes Window Help
&

Mew Cirl+M
Open... Ctrl+0
Save Ctrl+3
i e There are no items to show in this view.

AddifRemove SnE—in... Cird +M
Options... '

1 dnsmgmit
2dsa

3 lusrmgr

Exit

3. Select File > Add/Remove Snap-in.
4. In the Available snap-ins column, select Certificate Templates.
Add or Remove Snap-ins Pt

You can select snap-ins for this console from those available on your computer and configure the selecked set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

fvailable snap-ins: Selected snap-ins:
Snap-in vendar ~ [ Console Root Edit Extensions...
| Active Directory Do,.,  Microsoft Cor.., El Certificate Templates E—
ﬁbﬁ ackive Directory Sike... Microsoft Cor... . =
:] Active Directory Use... Microsoft Cor. ..
= Ackived Contrel Microsaft Cor, ., Mowe Lip
7 ADs1 Edit Microsoft Cat...
Authﬂrizatinn Manager Microsoft Car... add > I DT
@ Certificate Templates  Microsoft Car...
@J Certificates Micrasoft Car...
SnJCert'ficat'mn Authority  Microsoft Cor,..
b, Component Services  Microsoft Cor...
&‘Cnmputer Managem... Microsoft Cor...
j Device Manager Microsoft Cor...
= Disk Management Microsoft and.., Advanced. ..
Description:
The Certificate Templates snap-in Sllows wou ko create and manage certificate kemplates,
oK, Cancel

5. Click Add to move the Certificate Templates snap-in to the Selected snap-ins column.

6. Click OK to close the Add or Remove Snap-ins wizard and return to the Microsoft Management
Console.

7. In the Microsoft Management Console, click Certificate Templates under Console Root.
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Server Manager * Local Server

i Consolel - [Console Root]
i File Acbon View Favortes Window Help
e | = = HE

_ Console Root Name

i Cestificate Templates 2l Certificate Templates

8. Click Yes in the confirmation dialog.

Certificate Templates

Windows has detected that new certificate templates should be
installed. Do you want to install them?

Yes Mo

A\ If you accidentally click No in the confirmation dialog, remove the Active Directory Certificate
Services Tools and repeat all the steps explained in Installing the default set of Microsoft Certificate
Templates.

Downloading the certificate chain

Follow the steps described in Downloading a CA certificate to download the certificate chain of the following
certificates:

e The LDAPS TLS certificates
® The WSTEP-enrolled certificates

Specifically, you must download:

* The certificate of the issuing certificate authority.
* The certificate of the root certificate authority

When not issued by the same certificate authority, you must download separately the certificate chains of the
LDAPS TLS and WSTEP certificates

Setting up LDAPS on domain controllers

Follow the steps below if the LDAPS connections with the Active Directory domain controllers are not
configured or you want to replace the current TLS certificates.
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Establishing trust of the LDAPS TLS chain
Generating the LDAPS TLS certificates
Installing the LDAPS TLS certificates
Validating the LDAPS configuration

If you want to maintain an existing LDAPS configuration, remember to add the root CA certificate of the
LDAPS TLS certificates when Configuring an issuing CA for WSTEP.

Establishing trust of the LDAPS TLS chain

Before generating the LDAPS TLS certificates, configure the Active Directory Forest to trust the certificate
chain. Otherwise, there is a risk of breaking the LDAP communications between the various domain
controllers. As explained below, the recommended method to configure the LDAPS certificate chain trust is to
create a GPO (Group Policy Object) linked to all domains in the Active Directory Forest.

* (Creating a Group Policy Object for the LDAPS TLS certificate chain
* Importing the LDAPS TLS certificate chain into the Group Policy Object
® Linking the TLS LDAPS Group Policy Object to all domains

Creating a Group Policy Object for the LDAPS TLS certificate chain

The recommended method to configure a certificate chain trust is to create a Group Policy Object (GPO)

linked to all domains in the Active Directory forest.
To create a Group Policy Object:
1. Log in to the root Active Directory of the forest as an Active Directory administrator.

2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group

Policy Management dialog.

|5, Group Policy Management - O x
=L Eile Action View Window Help - &8 %
= |xnm 06 -Hem
|5 Group Policy Management ~ ||Group Policy Objects in wstepqa.com
v oA Fu_:arat: ws-lr:pqa.cum Contents | Delegation
v = Domains —
3 t.com Mame GPO Status
v 3 wstepga.com =[ Defautt Domain Controllers Policy Enabled
o+ Default Domain Palicy [ Default Domain Policy Enabled
«/ LDAPS CA Cert Chain [ LDAPS CA Cert Chain Enabled
2 LIAM - RunServices [5] LIAM - RunServices Enabled
.l_’ MNGINX- krb.pkihub.test - Root Cert _j MWGEINX- kb phibub test - Root Cert Enabled
=" PKlaa5 Test WSTEP =] PKlzas Test WSTEP Enabled
= Remediate arc Group Policy Object |E[ Remediate anc Group Policy Object Enabled
= Remediate defender Group Policy Object |=[ Remedizte defender Group Policy Object Enabled
= Domain Controllers
.+ Group Policy Objects
¥ WMI Filters
3l Starter GPOs £
&= Gites o

3. Under the root domain, right-click the Group Policy Objects folder and select New to display the New

GPO dialog.
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Mew GPO b4

Mame:

Source Starter GPO;

(none]

Ok Cancel

4. Provide a new Name for the GPO and click OK.

Importing the LDAPS TLS certificate chain into the Group Policy Object

Import the LDAPS TLS certificate chain into the GPO previously created in Creating a Group Policy Object for

the LDAPS TLS certificate chain.

i See Downloading the certificate chain for how to download the required certificates.

To import the certificate chain into the GPO:

1. Log in to the root Active Directory of the forest as an Active Directory administrator.

2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group

Policy Management dialog.

|5, Group Policy Management O >
i File  Action View Window Help - a
o= 2nm 06 Hm
|, Group Policy Management # ||Group Palicy Objects in wstepqa.com
v oA F|_3r5t: ws_lr:pqa.cum Conterts ' Delegation
v = Domains o
EEE t.com MName GPO Status
v 3 wstepqa.com =[ Default Domain Controllers Policy Enabled
.y Default Domain Policy [ Default Domain Policy Enabled
| LDAPS CA Cert Chain J/ LDAPS CA Cert Chain Enabled
2 LIAM - RunServices |7 LIAM - RunServices Enabled
.l_' MNGINX- krb.pkihub.test - Root Cert _j MWGEINX- kb phibub test - Root Cert Enabled
= PKlaaS Test WSTEP =] PKlzas Test WSTEP Enabled
= Remediate arc Group Policy Object =/ Remediate arc Group Palicy Object Enabled
,,::_-_' Remediate defender Group Policy Object _E‘J’ Remediste defender Group Policy Object Enabled
= Domain Controllers
.+ Group Policy Objects
5 WMI Filters
7l Starter GPOs € >
& Cites o

3. Right-click the Group Policy Object.

4. Select Edit to display the Group Policy Management Editor.
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=] Group Policy Managerment Editor
File Action View Help

= @ E= HE

'=| Default Domain Centrollers Poli
~ i Computer Configuration

» [ Policies

% [ Preferences
~ 48, User Configuration

» | Policies

» [ Preferences

| Default Domain Controllers Policy [CEGM.WSTEPQA,COM] Policy

Select an item to view its description.

Extended /A: Standard f

Mame

i Computer Configuration
i User Configuration

5. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public

Key Policies.

6. Right-click Trusted Root Certificate Authorities and select Import.

| Group Policy Management E ditor
File Action View Help
& nm 0| a6z i3

w || Windows Settings
Mame Resolution Policy
= Seripts (Startup/Shutdown)
v [y Security Settings
- Account Palicies
3 Local Policies
J| EventLog
4 Restricted Groups
4 Jystern Services
4 Registry
g File System
f__ﬁ’ Wfired Netwaork (IEEE 802.3)
| Windows Defender Firewvall
| Network List Manager Polic
;4' Wireless Metwork (IEEE 802.
| Public Key Policies

~ || Object Type

| Encrypting File System
| Data Protection
| BitLacker Drive Encryption
| BitLocker Drive Encryption Network Unlock Certificate
| Austomatic Certificate Request Settings
] Trusted Root Certification Authoritie

_ Enterprise Trust Import...
o Intermediate Certific ation Authontie All Tasks .
| Trusted Publishers
A Untrusted Certificates Refresh
| Trusted People Help
7al Certificate Services Client - Cerificate o v s weny

3l Certificate Path Validation Settings
,..] Certificate Seraces Chent - Auto-Enrollment

7. In the Certificate Import Wizard, click Next and select the root CA certificate file to import.

8. Click Next to reveal the Certificate Store settings.
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& =* Cerificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
the certificate.

Aukomatically seleck the certificate store based on the bype of certificate
(®)Flace all certificates in the Following store

Certificate store:
Trusted Root Certification Authorities Browse,

Cancel

9. Verify that the selected certificate store is Trusted Root Certification Authorities.
10. Click Next to display the Completing the Certificate Import Wizard.
11. Click Finish to return to the Group Policy Management dialog.

12. In the Group Policy Management dialog, navigate to Computer Configuration > Policies >
Windows Settings > Security Settings > Public Key Policies.

13. Right-click Intermediate Certificate Authorities and select Import to display the Certificate Import
Wizard.

14. Click Next and select the issuing CA certificate file to import.

15. Click Next to reveal the Certificate Store settings.

16. Verify that the selected certificate store is Trusted Root Certification Authorities.
17. Click Finish.

18. Select File > Exit to close the Group Policy Management Editor.
Linking the TLS LDAPS Group Policy Object to all domains

Repeat the following procedure in each domain of the Active Directory forest to link the Group Policy Object
created for the LDAPS TLS certificate chain.

To link a Group Policy Object with a domain:
1. Log in to the root Active Directory of the forest as an Active Directory administrator.

2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group
Policy Management dialog.
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=, Group Policy Managerment

= File  Action  View ‘Window Help

o HEBEEXGE HE

= Group Policy Management

LDAPS Cert Chain
Scope Details  Settings
Links

v i, Forest: exarnple.cormn
v 55 Domains

L 'E:j E:(ar‘ﬁhlﬂ (ol .
s location:

E [ Create a GPO in this dornain, and Link it here...
= Link an Existing GPO... z, domaing,
m F Block Inheritance
a2 [
v [5f ( Group Policy Modeling YWizard...

MNews Organizational Unit

3. Right-click the domain name and select Link an existing GPO... to display the Select GPO dialog.
4. Select the Group Policy Object.

5. Click OK.

Generating the LDAPS TLS certificates

You can use Entrust PKlaaS to generate LDAPS TLS certificates for each domain. Follow the steps in Issuing a
certificate in a PKCS #12 and select the following values.

Setting Value
alllCertificate Select a certificate authority like the one described in Configuring an issuing CA for
Authority WSTEP.

Select the certificate profile of

Certificate Profile )
the multiuse group.

Subject DN

Enter a Common Name (CN) matching the FQDN of the Domain Controller — for
example:

Certificate Expiry

Enter a period not exceeding 397 days.

Subject Alternate

Names

All Subject Alternative Names must include a DNS matching the FQDN of the
Domain Controller.

A If you generate the LDAPS TLS certificates with a non-Entrust PKlaaS authority, ensure they are SHA-2, as

SHA-1 certificates are not allowed due to their vulnerabilities.

Installing the LDAPS TLS certificates
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Repeat the following steps in each domain controller to install the LDAPS TLS certificate in the NTDS personal
certificate store.

To install the LDAPS TLS certificate in a Domain Controller:

1. In the Domain Controller machine, copy the P12 file obtained when Generating the LDAPS TLS
certificates.

2. If not already installed, install the Certificate Templates snap-in as explained in Enabling the Certificate
Templates snap-in.

3. In the management console, right-click NTDS Personal under Certificates.

E Caonsolel - [Console Root\Certificates - Service (Active Directory Domain Services) on Local Compute\MTDEPersonal]
i File Action View Favorites Window Help
&= @ B8lc:= HE

~ Consale Root Object Type
w il Certificates - Service (Active Din
“| NTDSyPersonal There are no tems to show in this view,
| NTD S\ Trusted F Find Certificates...
-1 NTDS\Enterpris Bl Tasks > Find Certificates...
| NTDS\Intermec
~| NTDS\Trusted F Wi b Impaort...
: Eg??ﬂ:ls;: N inoow fromitere Advanced Operations >
| NTDS\Trusted F Mewr Taskpad Wiews...
~ WNTDS\C lient A Refresh

4. Select All Tasks > Import to display the Certificate Import Wizard.

5. Follow the wizard instructions to import the certificate file, enter the password, and install the certificate
in the NTDS ersonal certificate store.

Validating the LDAPS configuration

After completing the LDAPS TLS configuration, open a command shell on any machine with OpenSSL installed
and run the following command for each Domain Controller.

openssl s_client -connect <DOMAIN-FQDN>:636 -showcerts

Where is the Fully Qualified Domain Name of the Domain Controller — for example:

openssl s_client -connect dcl.example.com:636 -showcerts
If LDAPS is appropriately configured, this command will display the LDAPS certificate for the selected domain
controller

Downloading an agent
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Download a virtual machine to operate as a WSTEP agent on your Windows domain.
To download an agent virtual machine:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

o Owners
o CA Administrators

2. Click Agents in the sidebar.

3. Select the Agents tab.

@ENTHUST 18] g P ervice | partitior ibicalB04863 Js
)  Pxias s Senice v Agents

SECTION Show mora

() Home

[E Enroliment Protocols
Agents (&)
ﬁ Cartihcate Authoaties

& Agents 2 sublcalB04863__yij9pghgv?l
b §

fo User Management

4. Click REGISTER.
5. Click the download link corresponding to your corporate platform.

© VMware vSphere
° Azure
o AWS

6. Click Agree in the License Terms and Conditions dialog to start the image file download.

Installing an agent
Once downloaded, install the agent virtual machine in your preferred virtualization infrastructure.

* |Installing on Amazon Web Services
* Installing on Azure
* Installing on VMware vSphere

i The agent virtual machine is stateless and stores all configuration settings on the Entrust cloud.

Installing on Amazon Web Services

See below for installing an agent virtual machine on the Amazon Web Services (AWS) cloud.
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i Refer to https://docs.aws.amazon.com for advanced configurations not covered in this guide, like selecting
the machine DNS.

To install an agent virtual machine on Amazon Web Services:

1. Log in to https://console.aws.amazon.com as a user with permission to:

© Create and manage S3 buckets, roles, policies, snapshots, images, and EC2 instances.

© Run AWS CLI commands using a locally installed AWS CLI or the AWS ShellCloud.
2. Perform the steps explained below.

© Creating an S3 bucket

© Configuring an IAM policy

© Creating an |IAM role

© Uploading the OVA file

o Creating an AMI import configuration file

© Preparing the command-line interface

© Importing the AMI

o Creating an EC2 instance

© Opening a session on AWS

Creating an S3 bucket

If you don't have an S3 bucket, create a new one as explained below.

i Skip this step if the bucket was already created for a previous deployment.

To create an S3 bucket:

1. Type "S3" in the AWS console search box.

Search results for 's3

Try searching with longer queries for more relevs

Features (19) Services

Resources New

Blogs (1,247) =

: Scalable Storage in the Clouc
Documentation (20,829) e e

2. Select S3 in the search results to display the Amazon S3 > Buckets page.
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aﬂs EEE Services

Amazon S3 » Amazon 53 » Buckets

Buckets ¥ Account snapshot

Access Points Last updated: Jun 8, 2023 by Storage Lens. Metrics are generated every 24 hours. Learn more B
Object Lambda Access Points View Storage Lens dashboard

Multi-Region Access Points

Batch Operations Total storage Object count Average object size You can enable

1AM Access Analyzer for 53 507.5 GB i 1.3 GB advanced metrics in
the
"default-account-
dashboard”

Block Public Access settings for configuration.

this account

¥ Storage Lens
Buckets (5)  info

Buckets are containers for data stored in 53. Learn more [

AWS Organizations settings
Create bucket

Dashboards

3. Click Create a bucket.
4. Enter a name for the new bucket.

5. Select an AWS region for the bucket.

A All the resources created to deploy the agent in Amazon Web Services must share the same region.

6. For the other S3 settings, you can leave the default values.

© Object Ownership
o Block Public Access settings for this bucket
© Bucket Versioning
© Default encryption
© Advanced settings

7. Click Create bucket.
Configuring an IAM policy

For granting permission to the S3 bucket, create an IAM (Identity and Access Management) policy or reuse an
existing one.

® Creating a new |AM policy
® Updating an existing IAM policy

i Skip this step if the policy was already configured for a previous deployment.

Creating a new IAM policy
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See below for creating an IAM policy granting permission to the S3 bucket.
To create an IAM policy:
1. Type "IAM" in the AWS console search box.

2. Select IAM in the search results to display the IAM dashboard.

aws 5% Services | O Search

Identity and Access x &M % Policies
Management (1AM)

Policies (1101) mfe ~ Actions w

Dashboard

o2 &5 A 6B G F . oy &
¥ Access management
User groups Policy name ~
Users
AFIGatewayServiceRolePolicy
Roles
Policies 23] AWSAccountActivityAccess

3. Select Access management > Policies in the navigation sidebar.
4. In the content pane, click the name of an existing IAM policy or click Create policy to create a new one.

5. Click JSON in the Specify permissions form.

Specify permissions o

Add permissions by selecting services, actions, resources, and conditions, Build permission statements using the JSON aditor
Policy editor visual | JSON ] Actions w
1- 4
2 “Version": “2012-18-17",

6. Paste the following JSON code in the Policy editor field.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation”,
"s3:GetObject",
"s3:ListBucket"
1
"Resource": [
"arn:aws:s3:::$S3_BUCKET_NAME",
"arn:aws:s3:::$S3 BUCKET_NAME/*"
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]
}J
{

"Effect": "Allow",

"Action": [
"ec2:ModifySnapshotAttribute”,
"ec2:CopySnapshot”,
"ec2:RegisterImage",
"ec2:Describe*"

])

"Resource": "*"

}
]
}
7. In the JSON code, replace with the name of the S3 bucket selected when Creating

an S3 bucket.
8. Click Next.
9. Enter a name and an optional description for the new policy.

10. Click Create policy.
Updating an existing IAM policy

See below for how to update an existing IAM policy for granting permission to the S3 bucket.
To update an IAM policy:
1. Type "IAM" in the AWS console search box.

2. Select IAM in the search results to display the IAM dashboard.

Identity and Access x 1AM ¥ Policies
Management (lAM])
Policies 4) Info far Actions w
Q 20 a9 a4 B8Ry 6 > &
Dashboard
Paolicy name - Type - Used as -
¥ Access management
Usar groups B epolicy Customer managed Mone
Usars
a-polic i
Rokes policy @ Copy Edit

Policies

3. Select Access management > Policies in the navigation sidebar.
4. In the content pane, click the # expand button for an existing IAM policy.

5. Click Edit.
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6. In the policy editor field, add the following code to the array.

"arn:aws:s3:::$S3 BUCKET_NAME",
"arn:aws:s3:::$S3_BUCKET_NAME/*"

7. In the code, replace with the name of the S3 bucket selected when Creating an S3
bucket.

8. Click Next.
9. Click Save changes.
Creating an IAM role

Create an IAM (Identity and Access Management) role for the policy described in Configuring an IAM policy.

i Skip this step if the role was already created for a previous deployment.

To create an IAM role:
1. Type "IAM" in the search box.
2. Select IAM in the search results to display the IAM dashboard.
3. Select Access management> Roles in the navigation sidebar.
4. Click Create role to display the Select trusted entity page.

IAM > Roles » Create role

Select trusted entity e

Select trusted entity

Trusted entity type

AWS service AWS account

SAML 2.0 federation @ Custom trust policy

Custom trust policy

Create a custom trust policy to enable others to perform actions in this account.
1 -
2 "Version™: "2012-1@-17",
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5. Under Trusted entity type, click Custom trust policy.

6. Paste the following code under Custom trust policy.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"Service": "vmie.amazonaws.com"
})
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalid”: "vmimport"
}
}
}
]
}
7. Click Next.

8. In the Add permissions page, select the policy described in Configuring an IAM policy.
9. Click Next to display the Role details page.
10. In the Role name field, type

11. Click Create role.

Uploading the OVA file

Upload the OVA (Open Virtualization Format) image file of the agent.

i See Downloading an agent to obtain this file.

To upload the OVA file:

1. Navigate to the Amazon S3 page > Buckets page of the AWS console.

2. Click the name of an S3 bucket. As explained in Creating an S3 bucket, you can select an existing bucket
or create a new one.

3. In the S3 bucket details page, click Upload.

4. Select the agent image file with the extension and wait while the file uploads.

Creating an AMI import configuration file

In your local machine, create a containers.json file with the following contents.
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[
{
"Description": "Agent AMI file",
"Format"”: "ova",
"UserBucket": {
"S3Bucket": "$AWS_S3 BUCKET",
"S3Key": "$OVA FILE"
}
}
]

In the file contents, replace:

o with the name of the S3 bucket described in Creating an S3 bucket.
o with the name of the OVA file selected when Uploading the OVA file.
For example:
[
{

"Description": "Agent AMI file",
"Format"”: "ova",
"UserBucket": {
"S3Bucket": "PKIaaS-vm",
"S3Key": "PKIaaS-vm-prod-us.ova'

Preparing the command-line interface
To run AWS commands on your machine, download and install the AWS CLI as explained in:
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

Alternatively, you can use the ShellCloud provided by the AWS console. This option requires uploading the

configuration file as explained below.
To upload the AMI import configuration file:
1. Type "shell" in the AWS console search box.

2. Select CloudShell in the search results to display the online AWS shell.
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E"_""'""'IFS_, . :: Services

(3 AWS CloudShell

\ast-1 Tabs layout
Mew tab
[cloudshell-user@ip-18-6-
[cloudshell-user@ip-18-6- Split into rows
file:/fcontainer.json
) .
“ImportTaskId™: "impo Split into columns
"snapshotTaskDetail™:
"DiskImageSize™:
“Progress™: "@8",
"Status": "actiwve Download file
“StatusMessapge™:
"UserBucket™: { Upload file
"S53Bucket®: "

Files

3. In the options menu, select Actions > Upload file.
4. Select the file described in Creating an AMI import configuration file.
5. Click Upload.

Importing the AMI

Run the following AWS command to import the agent OVA as an EC2 AMI.

aws ec2 import-image --disk-containers file://containers.json

For example:

$ aws ec2 import-image --disk-containers file://containers.json

{

"ImportTaskId": "import-ami-@cO@ccaaab2leelce5",

"Progress”: "1",
"SnapshotDetails": [
{

"Description": "Agent AMI file",
"DiskImageSize": 0.0,
"Format": "OVA",
"Url": "s3://PKIaaS-vm/PKIaaS-vm-prod-us.ova",
"UserBucket": {

"S3Bucket": "PKIaaS-vm",

"S3Key": "PKIaaS-vm-prod-us.ova"

1,

"Status": "active",
"StatusMessage": "pending"
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Use the value of the ImportTaskld field to check the status of the import process.

aws ec2 describe-import-image-tasks --import-task-ids <ImportTaskId>

For example:

"ImportImageTasks": [
{
"Architecture": "x86 64",
"ImageId": "ami-0844eae6801fff32a",
"ImportTaskId": "import-ami-@cOccaaab2leelce5",
"LicenseType": "BYOL",
"Platform": "Linux",
"SnapshotDetails": [
{
"DeviceName": "/dev/sdal",
"DiskImageSize": 1538403840.0,
"Format": "VMDK",
"SnapshotId": "snap-©a6deaf4b94eb2b36",
"Status": "completed”,
"Url": "s3://PKIaaS-vm/PKIaaS-vm-prod-us.ova",
"UserBucket": {
"S3Bucket": "PKIaaS-vm",
"S3Key": "PKIaaS-vm-prod-us.ova"

Is

"Status": "completed",
"Tags": []

In the command output, check the value of the field.

Status Description Required action

The import process is still Rerun the command after 5 minutes to recheck the

running status

The import process has already ~ Copy the value you will later use for Creating
finished an EC2 instance

Creating an EC2 instance
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Create an EC2 instance for running the agent virtual machine image.
To create the EC2 instance:
1. Type "EC2" in the search box.

2. Select EC2 in the search results to display the EC2 dashboard.

a_"':':s’, EEE Services Q, Search Alt+S N. Wirgini *
@D New EC2 Experience % Instances (8) info
. c Instance state ¥ | Actions ¥ Launch instances v
EC2 Dashboard Q, Find instance by attribute or tag (case-sensitive)
EC2 Global View | Name v | Instance D | Instancestate ¥ | Instancetype ¥
Events | edm-ami-poc3..  i-089365be2d67a1277 ©stopped @@ cSn.xlarge
Limits - .
| edm-ami-poc3... i-08c793bd4438c7ada O Stopped  @Q, cSn.xlarge
¥ Instances ) - -F064366198c5a07ab4 e‘::np::-'cl cls] cSad.large
Instances 1 DeleteUnneda. .. i-OedcatadSb0cbe 2 8f e‘a:up::etl ®E, c5n.xlarge

3. Select Instances > Instance in the navigation sidebar.
4. Click Launch instance in the options menu.
5. Configure the following settings.

© Name and tags > Name

© Application and OS Images (Amazon Machine Image)
© Instance type

° Key pair (login)

© Network settings > Firewall (security groups)

o Configure storage

6. Click Launch instance.
Name and tags > Name
Enter a name for the new EC2 instance.
Application and OS Images (Amazon Machine Image)
Under the My AMIs tab, select the image previously imported in Importing the AMI.
Instance type

Select an EC2 instance built on the AWS Nitro System:

https://docs.aws.amazon.com/ec2/latest/instancetypes/ec2-nitro-instances.html

A The minimum recommended instance type is c5a.large.
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Key pair (login)
Select "Proceed without a key pair" as the SSH connection won't be used.
Network settings > Firewall (security groups)

Select or create a security group with permission to open the ports described in Agent network requirements.

i See https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html for how to create a
security group.

Configure storage
Select the default volume size.

Opening a session on AWS

After Creating an EC2 instance, refresh the EC2 instance list until the instance status is Running, and then

open a session into the agent.

To open an agent session on AWS:
1. Select the Entrust PKlaaS agent in the instances list.
2. Click Connect in the options menu.
3. Navigate to the EC2 serial console tab.

4. Click Connect.

ECZ » Instances » i-0a0ccbb316b595ddf » Connectto instance

Connect to instance i

Connect to your instance i-0a0ccbb316b595ddf (pkiaas-vm) using any of these options

EC2 Instance Connect Session Manager SS5H client EC2 serial console
Instance |D Serial port
(F i-0a0cchb316b595ddf (pkiaas-vm) [F ttyso

Cancel Connect

5. Wait a few seconds after the serial console appears.

6. Press the Enter key on your keyboard to launch the agent interface.
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PKIaaS Virtual Machine

PRIaaS Virtual Machine rumning
Uersion: vZB2482168726
Conmected to PKlaas

Region: PROD-US
OTP: 315918 | 18s
Go to the PKlaaS portal, click “Register PKlaaS Virtual
Machine”, and paste this OTP to register the virtual machine
in your account.

[ 1 Virtual Machine Configuration

[ 1 Agent installation

7. Take note of the One-time Password (OTP) the agent displays on start. You will need this OTP for
Registering an agent.

A The agent refreshes the OTP every 30 seconds.

Installing on Azure

See below for installing an agent on Microsoft Azure.

i Refer to https://learn.microsoft.com/azure for advanced configurations not covered in this guide, like
selecting the machine DNS.

To install an agent in Azure:

1. Log in to https://portal.azure.com as a user with permission to create and manage:
© Storage accounts
© Images
© Network rules
© SSH keys
© Virtual machines
2. Perform the steps described below.
o Creating an Azure storage account
© Uploading the VHD image
© Creating an Azure image
o Creating Azure network rules
o Creating the agent on Azure

© Opening a session on Azure

Creating an Azure storage account

Select an existing Azure storage account or create a new one as explained below.
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i Skip this step if the storage was already created for a previous deployment.

To create an Azure storage account:

1. Type "storage accounts" in the Azure search bar.

f-) stcrage e x lEY‘ D ié} @

All services (20) Marketplace (6) Dacumentation (99+) Resources (0)

Azure services
Azure Active Directory (0)

Services
Create a
i = Storage accounts {,} Automation Accounts

9 = Storage accounts (classic) ':rf, Batch accounts
b
. Storage browser #  Genomics accounts

Container M - = A
instances .

it storage movers i) Integration accounts

2. Select Storage accounts in the search results.
3. Click + Create on the Storage accounts page.

4. Configure the following settings on the Create a storage account page.

(o]

Subscription
© Resource group

o

Storage account name
© Region

5. Click Review to display the configured settings.

6. Click Create to create the storage account.
Subscription
Select your Azure user subscription.
Resource group

Select an existing resource group or create a new one.

A\ All the resources created to deploy an agent in Azure must share the same resource group.

Storage account name
Enter a name for the new storage account.

Region
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Select a region for the new storage account.

A All the resources created in Azure must share the same region.

Uploading the VHD image

Upload the agent image file with the extension to Azure.

i See Downloading an agent to obtain this file.

To upload the VHD image file:

1. Extract the contents of the Azure zipped image.

A Extracting the Azure zipped VHD image requires at least 11 GB of disk space.

2. In the Azure Portal, select the storage account described in Creating an Azure storage account.

Home > Sterage accounts > edm1

— edmO1 | Containers =

Search T Container v () Refresh & Give feedback
= Ovarview search containers by prefis ® ) Show deleted containers
@ activity log
& Ta Mame Last modified Public access level Lease state

Diagnosa and solve problems [J slags 5/6/2023, 2:49:09 PM  Private svailable

R, Access Contral (LAM)

W Data migration
Events

B Storage browser

# Storage Mover

[rata storage

== Containers

3. In the sidebar menu of the storage settings page, select Data storage > Containers.
4. On the Containers page, click + Container.
5. Enter a name for the new container and click Create.

6. On the Containers page, click the name of the new container to display the container details.
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Home > Storage accounts > edm(1 | Containers

e edm-01
Container
|/'73 Searc ‘ T Upload E] Change access level 'f_:' Refresh
O Overview Authentication method: Access key (Switch to Azure AD User Account)

Location: edm-01
&2 Diagnose and solve problems

Search blobs by prefix (case-sensitive)

FR Access Control (AM)

Settings +\L_(‘ Add filter
& Shared access tokens
Mame Modified
Access policy
Mo results

ill Properties

O Metadata
7. On the container details page, click Upload.
8. Select the agent image file with the extension and wait while the file uploads.

Creating an Azure image
See below for how to create the agent image using the Azure Portal.
To create the image in the Azure Portal:

1. Type "images" in the Azure Portal search bar.

2. Click Images on the search results.

3. Click + Create on the Images page.

4. Configure the following settings in the Create an image page.

© Project details
o |nstance details
o OS disk

5. Click Review + create to validate the image settings.

6. Click Create to create the new image.
Project details
Configure the following settings under Project details.

Setting Value

Subscription Select your Azure subscription.
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Setting Value

Resource group  Select the same resource group selected when Creating an Azure storage account.

Instance details
Configure the following settings under Instance details.

Setting Value

Name Enter a unique name for the new image.

Region  Select the same region selected when Creating an Azure storage account.

OS disk
Configure the following settings under OS disk.

Setting Value

OS type Select Linux

VM generation  Select Gen 1

Storage blob Select the VHD image described in Uploading the VHD image

Account type Select Standard SSD

Host caching Select Read-only

Creating Azure network rules
Create a Network Security Group with rules granting access to the ports listed in Agent network requirements.
Creating the agent on Azure

Set the following configuration when creating the agent on Azure.

® Basics

e Disk

* Networking
Basics

Set the following values in the Basics tab of the Create a virtual machine page.

Setting Value

Project details /

o Select your Azure subscription.
Subscription

allJProject details /

Select the resource group described in Creating an Azure storage account.
Resource group
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Setting Value

Instance details / . .
. . Enter a name for the new virtual machine.
Virtual machine name

Instance details / )
Reqi Select the region shared by the rest of the Azure resources.
egion

Instance details / ) _ _ . .
| Select the image described in Creating an Azure image.
mage

Instance details / Size ~ Select Standard_B2s or greater.

Administrator
account / Select SSH public key.
Authentication type

Administrator Generate a new one or use an existing one. The Azure VM creation process
account / SSH public requires this step, but the key won't be used in the agent, as there is no SSH
key source connection.

Inbound port rules /
o Select None.
Public inbound ports

Licensing type
. 9 type/ Select Other.
License type

Disk

Set the following values in the Disk tab of the Create a virtual machine page.

Setting Value

OS disk / OS disk type  Select Premium SSD (locally-redundant storage) or higher.

Networking

Set the following values in the Networking tab of the Create a virtual machine page.

Setting Value

NIC network security group Select Advanced.

Configure network security Select the network security group described in Creating Azure network
group rules.

Opening a session on Azure

After Creating the agent on Azure, wait until the machine status changes from Deployment is in progress to
Your deployment is complete, and open a session into the agent.

To open an agent session on Azure:
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1. Select the agent in the Agents list.

Home > Virtual machines >

Virtual machine

2 Serial console l 4 bC' Connect ~~ Q Restart |:| Stop

Help A\ pkiaas-vm virtual machine agent status is not ready.

) Troubleshoot the issue
F= Serial console

“~ Essentials 1SON View

2. If displayed, ignore the "Agent status is Not ready" warning.

3. Type "Serial console" In the search box.

4. Click the Serial console result under the search box.

5. Wait until the serial connection is established and the "Press ENTER to continue" message appears.
6. Press the Enter key on your keyboard to launch the agent interface.

PKIaaS Virtual Machine

PKIaaS Virtual Machine rumning
Uersion: V282482168726
Commected to PKlaad

Region: PROD-US

OTF: 315318 | 18s

Go to the PKIaaS portal, click "Register PKIaaS Virtual
Machine"”, and paste this OTP to register the virtual machine
in your account.

Uirtual Machine Configuration

Agent installation

7. Take note of the One-time Password (OTP) the agent displays on start. You will need this OTP for

Registering an agent.

i The agent refreshes the OTP every 30 seconds.

Installing on VMware vSphere

Use either the download link or the image file to install an agent in VMware Workstation.

i See Downloading an agent to obtain this file.
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To install an agent in VMware vSphere:

1.

2.

3.

10.

11.

12.

13.

Log in to your VMware vSphere portal.
Right-click on a folder of the navigation tree.

Select the Deploy OVF Template command to display the machine creation wizard.

Deploy OVF Template Select an OVF template X

Select an OWF template from remote URL or local file system

Enter a UL do 1 and install the GVF kage from the Internst, of Drowss (o catan accessibie from your computer
1 Select an OVE lEI'I'IphlE Enter a UHEL to d 3 =t VF packag 0l 2 Inte el gt a kocaton 3ccess T =]
such as a iocal hard drive, a network share. or a COYDVD drive

. In the Select an OVF template page, click URL to paste the download link, or Local file to import the

image file.

. In the Select a name and folder page, select a name and a folder for the new virtual machine.
. In the Select a compute resource page, select a computing resource for the new virtual machine.
. In the Review details page, review the settings already selected for the new virtual machine.

. In the Select storage page, select a storage resource for the new virtual machine.

A Do not enable the Encrypt this virtual machine option.

. In the Select networks page, select a network meeting the Agent network requirements.

In the Ready to complete page, review all the machine settings.
Click Finish and wait while VMware vSphere creates the machine.
Select the newly created machine in the navigation tree.

Click the a1 icon to power the machine, and wait while the machine starts.
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I N VT T Sy . - Yo AT A
G pkKlaas-vm-master-us 02 & © : ACTIONS
Sun*mar'y Monitor Conf gure Permissions Datastores Metworks Snapshots
Guest OS5 ACTIONS
Power Status i[f Powere I
Guest OS5 & Qracle Linux 8 (e4-bit)
VMware Tools Running, version: 12389 (Guest Managed {i}
DNS Name (1) e0ns-418
IP Addresses (2) 10.34 22134
fe80:43ea:6320:2 80ec
AUNCH REMOTE CONSO () i
| LAUNCH REMOT LE | Y Encryption Not encrypted

LAUNCH WEEB CONSOLE

14. Click LAUNCH WEB CONSOLE to display the machine prompt in your web browser.

PKIaaS Virtual Machine

PRIaaS Virtual Machine rumning
Uersion: vZB2482168726
Conmected to PKlaas

Region: PROD-US
OTP: 315918 | 18s
Go to the PKlaaS portal, click "Register PKlaaS Virtual
Machine”, and paste this OTP to register the virtual machine
in your account.

[ 1 Virtual Machine Configuration

[ 1 Agent installation

15. Take note of the One-time Password (OTP) the agent displays on start. You will need this OTP for

Registering an agent.

A The agent refreshes the OTP every 30 seconds.

Configuring WSTEP automation in PKlaaS

Configure PKlaaS to process WSTEP enrollment requests with PKlaaS Certification Authorities.

* Configuring an issuing CA for WSTEP
® Registering an agent

* (Creating an agent configuration

* Linking an agent to a configuration
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¢ Adding Active Directory nodes
® Getting the enrollment URL
® Enabling WSTEP for Active Directory nodes

Configuring an issuing CA for WSTEP

You need a subordinate or certificate issuing certificate authority with profiles of the wstep or multiuse groups.
You can either:

* C(Create an issuing subordinate CA with these profiles, as explained in Creating an issuing subordinate
CA.
* Add these profiles to an existing CA, as explained in Selecting CA profiles.

Registering an agent
Once installed on your premises, register the agent in the Entrust PKlaaS portal.
To register an agent:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the following roles:

o Owners

© Protocol Operators
2. Click Agents in the sidebar.

3. Select the Agents tab.

@ENTHUST [ ¢ @ PKiasaService / partition ibicalB04863 Js
@ PKlasaSenice w Agents

SECTION Showe moane

() Home

[E Emroliment Protocols
Agents (£
ﬁ Cartihcate Authoaties

& Agents % sublcalBO4B63 __yij9pghgv?l
b £

fo User Management

4. Click the plus + icon to the right of Agents.

5. In the Register Agent dialog, enter the one-time password you obtained when completing the
installation on the selected platform.

© Opening a session on AWS
© Opening a session on Azure
© Installing on VMware vSphere

6. Click Register.

Creating an agent configuration
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Create a configuration for your agent.

To create an agent configuration:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with

any of the following roles:

o Owners

© Protocol Operators

2. Click Agents in the sidebar.

3. Click the three dots to the right of the Agent Configs tab.

@ENTRLJET 18] <« Q
Q PKl as a Service w Agel"ltS

SECTION

& Home

[ Encolknent Pratocols

&F Certificate Authorities

& Agents @ vmi-config-1

#o User Mansgement

@ vm-config-2

4. In the Create an agent Configuration dialog, add a friendly name and optional description for the

configuration.

5. Click Create.

Linking an agent to a configuration
Link a configuration with your agent.

To link an agent configuration:

J5

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with

any of the following roles:

o Owners

© Protocol Operators

2. Click Agents in the sidebar.
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@ENTHUST [ L = Js
Q PKl 8% & Service w Agents
SECTION Shaw more
(& Home
@ Encolment Pratocols
Agent Configs (8)  Agent
€ Certificate Austhorties
8 Agents @ wvm-config-1
o User Mansgemant o
@ vrm-config-2
3. In the Agent Configs tab, click the three dots to the right of the agent name.
Agents
.-"lt_:-'_"‘,';. can be dep oyed locally on your Local Area Metwork (LAN) to execute spec fic functionalities required for various use cases

Show more

Agent Configs &) Agents View Agent Configuration

Edit Agent Configuration
vm-config-1
@ aliBeS0b4E4bbA 162 741650666 182084bT7618ad  cublcalBOABES ey T Link Agent

@ wvm-config-2

4. Select one of your registered agents.

5. Click Link Agent.

Adding Active Directory nodes

Add the Windows Active Directory nodes for which to enroll certificates.

To add an Active Directory node:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the following roles:

o Owners

© Protocol Operators

2. Click Certificate Authorities in the sidebar.
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@ENTRUST [

i

JS

@ PKiasaService v Certificate Authorities
SECTION T mar
@ Home

[@ Envolirment Protocols

&8 Cortificate Authorities

B Agents @ root2
By User Management
@ issuer2
@
@ 1550er]

3. Make sure you have a subordinate CA with a profile of the wstep group. You can either:

© Create a new issuing subordinate CA with this set, as explained in Creating an issuing
subordinate CA.
© Add this set to an existing CA, as explained in Selecting CA profiles.

4. Select the Enrollment Protocols (Legacy) tab.
Certificate Authorities

Show more

Enroliment Protocols (Legacy)

] WsTEP
= mom
@ Intune

i Future releases will move all functionalities on this legacy tab to the Enrollment Protocols branch of
the navigation tree.

5. Click WSTEP in the protocols list.

6. Click the plus + icon to the right of the Active Directories tab.
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WSTEP (Web Services Trust Protocol) establishes secure, trust-based communications between web

Show maore

Active Directories () Agent Config: 0=

10.0.0.21
M onmnsewzomn

10.0.0.0
m s YPOTCRUWYGmm Y _dFiE

7. Configure the following values.

o Server

o DNS Resolver

© User

© Password

© LDAP Certificate Chain
o CA Identifier

8. Click Add.

9. In the details of the new Active Directory, copy the value under Certificate Enroliment Policy Server.
You will need this value when Enabling WSTEP for users.

Server

Enter an identifier for the Active Directory.

DNS Resolver

Enter the DNS resolver that the WSTEP agent will use to resolve domain names. Enter the DNS resolver in the

following syntax:

<ip>[:<port>]

Where:

. is the IP address of the DNS server.

. is the port of the DNS service (defaults to 53).
User

Enter the name of a user with administrative permissions in the Windows domain.
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Password
Enter and confirm the password of the selected user.
LDAP Certificate Chain
Select a file containing the certificate chain of the Active Directory server.
CA Identifier

Select the issuing subordinate CA that will process the WSTEP enrollment requests.

i This list only includes certificate authorities with profiles of the wstep group.

Getting the enrollment URL

When Enabling WSTEP for users on your Windows domain you will need the URL of the Certificate Enrollment
Policy Server. See below for how to obtain this URL.

i Skip this section if you already copied this URL when Adding Active Directory nodes.

To get the WSTEP enroliment URL:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the following roles:

© Owners
© Protocol Operators

2. Click Certificate Authorities in the sidebar.

@ ENTRUST [ Js
@ PKiasaSenice v Certificate Authorities
SECTION
(& Home
[@ Envoliment Protocols
€9 Certificate Authorities
B Agents EE oot2
By User Management
@ issuer2
@ reotl
@ 5suer]

3. Select the Enrollment Protocols tab.
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Certificate Authorities
You can create and manage Certificate Authorities (CAs), their certificates and enrollment protocols from..

Show more

Certificate Authorities  Certificate Profiles Admin  Enrollment Protocols (Legacy) 0 =

[£) wsTeP

[E mom
@ Intune

4. Click WSTEP in the protocols list.

5. In the Active Directories tab, click domain the Active Directory for which to obtain the WSTEP
enrollment URL.

WETEP (Web Services Trust Protocol) establishes secure, trust-based communications between web
Show mone
Active Directores (31 Agent Configs Q=
G 0002
ASZHITaSpWZOM1kgDtgnEgMIBmosen@user 5B8bfdc90dad 102 /felbfclbore2b24ccarht
[\_' 10.0.0.0
e ZY POTCHUyXGmmXp_dFIEPI @smith
4

6. Expand the domain details and copy the URL under Certificate Enrollment Policy Server.

10.0.0.21
User Server
WLt ES 10.:00.2
Default CA Identifier Certificate Enrollment Policy Server
sub-1 https:/fwsteg
IEp
Root Active Directary 1D Agent Config Identifier
ASZHTxSpWZOM T kgDtgnEgNIBmC 5Bbfdcdad 102 Felbfcibe fa262 4ccelS0cheb
DNS Resolver Root Active Directory Realm
10.0.0.1:53 Mat Discowersd
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Enabling WSTEP for Active Directory nodes
Enable WSTEP enrollment for the Active Directory nodes configured in Adding Active Directory nodes.
To enable WSTEP for an Active Directory node:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of the following roles:

© Owners
© Protocol Operators

2. Click Certificate Authorities in the sidebar.

3. Select the Enrollment Protocols tab.
Certificate Authorities
Show more

ficate Profiles Admin  Enrollment Protocols (Legacy) Q =
] WsTEP
= mom
@ Intune

4. Click WSTEP in the protocols list.

5. Select the Agent Configs tab.

WSTEP (Web Services Trust Protocol) establishes secure, trust-based communication
Show more
Active Directories  Agent Configs (&) Q =

@ eDB8eB20b454bb41627415506e6192084b77635a4

@ 58bfdc90da41027felbfcl6c7e2624cce755chbeb

6. Click the plus + icon to the right of Agent Configs.
7. Select one of the configurations added when Creating an agent configuration.

8. Click Enable.
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9. Select the Active Directories tab.

WSTEP

WSTEP (Web Services T

Show more

Active Directories (3}  Agent Configs 0=

10.0.021
B st

m 10.0.0.0

eZ Y POTChUyXGmmXX_dFEP! @jsmith

L]

10. Select the Active Directory node you previously added in Adding Active Directory nodes.

Q‘ PEIl a5 a Sef Download LDAP CA Certificates rtificate Authonties =
J
ctive Directorie  Assign Root AD to Agent Configuration
10.0.0.21

Edit Roaot Active Directory

Delete Root Active Directory

User Server

Default CA Identifier Certificate Enroliment Policy Server

&

11. Click the three buttons right to the Active Directory name and select Assign Root AD to Agent
Configuration.

12. In the Assign Root AD to Agent Configuration dialog, select the configuration previously created in
Creating an agent configuration.

13. Click Assign.

Enabling WSTEP for users and devices
Enable WSTEP enrollment and autoenrollment for users and devices.

* Creating a Group Policy Object

* Importing the WSTEP certificate chain
* Enabling WSTEP for users

* Enabling autoenrolliment for users

® Enabling WSTEP for devices

* Enabling autoenrollment for devices

* Linking the WSTEP Group Policy Object

Creating a Group Policy Object
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The recommended method to configure a certificate chain trust is to create a Group Policy Object (GPO)

linked to all domains in the Active Directory forest.

To create a Group Policy Object:

1. Log in to the root Active Directory of the forest as an Active Directory administrator.

2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group

Policy Management dialog.

1L Group Policy Management
i File  Action View Window Help
| am 0|« dm
|5k Group Pelicy Management
v b, Forest wstepga.com
v [Z Domains
EE; t.com
v F3 wstepga.com
a7y Default Domain Policy
«| LDAPS CA Cert Chain
. LIAM - RunServices
" NGIMNX- krb.pkihub test - Root Cert
" PKlzas Test WSTEP
Remediate arc Group Policy Object

) [ |".|||‘ [l [

. Domain Controllers
.+ Group Policy Objects
¥ WMI Filters

] Starter GPOs

m Sites

" Remediate defender Group Policy Object

_E‘J’ Remediste defender Group Policy Object

O
Group Policy Objects in wstepga.com
Cortents ~ Delegation

Mame GPO Status

§,_r Default Domain Controllers Policy Enabled

[ Default Domain Policy Enabled

[ LDAPS CA Cert Chain Enabled

L[ LIAM - RunServices Enabled

I=[ NGINX-krb pkibub test - Root Cert Enabled

5[ PKlaas Test WSTEP Enabled

_E‘J’ Remediate arc Group Policy Object Enabled

Enabled

3. Under the root domain, right-click the Group Policy Objects folder and select New to display the New

GPO dialog.
Mew GPO X
Mame:
Source Starter GPO;
[none| ~
0k Cancel

4. Provide a new Name for the GPO and click OK.

Importing the WSTEP certificate chain

Import the WSTEP certificate chain into the GPO previously created in Creating a Group Policy Object.

i See Downloading the certificate chain for how to download the required certificates.
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To import the certificate chain into the GPO:

1. Log in to the root Active Directory of the forest as an Active Directory administrator.

2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group

Policy Management dialog.

1L Group Policy Management O X
L Eile Action View Window Help - & %
e |nm 0|« Hen
|, Group Policy Management Group Policy Objects in wstepga.com
v oA Fn_arat: wstepga.com Conterts ' Delegation
v [Z Domains -
EE; t.com Mame GPO Status
v F3 wstepqa.com = Default Domain Controllers Policy Enabled
o+ Default Domain Palicy [ Default Domain Policy Enabled
o/ LDAPS CA Cert Chain [ LDAPS CA Cert Chain Enabled
a| LIAM - RunServices 15[ LIAM - RunServices Enabled
_,_,' MNGINX- krb.pkihub.test - Root Cert _j MWGINX- kb phihub test - Root Cert Enabled
= PKlaas Test WSTEP I=f PKlaa$ Test WSTEP Enabled
= Remediate arc Group Policy Object =] Remediate arc Group Policy Object Enabled
,’E__' Remediate defender Group Policy Object _E‘f Remediste defender Group Policy Object Enabled
= Domain Controllers
.+ Group Policy Objects
+ WMI Filters
3l Starter GPOs < b
= Sitec
3. Right-click the Group Policy Object.
4. Select Edit to display the Group Policy Management Editor.
O by

Eile  Action

=] Group Policy Managerment Editor

View Help

= | m E= H

_j Default Domain Controllers Poli
w i Computer Configuration

~| Policies

| Preferences
v 'ﬁ.:_:- User Configuration

| Policies

| Preferences

Select an item to view its description.

| Default Domain Controllers Policy [CEGMWSTEPQA,COM] Policy

Mame

i Computer Configuration
i, User Configuration

\ Extended /{ Standard /

5. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public

Key Policies.

6. Right-click Trusted Root Certificate Authorities and select Import.
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| Group Palicy Management E ditor - O
File Action View Help
o 2M 0|0 = 0!

v | Windows Settings ~l

Object Type
Mame Resolution Policy Encrypting File System
= Scripts (Startup/Shutdown) '

| Data Protection

V- Scuiy Setnp! | BitLocker Drive Encryption

:_-é Account Palicies

- 5 | BitLacker Drive Encryption Network Unlock Certificate
3l Local Policies . I
= | Automatic Certificate Request Settings
3 Ewvent Log ahurlich
4 Restricted Groups TrustedR-jl:lt Certification Authortie ==
A System Semvices J Enterprise Trust il
4 Registry | Intermediate Certific ation Authontie All Taskst& y
g File System | Trusted Publishers
in Wired Network (IEEE 802.3) | Untrusted Certificates Refresh
| Windows Defender Firewsall | Trusted People Help
Network List Manager Polic 7al Certificate Services Client - Certificate v urmrmrm s weny
iafl Wireless Network (IEEE 802 <5l Certificate Path Validation Settings
| Public Key Policies 4 Certificate Services Client - Auto-Enrollment

7. In the Certificate Import Wizard, click Next and select the root CA certificate file to import.

8. Click Next to reveal the Certificate Store settings.

& =* Cerificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
the certificate.

Automatically seleck the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
Trusted Rook Certification Authorities Browss, ..

9. Verify that the selected certificate store is Trusted Root Certification Authorities.
10. Click Next to display the Completing the Certificate Import Wizard.
11. Click Finish to return to the Group Policy Management dialog.

12. In the Group Policy Management dialog, navigate to Computer Configuration > Policies >
Windows Settings > Security Settings > Public Key Policies.

13. Right-click Intermediate Certificate Authorities and select Import to display the Certificate Import
Wizard.

14. Click Next and select the issuing CA certificate file to import.
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15. Click Next to reveal the Certificate Store settings.

16. Verify that the selected certificate store is Intermediate Certification Authorities.

17. Click Finish.

18. Select File > Exit to close the Group Policy Management Editor.

Enabling WSTEP for users

Configure the WSTEP to enable WSTEP for users.

To enable WSTEP for users:

1. In the navigation tree of the new WSTEP Group Policy Object, expand User Configuration > Policies >
Windows Settings > Security Settings > Public Key Policies.

2. In the content pane, right-click Certificate Services Client - Certificate Enrollment Policy and select

Properties to display the Certificate Services Client - Certificate Enrollment Policy Properties

dialog box.
Certificate Services Client - Certificate Enrollment Polic... 7 X
Enroliment Policy
Configuration Model: Enabled v

Certificate enrollment palicy list

Mok cunfiiured

Default  Name Automatic Enroliment
Ackive Directory Enrollmen... Enabled
Add... Remove. ,. Properties
Additional certificate enroliment policy configuration
[ ]Disable user configured enrollment policy servers
QK Cancel Apply
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3. Select Enabled in the Configuration Model drop-down list.

A If you are not installing WSTEP alongside an existing Microsoft CA WSTEP, select Active Directory
Enrollment in the Certificate enrollment policy list pane, and click Remove.

4. Click Add to display the Certificate Enrollment Policy Server dialog box.

B " Certificate Enrollment Palicy Sercer X

Ceitificate entollment palicy server configuration

Enter LIRI for a certificate erollment policy server and select the corect authentication type, then

click W alidate Servar’.

] Use default Active Directory domain contraller UR Configure Friendly Mame

Enter enrollment policy server URI;

Authentication type:
Windows integrated o VW alidate Server

[ Priority: * Default

Cestificate entallment policy properties

Information regarding the validation of the server URI will be prezented belove. Ensure that the
properties retumed from the server match the expected vabues before proceeding.

Add Cancel

5. In the Enter enrollment policy server URI field, enter the WSTEP URI you obtained when either:

© Adding Active Directory nodes
© Getting the enrollment URL

6. In the Authentication type drop-down list, select the same "Windows Integrated” option (should be
selected by default).

7. Click Validate Server and check the URI validation results.
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Certificate Enrollment Policy Server X

Certificate enroliment policy server configuration

Enter UR for a certificate enrollment policy server and select the comect authentication type, then
click “alidate Server'

[] Use default Active Directory domain controller LRI Configure Frisndly Name
Enter enrollment policy server LR

| https: /- Aastep/phitestora/cep

Avithentication ype:

Windows integrated w Validate Server
[ ] Priority: “ Default

Certificate enroliment policy properties

Information regarding the validation of the server UR| will be prezented below. Ensure that the
properties returned from the server match the expected values before proceeding.

The URI “https: /4 “fwistepdpkitestong/cep”’ was vahdated successfully,
Enrollment 1D

fB2fpgrigshwivaublad ¥k hzdwuagiurb
Enrallmert Friendly Name

Erntruzt PKlaaS XCEP

A&dd Cancel

8. Click Add to add the new WSTEP service to the Certificate enrollment policy list pane.
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Certificate Services Client - Certificate Enrollment Palic.., 7 X

Enrollment Paolicy

Configuration Model: Enabled v

Certificate enrollment palicy list

Default  MName Autornatic Enroliment

Entrust PKIaas ¥CEP Enabled

Add. ., | Remove,,, | | Properties

Additional certificate enrolliment policy configuration

[ ]pisable user configured enrollment policy servers

Ok Cancel Apply

9. In the Certificate enrollment policy list pane, check the box of the new Entrust PKlaaS XCEP
certificate enrollment policy to make it the default one.

10. Click OK.

Enabling autoenrollment for users
Configure the WSTEP Group Policy Object to enable autoenrollment for users.
To enable autoenroliment for users:

1. In the navigation tree of the new WSTEP Group Policy Object, expand User Configuration > Policies >
Windows Settings > Security Settings > Public Key Policies.

2. In the content pane, right-click Certificate Services Client Auto Enrollment and select Properties to
display the Certificate Services Client Auto-Enroliment Properties dialog box.
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Certificate Services Client - Auto-Enrollment Properties ? X

Enrollment Palicy Confiquration

Enroll user and computer certificates automatically

Configuration Model: Enabled v

Renew expired certificates, update pending certificates, and remove
revoked certificates

Update certificates that use certificate termplates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

102 %

-

Additional stores, Use "," to separate multiple stores, For example:
"Storel, Storez, Store3"

QK Cancel Apply

3. Select Enabled in the Configuration Model drop-down list.
4. Check the following boxes:

© Renew expired certificates, update pending certificates, and remove revoked certificates
© Update certificates that use certificate templates

5. Optionally, change the percentage under Log expiry events and show expiry notifications when the
percentage of remaining certificate lifetime is.

6. Click OK.

Enabling WSTEP for devices
Configure the Entrust PKlaaS WSTEP to enable WSTEP for devices.
To enable WSTEP for devices:

1. In the navigation tree of the new Entrust PKlaaS WSTEP Group Policy Object, expand Computer
Configuration > Policies > Windows Settings > Security Settings > Public Key Policies.
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2. In the content pane, right-click Certificate Services Client - Certificate Enrollment Policy and select
Properties to display the Certificate Services Client - Certificate Enrollment Policy Properties
dialog box.

Certificate Services Client - Certificate Enrollment Polic... ? X

Enroliment Policy

Configuration Model: Enabled W
Mok cunfiiured
Certificate enrollment palicy list
Default  Mame Automatic Enroliment
Ackive Directory Enrollmen... Enabled
Add... Remove, .. Properties

Additional certificate enroliment policy configuration

[]pisable user configured enrollment policy servers

QK Cancel Apply

3. Select Enabled in the Configuration Model drop-down list.

A If you are not installing WSTEP alongside an existing Microsoft CA WSTEP, select Active Directory
Enrollment in the Certificate enrollment policy list pane, and click Remove.

4. Click Add to display the Certificate Enrollment Policy Server dialog box.
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B Certificate Enrallment Palicy Server *

Ceitificate enmlment palicy server configuration

Enter LIRI for a certificate enrollment policy server and select the corect authentication tupe, then
click “alidate Server.

[[1Use default Active Directory domain contraller LR Configure Friendly Mame

Enter enrollment policy server URI;

Authentication tipe:
Windaws intearated v Y alidate Server

] Fricrity: [ : Default

Cestificate entallment policy properties

Infarmation regarding the validation of the server URI will be presented belove. Ensure that the
properties retuned from the server match the expected valies before proceeding.

Add Cancel

5. In the Enter enrollment policy server URI field, enter the WSTEP URI provided on the PKlaaS portal
for device enrollment.

6. In the Authentication type drop-down list, select the same "Windows Integrated" option (should be
selected by default).

7. Click Validate Server and check the URI validation results.
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Certificate Enrollment Policy Server X

Certificate enroliment policy server configuration

Enter UR for a certificate enrollment policy server and select the comect authentication type, then
click “alidate Server'

[] Use default Active Directory domain controller LRI Configure Frisndly Name
Enter enrollment policy server LR

| https: /- Aastep/phitestora/cep

Avithentication ype:

Windows integrated w Validate Server
[ ] Priority: “ Default

Certificate enroliment policy properties

Information regarding the validation of the server UR| will be prezented below. Ensure that the
properties returned from the server match the expected values before proceeding.

The URI “https: /4 “fwistepdpkitestong/cep”’ was vahdated successfully,
Enrollment 1D

fB2fpgrigshwivaublad ¥k hzdwuagiurb
Enrallmert Friendly Name

Erntruzt PKlaaS XCEP

A&dd Cancel

8. Click Add to add the new WSTEP service to the Certificate enrollment policy list pane.

2371265



Entrust PKlaaS User Guide

Certificate Services Client - Certificate Enrollment Palic.., 7 X

Enrollment Paolicy

Configuration Model: Enabled v

Certificate enrollment palicy list

Default  MName Autornatic Enroliment

Entrust PKIaas ¥CEP Enabled

Add. ., | Remove,,, | | Properties

Additional certificate enrolliment policy configuration

[ ]pisable user configured enrollment policy servers

Ok Cancel Apply

9. In the Certificate enrollment policy list pane, check the box of the new WSTEP service to make it the
default Certificate Enrollment Policy.

10. Click OK.

Enabling autoenrollment for devices
Configure the WSTEP Group Policy Object to enable autoenroliment for devices.
To enable autoenrollment for devices:

1. In the navigation tree of the new WSTEP Group Policy Object, expand Computer Configuration >
Policies > Windows Settings > Security Settings > Public Key Policies.

2. In the content pane, right-click Certificate Services Client Auto Enrollment and select Properties to
display the Certificate Services Client Auto-Enrollment Properties dialog box.
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Certificate Services Client - Auto-Enrollment Properties ? X

Enrollment Policy Configuration

Enroll user and computer certificates automatically

Configuration Model: Enabled v

Renew expired certificates, update pending certificates, and remove
revoked certificates

Update certificates that use certificate termplates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

102 %

-

Additional stores, Use "," to separate multiple stores, For example:
"Storel, Storez, Store3"

QK Cancel Apply

3. Select Enabled in the Configuration Model drop-down list.
4. Check the following boxes:

© Renew expired certificates, update pending certificates, and remove revoked certificates
© Update certificates that use certificate templates

5. Optionally, change the percentage under Log expiry events and show expiry notifications when the
percentage of remaining certificate lifetime is.

6. Click OK.

Linking the WSTEP Group Policy Object

Repeat the following procedure in each domain of the Active Directory forest to link the Group Policy Object
created for the WSTEP certificate chain.

To link a Group Policy Object with a domain:
1. Log in to the root Active Directory of the forest as an Active Directory administrator.
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2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group
Policy Management dialog.

=f

= Group Policy Management

=L File  Action  View ‘Window Help
e 25 2a([XE HE

= Group Policy Management LDAPS Cert Chain
v _'s:‘_\ Forest: example.com Scope  Detals Settings

v 5% Domains

= | Links
v }3 E:(arﬁh a moEr .
Sl Create a GPO in this domain, and Link it here... s location:
o F Link an Existing GPO... 2, domains,
me F Black Inheritance
g [
v [=f ( Group Policy Modeling ‘Wizard...

MNews Organizational Unit

3. Right-click the domain name and select Link an existing GPO... to display the Select GPO dialog.
4. Select the Group Policy Object.

5. Click OK.

Managing certificate templates

See below for adding and managing the Microsoft certificate templates in Active Directory for WSTEP
enrollment and autoenroliment.

* (Creating and configuring certificate templates
® Selecting CAs for certificate templates
* Disabling certificate templates

Creating and configuring certificate templates
In your Active Directory, create and configure Windows certificate templates for WSTEP enrollment.
To create and configure a Windows certificate template:

1. If not already installed, install the Certificate Templates snap-in as explained in Installing the default
set of Microsoft Certificate Templates using the snap-in.

2. Select the existing certificate template that most closely meets your desired specs.
3. Right-click on the existing template and select Duplicate template.
4. Configure the settings in the following tabs of the Properties of the New Template dialog.

© Compatibility
© Cryptography
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© Extensions

© General

© |ssuance requirements
o Key Attestation

© Request Handling

o Security

o Server

o Superseded Templates

5. Click OK.

Superseded Templates
If you want the new certificate template to replace an existing one:

1. Select the Superseded Template tab of the Properties of the New Template dialog.
2. Click the Add button.
3. Select the name of the existing certificate template.

Selecting CAs for certificate templates
Once started, the on-premises agent discovers:

* The Microsoft Windows domains for each Active Directory node (see Adding Active Directory nodes).
* The Microsoft certificate templates configured on each domain

See below for how to select the PKlaaS certificate authority that will issue certificates for each template.
To select a CA for a certificate template:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

° Owners
o CA Administrators

2. Click Certificate Authorities in the sidebar.
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ENTRUS‘I’ [E £ g' PKl as a Service partitions subS0T6c7ef83 Js
@ PKiasaSenice «  Certificate Authorities
You can create and manage Certificate Authorties (CAs), their certificates and enroliment protocols from here
SECTION Show more
(&) Homsa

@ Envoliment Protocols

Certificate Authorities (1)  Certificate Profiles Admin  Enroliment Protocols (Legacy) Qs
€ Cortificate Authorities
@ Agents @ root2 .
oot ¥ a A8 EafDe B n 12 yoars a mioniths
By User Management
ﬂ; issuer2
Sibr? 2B 2B IrOd Jo B S yEars S L
E; rootl
rot i i FasB 60 Falib a Ll 53 ] 3
Gg issuer]
ssuseri B2 belaZebSibab MHad 8611ab0 B Ex } yRArS NG

3. Select the Enrollment Protocols tab.

Certificate Authorities

You can create and manage Certificate Authorities (CAs), their certificates and enroliment protocols from..

Show more

Certificate Authorities  Certificate Profiles Admin  Enrollment Protocols (Legacy) 0 =

[E) wsTeP

E mom
E Intune

4. Click WSTEP in the protocols list.

5. In the Active Directories tab, click on an Active Directory name.

WSTEP

WSTEP (Web Services Trust Protocol) establishes secure, trust-based communications between web...

Show more

Active Directores (31 Agent Configs Q

Eﬂ 10.0.0.21

ASZHITaSpWZOM1kgDtgnEgMIBmosen@user 5B8bfdc90dad 102 /felbfclbore2b24ccarht

G 10000

IUeaZYPDTChUyXGmmXX_dFfEPI @jsmith

L]

6. On the Discovered Domains tab, check the domains discovered by the agent for the Active Directory.
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. CRYPTOGRAPHIC SECURITY PLATFORM
= ENTRUST PKl as a Service

(@ Home
R (AcTions )
€8 Certificate Authorities 1 0'0'0'21
& Protocols
D wsTep Root Active Directory ID Default CA Identifier
CGOhdSIGI4Q4HU_MtBEUrC4g5c 1
[n Active Directories
Agent Config Identifier DMS Resolver
B CGONhdSIGiI4Q4Hu.. e08e820b454bb416274155066192084b77635a4  10.34.22.55:53
@ Discovered Domains ™
0} Agents
o User Management Certificate Templates Discovered Domains ?

oscar.test

7. On the Certificate Templates tab, select Actions > Edit Certificate Template for a certificate template.

CRYFTOGRAPHIC SECURITY PLATFORM -
PKl as a Service -

iff @ ENTRUST

(@) Home
m {ACTIONS )
&8 Cenificate Authosities 100021
B Protocols
Root Active Directory ID Default CA Identifier
B WSTER - L e )
(R Active Directories
Agent Config Identifier DMS Resoheer

B OGOhdSIGI404 H
€ Certificate Templat...
@ Agents
Fo User Management Cantificate Templates ed Domains V

ClientAuthentication

Edit Certificate Template (m\]
8. Select one of the certificate authorities described in Configuring an issuing CA for WSTEP and click Edit.
Disabling certificate templates

In some situations, you may want to disable a particular certificate template for WSTEP enrollments. You can
either:

* Open the Microsoft certificate template properties dialog, select the Security tab, and disable the Read
permission for the WSTEP service account.

* Log in to PKlaaS and unassign the CA previously assigned in Selecting CAs for certificate templates.

i While disabled, certificate templates remain defined in Active Directory but can no longer be used to enroll
certificates.
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Managing on-premise Agents

As explained in Installing an agent, the agent virtual machine prompts for a registration OTP when launched.
See below for additional information.

* Keyboard shortcuts
* Browsing logs
* Adding an agent for disaster recovery

Keyboard shortcuts

The ribbon at the bottom displays the keyboard shortcuts for managing the agent.

TAB: switches apps - SPACE: logs - CTRL+C: exits app on focus
CTRL+K: kills app - CTRL+U: forces app refresh

[ Fri, 81 Mar 2824 13:28:13 UTC - 14mlBs - 18.1.188.122 1]

As detailed in the following table, not all these shortcuts are currently supported by the agent.

Shortcut Action Supported
TAB Switch tab Yes
Space Display detailed logs on the current tab Yes

CTRL+C Restart the application running on the current tab. Restarting the whole agent v
+ es
can only be done from the VMware Host Client

CTRL+K Kill the application running on the current tab No

CTRL+U Refresh the application running on the current tab No

Browsing logs
Browse the following logs on the agent prompt.

* Browsing agent startup logs
® Browsing WSTEP enrollment logs

i The agent does not currently support SIEM integration.

Browsing agent startup logs

The Agent tab of the agent prompt displays information on each startup step.
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PKIaaS Virtual Machine

PKIaaS Virtual Machine rumming

Uersion: vZ2B2482168726

Connected to PKlaaS

Region: PROD-US

PKlaas Virtual Machine registered to your account

Account ID: ecsmcnls8emsuw

Machine ID: ecsmcnlS8emsuw_igfr jBtu jzw

UM Conf ig ID: 1e627351cb5B7?7?d58aas57d5c35b175483ceb9eb4
Friendly name: ABC PKIaaS UM

Installed agents:

Press the space bar to display more detailed logs.

FKIaas Virtual Machine

ommection to satellit.pkiaas.entrust.com:443

| t.pkiaas .entrust .com
L ta 0K & Ling sunchronization
0 g R 2 Ao
Sunchronization Sync.0K Synchronization done

See the following table for a description of each step.

Step Step information Step completion
When the
Agent Running The versionall[] of the agent machine is
running
When the
Connected to Entrust PKlaaS The region hosting the Entrust PKlaaS services. machine is
running
Entrust PKlaaS Gateway A registration confirmation message and details After Registering
registered to your account on the registered machine an agent
The internal Entrust PKlaaS identifier of the After Registering
Node ID
agent an agent

. After Installing an
Installed agents The "WSTEP" name of the installed agent. ;
agen

For each step, the prompt displays the following status symbols.

Symbol Step status

anof] Not yet startedal/[]

AV In progress

[v] Completed
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Symbol Step status

[X] Failed

Browsing WSTEP enrollment logs

When completing the startup process, press the tab key to switch to the WSTEP tab and browse logs on the
WSTEP agent.

LSTEP Agent rumming
Uersion: vZBZ482168726
Reporter runmming

Last Sync: Thu, 29 Feb 20824 1Z2:53:81 UTC
Poller rumming

Last Sync: Thu, £9 Feb 2824 12:53:15 UTC
LDAP Commectivity

Commected to LDAFP abc.corp

LDAP Authentication

Authenticated to LDAP abc.corp

Press the space bar to display more detailed logs.

WSTEP
WSTEF logs (1485, nfi_ut 8 horizontal-offset:@):
te) + SyncRootaAD .0k gnLLd ABC.CORFP in abc.corp
Reporter SyncRealm.0K Synced A RF in ABC.CORF
Reporter SyncRealm.(OF nced #XYZ.ABC.CORP in ABC.CORP

Reporter SyncRealm.0E Synced FINANCE.ABC.CORP in ABC.CORF

Reporter SyncRealm.OF ‘:-gm ed tree.corp in ABC

Reporter GetWindowsCertTemplates. 0K Found 1 s cert templates in ABC.CORP
Reporter SyncHindowsTemplate.OK e tor in HBC IDRP

Reporter SyncWindowsTemplate.OK e (

Reporter SyncHindowsTemplate.OK ‘~|,1nr\:-. (‘H in HH(‘ I_.ITIRP

The displayed WSTEP enrollment logs:

¢ Do not contain any sensitive information.
* Are stored alongside the WSTEP service in the cloud for troubleshooting purposes.
® Cannot be manually exported.

Adding an agent for disaster recovery

After completing the installation, registration, and configuration of the agent, it is recommended to deploy an
additional agent for disaster recovery.
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To create an additional agent for disaster recovery:

1. Repeat the steps described in Installing an agent to create a new agent. Use the same file obtained
when Downloading an agent.

2. Register the new agent as explained in Registering an agent.

3. Keep the machine running.

Troubleshooting WSTEP enrollment issues
See below for how to solve the main issues related to WSTEP enrollment configuration and execution.

* Troubleshooting agent onboarding issues

* Troubleshooting agent configuration issues

* Troubleshooting Group Policy Object configuration issues
* Troubleshooting enrollment and certificate template issues

Troubleshooting agent onboarding issues
If you are having problems connecting the on-premises agent to the Entrust PKlaa$S cloud:

1. Check the error log as explained in Browsing logs.
2. Take a screenshot of the error log.
3. Attach the screenshot to a support ticket.

Troubleshooting agent configuration issues

The steps described in Configuring WSTEP automation in PKlaaS require adding and configuring a WSTEP
agent. See below for how to solve any issue you might encounter.

* DNS Server unreachable
* |nvalid LDAP credentials
* LDAP timeout

® TLS handshake failed

® Unknown LDAP host

See Browsing WSTEP enrollment logs for browsing logs in the WSTEP tab of the on-premises agent.

DNS Server unreachable

While configuring an Active Directory in the agent, you may encounter the ErrorDialURL error on the WSTEP
tab of the on-premises agent.

LDAP Result Code 200 "Network Error": dial tcp: lookup <DOMAIN-NAME>: i/o timeout

See below for a list of possible causes and the corresponding solutions.

* Firewall rules blocking access
¢ Invalid DNS settings in the agent configuration
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Firewall rules blocking access

Firewall rules may block connections from the IP address of the agent to the DNS server on port 53.

i See Agent network requirements for all the port access requirements.

Issue resolution: Edit the firewall rules to allow access.
Invalid DNS settings in the agent configuration

The DNS server settings were not properly defined when Adding Active Directory nodes.

Issue resolution: Edit the agent configuration to update the DNS settings.

Invalid LDAP credentials

While Adding Active Directory nodes, you may encounter the ErrorLDAPAuthentication error on the WSTEP
tab of the on-premises agent.

LDAP Result Code 49 "Invalid Credentials": 80090308: LdapErr: DSID-0C090439,
comment: AcceptSecurityContext error, data 52e, v4563

The cause of this error is an invalid LDAP username or password.
Issue resolution:

1. Edit the Active Directory created when Adding Active Directory nodes.
2. Enter a valid username and user password.

LDAP timeout

While Adding Active Directory nodes, you may encounter the ErrorDialURL error on the WSTEP tab of the
on-premises agent.

ldap://<DOMAIN-CONTROLLER>
LDAP Result Code 200 "Network Error": dial tcp dcl.example.com:389: i/o timeout

See below for a list of possible causes and the corresponding solutions.

* Domain Controller powered off
® Orphaned Domain Controller
® Incorrect IP address

Domain Controller powered off

The might be powered off.
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Issue resolution: Power on the Domain Controller.
Orphaned Domain Controller

The Domain Controller mentioned in the error might be orphaned. This issue might
occur if the Domain Controller was accidentally or incorrectly removed from an Active Directory forest.

Issue resolution: Remove the orphaned Domain Controller as explained in https://learn.microsoft.com/en-
us/troubleshoot/windows-server/identity/remove-orphaned-domains

Incorrect IP address

The DNS Entry for the Domain Controller might point to an incorrect IP address. This

issue can occur if:

* A Domain Controller was erroneously deployed using a DHCP-assigned IP address instead of a static IP
address.
* Mistakes were made while deliberately changing the IP address of a Domain Controller.

Issue resolution:

1. Check the DNS entry in the Microsoft DNS manager.

2. Verify the listed IP Address.

3. If the IP address in the Microsoft DNS Manager is correct and differs from the IP address in the logs,
another DNS record must be fixed.

TLS handshake failed

While Adding Active Directory nodes, you may encounter the ErrorDialURL error on the WSTEP tab of the
on-premises agent.

url: ldap://<DOMAIN-CONTROLLER-FQDN>LDAP Result Code 200 "Network Error": TLS
handshake failed (tls: either ServerName or InsecureSkipVerify must be specified
in the tls.Config)

See below for a list of possible causes and the corresponding solutions.
Missing LDAPS TLS certificate

The Domain Controller is missing a TLS certificate for LDAPS.
Issue resolution:

1. Run the command described in Validating the LDAPS configuration.
2. If the command output does not contain an LDAPS TLS certificate, follow the steps described in Setting

up LDAPS on domain controllers.

Invalid LDAPS TLS certificate
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The Domain Controller does not have a valid TLS certificate for LDAPS connections.
Issue resolution: Check the following.

* The certificate meets the requirements described in Generating the LDAPS TLS certificates.
* The certificate chain has been imported as explained in Creating a Group Policy Object for the LDAPS
TLS certificate chain.

LDAPS TLS certificate not trusted

The root CA certificate of the LDAPS TLS certificate chain is not trusted.

Issue resolution: Verify that the root CA certificate in the root Active Directory domain matches the root CA
certificate imported when configuring an Active Directory in the agent.

Incorrect DNS entries

The DNS server on your network might have an incorrect IP address for the Active Directory domain
controller.

Issue resolution: Verify that the IP address of the Active Directory domain controller is properly configured in
the DNS server.

Unknown LDAP host

While configuring an Active Directory in the agent, you may encounter the ErrorDialURL error on the WSTEP
tab of the on-premises agent.

ldap://<DOMAIN-CONTROLLER>
LDAP Result Code 200 "Network Error": dial tcp lookup <DOMAIN-CONTROLLER> on <DNS-
RESOLVER-IP-ADDRESS>:53 no such host

See below for a list of possible causes and the corresponding solutions.

® Orphaned Domain Controller
® Missing DNS record

Orphaned Domain Controller

The Domain Controller mentioned in the error might be orphaned. This issue might
occur if the Domain Controller was accidentally or incorrectly removed from an Active Directory forest.

Issue resolution: Remove the orphaned Domain Controller as explained in https://learn.microsoft.com/en-
us/troubleshoot/windows-server/identity/remove-orphaned-domains

Missing DNS record

The DNS server running on does not have a DNS Record for
. This error might occur after following the Microsoft documentation to solve the orphaned
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Domain Controller issue mentioned above.

Issue resolution: Adding the missing DNS record.

Troubleshooting Group Policy Object configuration issues
Issues may arise while Creating a Group Policy Object. See below for how to solve them.

® Access denied by remote endpoint
* Remote endpoint not reachable

Access denied by remote endpoint

When Enabling WSTEP for users and devices, the Windows machine can display the following error.

Error: Access was denied by the remote endpoint.
080300005 (-2143485947 WS_E_ENDPOINT ACCESS-DENIED)

See below for a list of possible causes and the corresponding solutions.

* Invalid enrollment URL
* Invalid agent configuration
* |nvalid root Active Directory username

Invalid enroliment URL

The CEP URL provided to the Group Policy Manager may contain a typo.

Issue resolution: Check that the entered URL matches the URL displayed on the welcome page of the Entrust
PKlaas Ul.

Invalid agent configuration

The WSTEP agent configuration is not valid.
Issue resolution: Check the following.

1. The WSTEP agent runs with a valid configuration before the PKlaaS CEP URL can be defined in a Group
Policy Object.

2. The WSTEP agent on the agent completes an initial synchronization of the Kerberos data (SPN, KVNO)
from the root Active Directory before the Microsoft Group Policy Manager can validate the PKlaaS CEP
URL.

See Troubleshooting agent configuration issues for solving agent-related issues.
Invalid root Active Directory username

The username defined on the Entrust PKlaaS Ul for the root Active Directory RootAD does not have a properly
configured SPN (Service Principal Name) or UPN (User Principal Name).
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Issue resolution: Run the following command to fix the root Active Directory username.

ktpass -mapuser <USER> -princ HTTP/<PKIaaS-WSTEP-URL>@<UPPERCASE-DOMAIN-NAME> -
pass <PASS> -ptype KRB5_NT_PRINCIPAL /Target <UPPERCASE-DOMAIN-NAME> /crypto ALL

Remote endpoint not reachable

When Enabling WSTEP for users and devices, the Windows machine can display the following error.

Error: The remote endpoint was not reachable.
0x005de@la (-2143485936 WS_E_ENDPOINT_UNREACHABLE)

See below for a list of possible causes and the corresponding solutions.

* |nvalid enrollment URL

e Network issues
Invalid enrollment URL

The CEP URL provided to the Group Policy Manager may contain a typo.

Issue resolution: Check that the entered URL matches the URL displayed on the welcome page of the Entrust
PKlaaS UL.

Network issues

Network issues prevent the Microsoft server from accessing the PKlaaS WSTEP URLs.
Issue resolution: Verify the following.

® The entrust PKlaaS WSTEP URL is reachable.
* The firewall rules do not block traffic to the PKlaaS WSTEP URL.

Troubleshooting enrollment and certificate template issues
See below for solving issues related to enrollment, autoenrollment, and certificate template management.

* Certificate template not enrolling or autoenrolling
* Missing certificate template
* Unexpected behavior of certificate enrollment

Certificate template not enrolling or autoenrolling

Once configured, a Windows certificate template may not enroll or autoenroll devices. See below for the
possible causes and corresponding solutions.

® Missing Group Policy Object
® Missing permissions
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Missing Group Policy Object

The Group Policy Object to enable Autoenrollment may not have been created, or may not have been linked
to the various domains in the Windows Active Directory forest.

Issue resolution: Configure a Group Policy Object as explained below.

® Enabling autoenrolliment for users
* Enabling autoenrollment for devices
® Linking the WSTEP Group Policy Object

Missing permissions

The user or group facing may not have permission to enroll or autoenroll.

Issue resolution: Select the Security to select the users and groups with permission to enroll and autoenroll.

Missing certificate template

When browsing certificate templates (as explained in Selecting CAs for certificate templates), a template may
be missing because it contains an unsupported key usage.

Issue resolution: Verify the key usages.

Unexpected behavior of certificate enrollment

Certificate enrollment may not behave as expected when the Windows certificate template includes
unsupported settings.

Issue resolution: Verify that the certificate template matches the configuration described in Creating and
configuring certificate templates. Specifically, the configuration must not include any of the following
unsupported settings.

Tab Unsupported setting

Any key usage combination containing the following key usages: CRL Sign, Decipher

Extensions ) )
Only, Encipher Only, Key Agreement, Key Cert Sign

General Publish certificate in Active Directory

Issuance

. CA certificate manager approvalali(
requirements

Key .
) Required
Attestation
Request . L . .
_ Archive subject's encryption private key
Handling
Server Do not include revocation information in issued certificates

Do not store certificates and requests in the CA Database
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Managing end-entities

As explained in the previous sections, PKlaaS supports automating enrollment with different protocols such as
ACME, MDM, IBM, or WSTEP. See below for the PKlaaS options for managing the end-entities requesting
certificates.

i This section does not explain integrating end-entities. Refer to the corresponding enrollment automation

section for details.

To manage end-entities:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with

any of these roles:

o Owners
o CA Administrators

2. Click Enrollment Protocols in the sidebar.

@ENTF{UST 10 < @ PKlasaService / partitions / suba09b8f70al Js
@ PKlasaService v Enroliment Protocols
SECTION

@ Home

[E Enrcliment Protocols Protocol Configurations Q =

€% Cenrtificate Authorities
newibm
8 Agents E S

2o User Management

@ asdf

3. Click the name of a enrollment protocol.
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@ ENTRUST 18] ¢« @ Pria
Q P a5 a Service w octlia mjamf
SECTION

@ Home Protocol Configuration Identifier Type
[® Enrolimant Protocols : t

£ Certificats Authorities Platform Autherity ldentifier
8 Agents
Description

Ea Usar Managemant

Vigw Entity

End Entitiés  Event
Deactivate Entity

@ ken~newjamfid-EndEntity Decommission Entity

@ ken~-newjamfid-SUUID

4. In the End Entities tab, browse the following end-entity details.

o |dentifier
o Activation status
© Expiration date

5. Click the three dots ... right to an end entity and select:

© View Entity to display the end-entity details
© Activate Entity to activate a deactivated entity
o Deactivate Entity to deactivate an entity

© Decommission Entity to permanently remove an end-entity

Auditing enrollment events
See below for auditing the enrollment events triggered by remote end-entities.

To audit enrollment events:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with

any of the roles described under Role permissions.

2. Click Enrollment Protocols in the sidebar.
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@ENTHUST ¢ B Paa vice | partitior ib327009fdae / Workflow thiamja s
g Pl a5 a Sarvice w Octliamjamf

SECTION

&) Home Protecol Configuration Identifier Type

[E Enroliment Pratocols
£8 Certificate Authorities Platform Authority Identifier

8 Agents
Dascription
Ao User Managemant

Ewvents

thisisachicken~newjamfid~EndEntity

thisisachicken-newjamfid-$UUID

3. In the Events tab, browse the following event details.

© The end-entity triggering the event.

© The completion status, for example done.

© The event internal identifier, as a hexadecimal string.
© The event type, for example issue.

Migrating an on-prem gateway to PKlaaS

Entrust PKlaaS supports the following migrations from a customer-hosted Certificate Enrollment Gateway to a
PKlaaS gateway for the same CA and certificate profile.

* Migrating an Intune on-prem gateway to PKlaaS
* Migrating an MDM Jamf on-prem gateway to PKlaaS
* Migrating a WSTEP on-prem gateway to PKlaaS

Migrating an Intune on-prem gateway to PKlaaS
See below for migrating Intune enrollment from a customer-hosted Enrollment Gateway to a PKlaaS gateway.
To migrate Intune enroliment to PKlaaS:

1. Deploy a PKlaa$S Intune gateway as explained in Configuring Intune in PKlaasS.

2. In Microsoft Endpoint, replace the SCEP Server URLs of all your Intune SCEP configuration profiles with
the values described in Configuring Intune in PKlaaS.

3. Test and validate the new PKlaaS Intune service.

Migrating an MDM Jamf on-prem gateway to PKlaaS
See below for migrating MDM Jamf enrollment from a customer-hosted Enrollment Gateway to PKlaaS.

To migrate MDM Jamf enrollment to PKlaaS:
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1. Add the configuration settings described in Configuring Jamf in PKlaaS.

2. When Configuring MDM automation in Jamf, go to Options / SCEP and update only the following
parameters of your existing Jamf configuration.

(e}

o

In URL, paste the SCEP URL value obtained when Configuring Jamf in PKlaaS.

In Entrust Web Service URL, paste the MDM Web Service URL value obtained when Configuring
Jamf in PKlaaS.

In Administrator Username, paste the Credential Identifier value obtained when Configuring
Jamf in PKlaaS.

In Administrator Password, paste the credential Password value generated when Configuring
Jamf in PKlaaS.

3. Test and validate the new PKlaaS and MDM service.

Migrating a WSTEP on-prem gateway to PKlaaS

To configure the migration from a WSTEP on-premises Enroliment Gateway to a PKlaaS gateway, follow the
steps under Automating WSTEP enrollment. See below for specific considerations on each section.

1. When Planning your WSTEP deployment, determine the required number of Agents based on your

current deployment.
2. When evaluating the WSTEP integration requirements, determine the networking requirements based
on your current deployment. Make any necessary adjustment to the DNS server and the firewall rules.
3. You can skip section Configuring an issuing CA for WSTEP as WSTEP is already configured for your on-

premises deployment.
4. When Preparing the Active Directory forest for WSTEP:
© Repeat Adding Active Directory nodes for each root Active Directory in every Microsoft Active

Directory forest. It is recommended to create a new service account for the PKlaaS WSTEP
gateway to allow the existing on-premises WSTEP Enrollment Gateway to continue functioning
until decommissioned.

You can skip Installing the default set of certificate templates, as the templates should already
exist for each Microsoft Active Directory forest.

Repeat Setting up LDAPS on domain controllers across the entire Microsoft Active Directory
forest. In contrast, the on-premises WSTEP Enrollment Gateway requires LDAPS TLS certificates to
be configured only on the root Active Directory domain controllers.

5. When Configuring WSTEP automation in PKlaaS, complete all the steps. When Preparing the Active
Directory forest for WSTEP, ensure the selected certificate authority matches the one used for the on-

premises WSTEP Enrollment Gateway.
6. When Enabling WSTEP for users and devices, do not reuse the Group Policy Object (GPO) of the on-
premises WSTEP Enrollment Gateway. Complete the following steps in order to allow rolling back the

process, if needed.

1. Create a new GPO.

2. Apply the GPO to a single test user.

3. Complete the migration testing.

4. Apply the GPO across the entire forest.

5. Unlink the existing GPO for the on-premises WSTEP Enroliment Gateway.

257 1265



Entrust PKlaaS User Guide

A It is recommended to keep the on-premises WSTEP Enrollment Gateway running until the PKlaaS WSTEP
gateway is fully deployed and integrated within the Microsoft Active Directory forest.

When completing these configuration steps, perform the following cleanup steps.

® (Cleaning up the Windows domain after migrating WSTEP to PKlaaS
® (Cleaning up the appliance after migrating WSTEP to PKlaaS

Cleaning up the Windows domain after migrating WSTEP to PKlaaS

Perform the following steps in your Windows domain to complete the migration.
To clean up the Windows domain after migration:

1. Remove all Group Policy Objects (GPOs) for the on-premises WSTEP Enrollment Gateway

2. Run the command to force a group policy update.

3. In the root domains of the Microsoft Active Directory forests, delete the WSTEP Service account for the
on-premises WSTEP Enrollment Gateway.

4. Turn off the Microsoft servers with the Certificate Enroliment Policy (CEP) service. If these are virtual
machines, you can delete them.

5. Open the ADSI Edit console and remove the Enroliment Service for the on-premises WSTEP Enrollment
Gateway.

Cleaning up the appliance after migrating WSTEP to PKlaaS

The required cleanup operations on the appliance vary depending on the following situations.

* The on-premises Entrust Enrollment Gateway runs other enrollment protocols like ACME, MDM, Intune,
or SCEP.
* The appliance cluster hosts other solutions like Certificate Hub or CA Gateway.

See the table below for the required cleanup actions on each appliance cluster.

Enrollment Other .
Cleanup solutions

protocols solutions
Run the command to delete the

WSTEP v namespace from the appliance. This operation will keep the configuration and
the license in case you need to redeploy.

WSTEP X You can shut down or delete the nodes of the appliance cluster.

WSTEP and

other v Do nothing.

protocols

WSTEP and

other X Do nothing.

protocols
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Integrating third-party tools with the CA Gateway API

Entrust CA Gateway provides the API described at:

https://api.managed.entrust.com/doc

Of the capabilities documented in this reference, PKlaaS supports natively the ones listed in:
https://api.managed.entrust.com/doc/#operation/caCapabilities

As explained in the following sections, implementing other capabilities requires a third-party tool.

* Managing CA Gateway credentials
® Accessing the CA Gateway API

* |Integrating with Ansible

* Integrating with HashiCorp Vault
® Integrating with Venafi

Managing CA Gateway credentials

See below for instructions on managing the PKCS #12 credentials required to connect to the Entrust CA
Gateway API.

® (reating CA Gateway credentials
* Renewing CA Gateway credentials

Creating CA Gateway credentials

Create PKCS #12 credentials to connect with the CA Gateway API.

i Unless deleted before expiry, credentials are valid for one year. See Renewing CA Gateway credentials for

how to renew them before the expiry date.

To generate a CA Gateway credential:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with

any of these roles:

° Owners
o CA Administrators

2. Click User Management in the sidebar.

3. Select the CAGW Credentials tab.

259 /265


https://api.managed.entrust.com/doc
https://api.managed.entrust.com/doc/#operation/caCapabilities

Entrust PKlaaS User Guide

HH @ENTRUST

CRYPTOGRAPHIC SECURITY PLATFORM
PKl as a Service

@ Homea
[& Enroliment Protocols
&8 Certificate Authorities
@ Agents

S0 User Management

User Management

Add users to specific Teams to assign fine grained access control on this portal

Use CAGW credentials to give users access to the PKlaaS API (CAGW API).

CAGW Credentials ? credentia

© CAGW Credentials -0
credential-01
ACTIONS
@ credenta o |
@ credential-02
Credential 2 "\f itk I day
4. Click CREATE.
5. Fill in the Credential identifier and Friendly Name fields.
6. Click Create
7. Check the details of the new PKCS #12 credential.
s CRYPTOGRAPHIC SECURITY PLATFORM .
= ENTRUST PKl as a Service -
@ Home .
-01 o)
[ Enroliment Protocols @ CrEdentlal 01
€8 Certificate Authorities
Friendly Name
Agents .
redentia
Bo User Management )
Expiry Date
@ CAGW Credentials Thu Oct 29 2026 14:04:06 GMT+0100 (Cent an
@ credential-01
Credential (credential-01) successfu ly created. Note:

fda7

details will no

Iil Download Credential

8. Copy the password displayed in the information note.

ad the Credential (PKCS #12 file) and save the pass

0B SeSedcl

vy from

A You won't be able to copy the password or download the PKCS #12 file after leaving this page.

9. Click Download Credential to download the
the Credential identifier value.

10. Click CAGW Credentials in the sidebar.
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11. Click Continue in the Are you sure you want to leave this page? dialog.

12. In the CAGW Credentials tab, click ACTIONS for the new credential.

- ENTHUST CRYPTOGRAPHIC SECURTY PLATFORM
HH PKI as a Service

@ Ho

. User Management

&8 Cer it i t

& ol Maching Add users to specific Teams to assign fine grained access control on this GUI,
2o User Management

Use CAGW credentials to allow users to access the PKlaas API (CAGW API)

7 cagwersdentials Wigw CAGW Credentzal

CAGW Credentials (ADD)
ottt e, ? Renew CAGW Credential

Dedete CAGW Credential
cagw-1

Add Certificate Authority ACTIONS )

i
LS -

13. Select Add Certificate Authority.

14. In the Certificate Authority list, select the CA on which the credential holders will have permissions.

Certificate Authorities* (5)

mdm_sub W
Roles* (i)
cert-admins = auditors =
Cancel Add

15. In the Roles list, select the roles granted to the credential holders in the CA.

i See Role permissions for the CA management permissions granted to each role.

16. Click Add.

Renewing CA Gateway credentials
Before the expiry date, you can renew your CA Gateway credentials as explained below.
To renew a CA Gateway credential:

1. Follow the steps described in Accessing your partitions to log into the PKlaaS interface as a user with
any of these roles:

° Owners
© CA Administrators
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2. Click User Management in the sidebar.

3. Select the CAGW Credentials tab.

CRYPTOGRAPHIC SECURITY PLATFORM
s
B @ENTRUST PKI as a Service

@ Home

User Management

Add users to specific Teams to assign fine grained access control on this portal.

@ Enroliment Protocols
&8 Certificate Authorities
Agents . .

Use CAGW credentials to give users access to the PKlaaS API (CAGW API).
Bo User Management

User Teams CAGW Credentials (CREATE ? credential-0

(&) CAGW Credentials

@ credential-01 ACTIONS

Credential 1 E Expires in 11 months and 29 days

© credential-02

Credential 2 B Expires in 11 months and 29 days

4. In the CAGW Credentials tab, click ACTIONS for the new credential.

CRYPTOGRAPHIC SECURITY PLATRORM
HH -
- @ENTRUST PKl as a Service -
o User M t
68 Certificate Authorities Ser anag emen
& Virtual Machines Add users to specific Teams to assign fine grained access control on this GUI
F LTI Use CAGW credentials to allow users to access the PKlaasS API (CAGW API).
@ cagweredentials View CAGW Credential
User Teams CAGW Credentials
L redenti Y Renew CAGW Credential
Dadete CAGW Credential
cagw-1 . .
My CA Gateway cradential B Expires in 2 yaars arsd 11 Add Certificate Authority ACTIONS

5. Select Renew CAGW Credential.

6. Click Renew.

7. Check the details of the new PKCS #12 credential.
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- CRYPTOGRAPHIC SECURITY PLATFORM
e @ ENTRUST PKl as a Service =
@m Home .
- ACTIONS
B Eovetment Protocst © credential-01 C&iovs)
€8 Certificate Authorities
Friendly Name
@ Agents
B User Management )
Expiry Date
@ CAGW Credentials e
© credential-01
fre A
& Download Credential
8. Copy the password displayed in the information note.
A You won't be able to copy the password or download the PKCS #12 file after leaving this page.
9. Click Download Credential to download the file, where is

the Credential identifier value that was used to create the credential.

Accessing the CA Gateway API

After you have installed the Entrust CA Gateway credential on your local machine, you can access the
following.

* APl endpoints
¢ Swagger Ul

API endpoints
Use the API endpoints for programmatic interaction with the APl and integrations with third-party clients.

Region URL

us

EU

Swagger Ul
Use the Swagger Ul to manually interact with a web browser or generate curl commands for APl endpoints.

Region URL

us
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Region URL

EU

Integrating with Ansible
To integrate Entrust PKlaaS with Ansible, use the open-source client:

https://github.com/EntrustCorporation/entrust-ansible-collection

Integrating with HashiCorp Vault
To integrate Entrust PKlaaS with HashiCorp Vault, use the open-source plug-in:

https://github.com/EntrustCorporation/cagw-vault-plugin

Integrating with Venafi

To integrate Entrust PKlaaS with the Venafi certificate management software, add an Entrust CA as explained

in:

https://docs.venafi.com/Docs/current/TopNav/Content/Drivers/r-drivers-Entrust-CAGateway-
ConfiguringCATemplateObject.php

Revoking certificates in bulk

You can revoke certificates in bulk using the CA Gateway API provided by Entrust PKlaaS and the following
open-source utility:

https://github.com/EntrustCorporation/pki-utilities/tree/main/cagw-shell-util

Obtaining support
See below for getting support on your purchased products.

¢ Contacting Entrust support
® Obtaining TrustedCare resources

i To contact the Entrust sales department, fill in the form at https://www.entrust.com/contact/sales

Contacting Entrust support
To contact Entrust support, email or call the following phone numbers.

* North America: 1-866-267-9297
® Qutside North America: 1-613-270-2680
* Toll-free support numbers for Silver & Gold customers outside of North America:

https://www.entrust.com/knowledgebase/ssl/contact-silver-gold-support-numbers
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i As explained in entrust-certificate-solutions-hosted-support-schedule-Ig.pdf, the availability of the support
team depends on your service plan (Silver vs. Platinum).

Obtaining TrustedCare resources

Entrust provides a comprehensive service and support program through the https://trustedcare.entrust.com
online portal. This portal allows you to:

Download software product updates for components you run on your premises or in your cloud.
* Browse product documentation, frequently asked questions, or technical bulletins.
* Open support cases.

Check on the status of existing cases.
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